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	The proposal by the FDC to offer prisoners access to e-mail presents a number of challenges to us, if we try to obtain prisoner e-mail maintained in the Trust Fund Limited Inmate Communication System (TRULINCS). As I discuss below, the Bureau of Prisons (BOP) plan as structured presents no issues under the Fourth Amendment. Neither will it raise any serious issues under the Wiretap Act. If BOP turns these communications over to us in response to a telephone call or a letter, there will be no issues. However, if BOP insists upon a subpoena to obtain copies of prisoner e-mail, the requesting AUSA might face a successful lawsuit, brought by the prisoner, under 18 U.S.C. § 2707. The BOP policy memo explains that no subpoena is required to obtain the content of prisoner e-mail. (See attached memo, p. 8. “The Bureau’s TRULINCS System of Records, and the Privacy Act of 1974, allow disclosure of TRULINCS transactional data and message content for law enforcement purposes, as defined therein. Subpoenas for these are not required, as compared to recorded telephone conversations.” [emphasis supplied]) We should urge the local administration of BOP to follow its own national policy.1



FOURTH AMENDMENT



	Any arguments in favor of Fourth Amendment protection of electronic communications are obviated by the consent form that will be signed by the prisoner. That form has a consent-to- monitoring section that reads as follows:



	I understand and voluntarily consent to having my messages (incoming and outgoing) monitored, read, and retained by Bureau staff. I understand and voluntarily consent that this provision applies to messages both to and from my attorney or other legal representative and that such messages will not be treated as privileged. 



(See Paragraph 2d of Sample Form, attached.)



	I am trying to learn the means by which the monitoring will be done. Strange as it seems, it makes a difference if BOP intercepts the e-mails in transit or if it sweeps the inbox and outbox periodically. If the BOP intercepts each electronic communication before it is delivered to the prisoner's inbox (for incoming e-mail) or his outbox (for outgoing e-mail), then the Wiretap Act governs the monitoring. United States v. Councilman, 418 F.3d 67 (1st Cir. 2005) (en banc). If they copy the electronic communications after they get to the prisoner's inbox or outbox, then the Stored Communications Act governs the monitoring. Fraser v. Nationwide Mutual Insurance, 352 F.3d 107, 113-14 (3d Cir. 2003); United States v. Steiger, 318 F.3d 1039 (11th Cir. 2003); Konop v. Hawaiian Airlines, Inc., 302 F.3d 868 (9th Cir. 2002).



WIRETAP ACT



	The Wiretap Act prohibits all interceptions of wire, oral, or electronic communications, “except as otherwise specifically provided.” 18 U.S.C. § 2511(1). It also prohibits the disclosure or use of any wire, oral, or electronic communication, if the person knows, or has reason to know, that the information was obtained through an unlawful interception. In short, all wiretapping is prohibited, unless it is expressly permitted. 



	The Wiretap Act defines the covered “oral communications” as including “oral communication uttered by a person exhibiting an expectation that such communication is not subject to interception, under circumstances justifying such expectation.”  Because of the monitoring inmate’s consent to monitoring and recording of the calls as well as the recipients consent to the monitoring of the call, there can be no reasonable expectation that the conversation would not be subject to interception.  Thus, by definition alone, it appears the Wiretap Act would be inapplicable to calls placed by inmate on the monitored telephone system regardless of the nature of the BOP’s interception.  If the Act were found to apply, then Ssection 2511(2)(c) permits interception by a person, acting under color of law, with the consent of one of the parties to the communication. Courts have long held that prison monitoring of telephone calls is lawful under the consent exception, when the prisoner is told of the monitoring and, nevertheless, proceeds with the call. United States v. Amen, 831 F.2d 373 (2d Cir. 1987); United States v. Conley, 531 F.3d 56 (1st Cir. 2008). Since the interception is lawful (and is not governed by the Provider Protection Exception, which does place restrictions on disclosure, 18 U.S.C. § 2511(2)(a)(i)), the BOP is free to disclose the contents of wire communications. United States v. Hammond, 286 F.3d 189, 192-93 (4th Cir. 2002); In re: High Fructose Corn Syrup Litigation, 216 F.3d 621,624-25 (7th Cir. 2000). It should be free to disclose the contents of electronic communications in the same way that it is free to disclose wire communications; the same statutory provisions govern.  

	 Unfortunately, the definition of “electronic communication” does not require that the party or any party have a reasonable expectation the communication will not be intercepted.  It does however, include a provision that it only applies to those communications that “affect[] interstate or foreign commerce.”  Where inmates are prohibited from carrying out business activities and the BOP offers the Trulinks system solely as a means to facilitate their social interaction with the community, it cannot be said to affect interstate or foreign commerce and likewise this statute should not be considered applicable to inmate email communications.

**Unlike the old phone system (and possibly TruPhone depending on how it is set up), the e-mail system is a totally internal system as FN 3 recognizes.  It is not like we are providing inmates access to aol e-mail and then trying to intercept those communications.  The Bureau is the e-mail service provider and as such reserves the right to access and make routine use of any communica tion carried out through its system (whether it be Trulinks (emails), trustfund, etc.).  I think the question of interception is one which should be explored more thoroughly as I don’t know that we can be said to intercept something where we are the delivery platform.  As such, we should consider the applicability of sec. 2511(2)(a) which provides it is not unlawful for “a provider of wire or electronic communication service, whose facilities are used in the transmission of a wire and electronic communication, to intercept, disclose, or use that communication in the normal course of employment while engaged in any activity which is necessary incident to the rendition of his service or the protection of the rights or property of the provider of that service. . ..”  The routine uses the BOP published in the Federal Register should be sufficient to establish the routine exchange of information from the electronically maintained system for law enforcement purposes. 



Additionally, the lawfulness of the activity is established for electronic email communications, just as it is for telephone calls through section 2511(2)(c) which permits interception by a person, acting under color of law, with the consent of one of the parties to the communication. 



THE STORED COMMUNICATIONS ACT



	As I note above, if the prisoner e-mail is obtained by sweeping the inboxes and outboxes  after it has been delivered, then the steps that we take to obtain the contents may be governed by the Stored Communications Act (SCA). My understanding is we don’t sweep, we are the service provider and one of the conditions of the service we offer is that we have every right and authority to monitor, record, and pass along the content as well as transactional information pertaining to the inmates use of the platform.  In addition, even if BOP intercepts these communications while they are in transit (i.e., a wiretap), copies maintained by the BOP may be governed by the SCA. 



Here is a quick primer on key definitions. First, there are the Wiretap Act definitions found in 18 U.S.C. § 2510 and incorporated into the Stored Communications Act (SCA) through 18 U.S.C. § 2711(1):



	1.	(7) “Investigative or law enforcement officer” means "any officer of the United States . . ., who is empowered by law to conduct investigations of or to make arrests for offenses enumerated in this chapter, and any attorney authorized by law to prosecute or participate in the prosecution of such offenses."



	2.	(12) “electronic communication” means any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical system that affects interstate or foreign commerce, but does not include-- 

		(A) any wire or oral communication; 

		(B) any communication made through a tone-only paging device; 

		(C) any communication from a tracking device (as defined in section 3117 of this title); or 

		(D) electronic funds transfer information stored by a financial institution in a communications system used for the electronic storage and transfer of funds.



	3.	(15) “electronic communication service” means any service which provides to users thereof the ability to send or receive wire or electronic communications.2



	4.	(17) “electronic storage” means-- 

		(A) any temporary, intermediate storage of a wire or electronic communication incidental to the electronic transmission thereof; and 

		(B) any storage of such communication by an electronic communi cation service for purposes of backup protection of such communi cation



	Finally, there are the definitions in the Stored Communications Act (SCA). All the definitions of § 2510 apply to the SCA. 18 U.S.C. § 2711(1). There is one critical, additional definition:



	(2) the term “remote computing service” means the provision to the public of computer storage or processing services by means of an electronic communications system.



	The SCA divides providers into two categories: providers of electronic communications service (ECS) and providers of remote computing service (RCS). Anyone providing electronic communications is an ECS. This includes private businesses that have e-mail for their employees (e.g., CBS) and educational institutions that provide e-mail services for the students (e.g., University of Pennsylvania). Because of the definition of remote computing service in §2711(2), a provider of RCS must offer that service to the public. Thus, CBS and U of Pa., are providers of ECS, but not of RCS. In this case, BOP is a provider of ECS, but not RCS. BOP is permitted to review the contents of electronic messages that are in electronic storage, as a provider of ECS. 18 U.S.C. §  2701(c)(1).3 Fraser v. Nationwide Mutual Insurance, 352 F.3d at 114-15. The question remains: what can it do with the contents once it has them?  The prohibition of § 2701(a) “does not apply with respect to conduct authorized - (1) by the person or entity providing a wire or electronic communications service.”  18 U.S.C. § 2701(c)(1).  The authorization for the conduct of the BOP as an ECS is reflected in its policy statements and the Federal Register notice which explains the routine uses to which the information stored through this system may be put.  70 Fed. Reg. 69594.  



	Section 2702(b) governs the voluntary disclosure by a provider of ECS to the public of the contents of electronic communications that it holds. Section 2702(b)(3) permits a provider of ECS to the public to disclose contents voluntarily with the consent of the originator or addressee or intended recipient of the communication.4 BOP is not a provider of ECS to the public. Accepting that §2702 only applies when the ECS provides services to the public, then none of the provisions of that section are applicable here.  As such, this provision does not limit what the BOP may do and logic would suggest thatHowever, if a provider of ECS to the public can disclose contents with the consent of the subscriber, there is nothing that prevents a private provider of ECS from doing so. Thus, the BOP could turn these communications over to us based upon a non- compulsory request, or without a request of any kind from us as doing so is conduct which the BOP, a component of DOJ, authorized itself to engage in when it established the ECS for inmates.



	The problem arises if, instead of turning communications over voluntarily, BOP does so pursuant to legal process. Section 2703 covers situations where the government is seeking to required disclosure of electronic communications to the government. Issuing a subpoena is a form of compulsion – i.e., requiring the production.  This is where the definition of electronic communications becomes significant.  According to the statute, only the transfer of data which “ affects interstate or foreign commerce” is considered an electronic communication.  It is well established that inmates are prohibited from carrying out business activities. (Citations)  **We could strengthen our position by having the consent form stipulate that the authorized use is for maintaining social ties with the community and any act that could affect interstate or foreign commerce is strictly prohibited.



If it were to be determined that inmate e-mails do affect interstate or foreign commerce, then Ssection 2703(a) provides that the government can require the disclosure of the content of electronic communications by a provider of ECS (not limited to public providers) when the communications are is in electronic storage for 180 days or less, only with a search warrant. Applying the definition of electronic storage above on p. 3, it is reasonably clear that the first part of the definition does not apply to these e-mail messages. They are not in temporary storage awaiting delivery (“incidental to transmission”).5 



	However, the second definition of electronic storage is more troublesome. If a court finds that this copy was made “for backup protection,” then it is in electronic storage. I think it may be helpful to obtain some technical guidance to address this part of the issue.  It would seem clear to me our initial recording of the communication is not for back-up protection at all.  Instead, it is for screening and maintenance for security reasons.  I am assuming, but think it would be appropriate for us to actually back-up this information much the same way we back up staff materials.  If that is the case and we have electronic back-ups that are run on a regular basis, then it is quite easy to articulate that our initial copy is not for back-up protection and such requirements are inapplicable unless of course for some reason the AUSA was having to resort to requesting records from our back-up.  I think it is important to depict the BOP as a party to the communication, particularly in light of the fact that we reserve the right not to forward the communication on to the intended recipient.  Inmate → BOP → Recipient and Sender →BOP →  Inmate. If it is in electronic storage and the government seeks to require its disclosure, § 2703 governs. The Ninth Circuit has already expanded this second part of the electronic storage definition beyond what the Department believes the law intended. Theofel v. Farey-Jones, 359 F.3d 1066 (9th Cir. 2004). Thus, it is possible that a court would hold that the copy of the prisoner e-mail, whether obtained by a sweep of the mailbox, or by a wiretap interception, was in “electronic storage.” The Third Circuit has not ruled on this, but in Fraser v. Nationwide Mutual Insurance, 352 F.3d at 114, when faced with e-mail that was sitting on a company’s server, the Court wrote, “We agree that Fraser's e-mail was not in temporary, intermediate storage. But to us it seems questionable that the transmissions were not in backup storage – a term that neither the statute nor the legislative history defines.” Thus, the Third Circuit might hold that these e-mail messages are in electronic storage.



	It is most likely that the e-mails that we will seek will be less than 180 days old. If we seek to require their production, 18 U.S.C. § 2703(a) obligates us to use a search warrant. 



	For electronic communications in electronic storage for more than 180 days, the government may obtain the contents with a subpoena and notice to the subscriber. 18 U.S.C. § 2703(b). Merely issuing a subpoena without notice, and without approved delay violates the SCA.6 The only things that we can get with just a subpoena without notice are set forth in §§ 2703(c)(1)(E) and (c)(2).???  Notably, the need to give notice and issue a subpoena only apply where the communication is maintained “solely for the purpose of providing storage or computer processing services to such subscriber or customer, if the provider is not authorized to access the content of any such communication for purposes of providing any services other than storage or computer processing.”  18 U.S.C. § 2703(b)(2).  Here, a clear purpose of the BOP’s maintenance of these communications is the monitoring of the content and transactional information for law enforcement purposes.  These are not retained for the benefit of the inmate and the BOP retains the authority to access the content for its own purposes.   



The Act deals separately with content and transactional information.  Transactional information, which is routinely obtained from the BOP is addressed in 18 U.S.C. § 2073( c ).  This provision allows the BOP as an ECS to “disclose a record or other information pertaining to a subscriber to or customer of such service (not including the contents of communications) only when the government entity - . . .( C) has the consent of the subscriber or customer to such disclosure;   (D) submits a formal written request relevant to a law enforcement investigation concerning telemarketing fraud . . . ..”   It is the Department of Justice that reserves the right to make use of such communications and it is the Department of Justice that receives the consent of the inmate who knowingly and voluntarily chooses to use the platform the BOP offers to communicate socially.  Therefore the routine provision of transactional information is consistent with the purposes set forth in 70 Fed. Reg. 69594(a)&(h).  Additionally, the USAOs can obtain the information set forth in §§ 2703(c)(1)(E) and (c)(2) with just a subpoena and without notice. They se include are the name, address, local and long distance telephone connection records, or records of session times and durations, length of service (including start date) and types of service utilized, telephone or instrument number or other subscriber number or identity, including any temporarily assigned network address, and means and source of payment for such service (including any credit card or bank account number) of a subscriber to or customer of such service.



CONCLUSION



	I realize that this seems bizarre. If we merely ask for prisoner e-mail by telephone or letter, then the BOP can turn it over to us. If, however, BOP asks for subpoena to cover itself, then we are requiring production. A court may hold that by issuing a subpoena, we were proceeding under § 2703.  Though we could have lawfully obtained those DOJ records without compulsion (the statute says we “may require the disclosure”, under the statute, our decision to use a form of compulsion to require the disclosure would by necessity mean we would have to follow the procedures the statute identifies as the means for so requiring the disclosure. There is no suppression remedy under the SCA. 18 U.S.C. § 2708. However, a person aggrieved can sue any person or entity other than the United States under 18 U.S.C. § 2707. If the action is willful or intentional, the court may assess punitive damages.7 In addition, if the violation is willful, an aggrieved person can sue the United States. 18 U.S.C. § 2712(a).8 The award must be paid out of the funds of the department that caused the government to be liable. 18 U.S.C. § 2712(b)(5). Since we are obtaining the e-mail of prisoners, the risk of a lawsuit is real. 




