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1.

QUESTIONS PRESENTED

Does a government agent’s direction to a wireless carrier to send a signal to a
person’s phone, so that the phone reveals the person’s precise location and
movements in real time, constitute a search within the meaning of the Fourth

Amendment?

Does a government agent’s good faith but objectively incorrect reading of a statute

prevent the exclusion of constitutionally tainted evidence in a criminal trial?
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INTRODUCTION

Most people keep their cell phones within arm’s reach at nearly all hours of the day. Cell
phones have become essential to daily life, making them far too valuable to leave behind. Now,
however, the government seeks to exploit citizens’ unsuspecting reliance on their phones. With
a simple request to AT&T, law enforcement turned defendant Rex Hammond’s cell phone into a
tracking device. Officers pinpointed Mr. Hammond’s location without regard to whether he
might be engaged in a private activity or located in a private place. The government contends
that it should have this power over anyone, without the burden of obtaining a warrant.

Alternatively, the government argues that it should face no consequences for failing to
understand the law it enforces on citizens. The government seeks leeway for its mistaken
reliance on the Stored Communications Act to justify an unconstitutional search of Mr.
Hammond’s cell site location information (“CSLI”). To this, the Court should respond: ignorance
of the law is no excuse.

The Court should hold that the government’s acquisition of Mr. Hammond’s real-time CSLI
was a search under the Fourth Amendment. Additionally, the Court should remedy the
constitutional violation by excluding any evidence obtained from the search, clarifying that the

good-faith exception to the exclusionary rule does not apply to mistakes of law.

STATEMENT OF THE CASE

l. Factual Background
A. The police’s investigation of reported robberies in Indiana leads them to Mr.
Hammond.



In October 2017, federal and state law enforcement officers investigated several robberies of
stores in northern Indiana and southern Michigan, all appearing to have been committed by the
same person. R. at 5.

The robbery attempts took place on October 6, 7, 9, 10, 24, 25, and 27, and each one was in
a different city to the last. Id. at 5-6. During one attempt, the robber placed his firearm on the
store counter while attempting to gather cash into a bag, giving the clerk an opportunity to grab
it. Id. at 6. The robber fled without the weapon, but soon acquired a new one and continued
committing robberies. /d.

On October 25, the officers recovered the original firearm and traced it to Todd Forsythe,
who reported that he had sold the weapon. /d. Forsythe also provided the cell phone number used
to arrange the sale. /d. On October 28, the officers learned that the cell phone number belonged
to defendant Rex Hammond (“Mr. Hammond”). /d. Using Indiana DMV records, the officers
also confirmed that Hammond's vehicle matched descriptions of the vehicle used during the
robberies. /d. Despite learning this information on October 28, they “spent the weekend”
confirming the evidence and “re-interview[ed]” Forsythe on October 29. Id.

B. Officers rely on section 2702 of the Stored Communications Act to obtain
Mr. Hammond’s real-time CSLI.

The Stored Communications Act (SCA) is part of the Electronic Communications Privacy
Act (ECPA), which establishes standards for law enforcement’s collection of various types of
data. It governs the provision of wiretaps, used to intercept phone conversations; tracking
devices; pen-registers, used to collect numbers dialed into a phone; and finally, stored
communications and subscriber records. 18 U.S.C. §§ 2510-2522,2701-2710, 3117, 3121—

3127.



The scope of the SCA is confined to the last category of data. See § 2702. In general, the
SCA prohibits third parties from sharing private digital information. /d. Section 2702(c) of the
SCA, however, enumerates certain scenarios where service providers may divulge “a record or
other information pertaining to . . . a customer.” /d. In one such scenario, a service provider may
divulge records if it believes in good faith that divulsion “without delay” is necessary to prevent
“an emergency involving danger of death or serious physical injury to any person.” § 2702(c)(4).

On October 30, the officers relied on section 2702(c)(4) of the SCA to locate Mr. Hammond.
R. at 7. The officers contacted AT&T, Mr. Hammond’s cell service provider, and conveyed an
“exigency” by describing the series of robberies. /d. That same day, AT&T agreed to provide Mr.
Hammond’s real-time cell site location information (“CSLI”), updated every fifteen minutes,
beginning at 6 p.m. /d. at 7.

Real-time CSLI consists of “pings” to a cell phone to determine its location. /d. at 19. The
resulting location is based on a combination of the cell towers the phone has recently connected
to and the phone’s internal GPS, if equipped with one. See id.

C. Officers use the real-time CSLI to trace Mr. Hammond to a hotel in South Bend,
Indiana.

The initial real-time CSLI pings revealed that Mr. Hammond’s phone was in Elkhart, Indiana.
Id. at 7. Arriving in Elkhart around 7:30 or 8 p.m., the officers were unable to locate Mr.
Hammond. /d. Next, the CSLI pings revealed Mr. Hammond was in nearby South Bend,
Indiana. /d. Around 11:30 p.m., the officers spotted Mr. Hammond’s car in a Quality Inn parking
lot. /d. After midnight, Mr. Hammond left the hotel, and the officers began following him with
backup. Id. Mr. Hammond then noticed the officers and evaded them. /d. While “waiting on
updated CSLI information,” the officers happened to see Mr. Hammond drive past and

performed a traffic stop on him for speeding and failing to signal. /d.



At 1:23 a.m., the officers ordered Mr. Hammond and his passenger, Alexandra Latendresse
(“Ms. Latendresse”), out of the vehicle and arrested Mr. Hammond. /d. Ms. Latendresse revealed
to the officers that Mr. Hammond was planning to “get some money.” /d. Later searching the car,
the officers found the replacement firearm used in the robberies, ammunition, methamphetamine,
and a cell phone. /d.

Il. Procedural Background

A. The Supreme Court decides Carpenter after Mr. Hammond is indicted.

On January 10, 2018, a grand jury indicted Mr. Hammond for robbery and other offenses
related to brandishing a firearm. R. at 7. Six months later, the Supreme Court held in Carpenter
v. United States that the warrantless collection of 127 days of historical CSLI constituted a search
in violation of the Fourth Amendment. R. at 8 (citing Carpenter, 585 U.S. 296, 310 (2018)). The
Court concluded that the government must “generally” obtain a warrant before accessing CSLI,
as such collection intrudes on a reasonable expectation of privacy. 585 U.S. at 298; R. at 8.
Relying on Carpenter, in September 2018, Mr. Hammond moved to suppress anything recovered
from his car, as well as any statements made during his traffic stop, arguing that this evidence
resulted from the unconstitutional use of his CSLI. R. at 8.

B. The district court denies Mr. Hammond’s motion to suppress the evidence.

The district court denied Mr. Hammond’s motion to suppress, concluding that the good-faith
exception to the exclusionary rule applied to the officers’ conduct. R. at 8.

Although the government conceded during the suppression hearing that obtaining real-time
CSLI required a warrant, the court held that suppression was unnecessary because the officers
had relied in good faith on section 2702(c)(4) of the SCA. Id. In discussing the emergency
required by section 2702(c)(4), the court drew an analogy to the exigent-circumstances exception

to the warrant requirement, though this was not the basis of its ruling. /d. at 24. The court instead
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found emergency circumstances under section 2702(c)(4), emphasizing that officers and AT&T
were aware of the “strong possibility that Mr. Hammond would endanger the public soon by
engaging in another armed robbery.” Id.

The government subsequently tried Mr. Hammond before a jury in April 2019, which
returned a verdict of guilty on all counts. /d. at 8.
C. The Seventh Circuit Court of Appeals holds that the collection of Mr.

Hammond’s real-time CSLI was not a search and affirms the denial of suppression of
the evidence.

Mr. Hammond appealed the district court’s decision, arguing that the government’s
acquisition of his real-time CSLI constituted a search and that the good-faith exception to the
exclusionary rule did not apply. R. at 8.

The Seventh Circuit held that the officers’ conduct was not a Fourth Amendment search. /d.
at 9. The court analogized to Knotts v. United States, 460 U.S. 276 (1983), where the Court
found no search when a defendant was tracked via radio beeper exclusively on public roads. /d.
at 14.

The Seventh Circuit also contrasted the data gathered here with the 127 days of historical data
collected in Carpenter, noting that it did not reveal intimate details to the “same, intrusive
degree.” Id.

Additionally, the Seventh Circuit upheld the district court’s denial of evidence suppression,
holding in the alternative that the officers relied in good faith on section 2702(c)(4) of the SCA
and on then-binding appellate precedent. /d. at 17-18.

Seeking to overturn the Seventh Circuit’s decision, Mr. Hammond petitioned for a writ of
certiorari on whether the collection of real-time CSLI constitutes a search and on the appropriate

standard for applying the good-faith exception. /d. at 4. This Court granted the petition.



SUMMARY OF ARGUMENTS

The Seventh Circuit erred in concluding that the short-term collection of Mr. Hammond’s
real-time CSLI was not a search under the Fourth Amendment. This Court should reverse that
decision and hold that the collection of real-time CSLI a/ways constitutes a search, regardless
of the duration of the collection or the specific locations revealed.

Additionally, the Court should remedy the unconstitutional search of Mr. Hammond’s
real-time CSLI by excluding from trial any evidence gained from it. The Court should therefore
reverse the Seventh Circuit’s application of the good-faith exception to the exclusionary rule,
clarifying that the exception does not apply when the government objectively exceeds the
authority granted by a statute. Holding otherwise would nullify the deterrent function of the
exclusionary rule.

The government’s conduct was a search because it constituted both a physical trespass under
Jones and a violation of Mr. Hammond’s reasonable expectation of privacy under Katz. Either
test is sufficient to establish a search. First, by extracting Mr. Hammond’s location information
from his phone, the government manipulated his property to obtain information, thereby
trespassing. Second, the government violated Mr. Hammond’s reasonable expectation of privacy
by using new technology to surreptitiously expand its surveillance of him, accessing intimate
private details. The Seventh Circuit erred in relying on Knotts to hold that there is no reasonable
expectation of privacy in real-time CSLI while traveling on a public road. The technology here
far surpasses what was contemplated in Knotts. Further, the Seventh Circuit erred in conducting
an ad hoc analysis at all. Such a standard raises significant administrability issues, and law
enforcement would never know if obtaining real-time CSLI constitutes a search before pinging

for it.



Next, the good-faith exception to the exclusionary rule is inapplicable to this case because
the officers’ actions exceeded the scope of the SCA. In obtaining Mr. Hammond’s real-time
CSLI, the officers purported to follow section 2702(c)(4) of the SCA. The officers’ actions,
however, exceeded the scope of this provision for three independent reasons: (1) section 2702
does not authorize warrantless searches by the government at all, (2) there was no requisite
emergency, and (3) the SCA excludes real-time CSLI from its scope.

Because, under Krull, the good-faith exception does not apply to conduct unauthorized by
any statute, the Court should remedy the officers’ constitutional violation by ordering the

exclusion of all evidence obtained from the search.

ARGUMENT

l. The officers conducted a Fourth Amendment search when directing AT&T
to provide the location of Mr. Hammond’s phone using real-time CSLI.

The Fourth Amendment protects against “unreasonable searches and seizures,” U.S. Const.
amend. V., and warrantless searches “are per se unreasonable.” Katz v. United States, 389 U.S.
347,357 (1967). Requiring the government to obtain a warrant before conducting a search
safeguards “the privacies of life” against “arbitrary power.” Boyd v. United States, 116 U.S. 616,
630 (1886). It also places “obstacles in the way of a too permeating police surveillance.” United
States v. Di Re, 332 U.S. 581, 595 (1948). Unfettered police access to every person’s real-time
cell phone location data implicates both concerns.

This Court has developed two independent tests to determine whether police conduct is a
search: the physical trespass test from United States v. Jones, 565 U.S. 400, 404 (2012), and the

reasonable expectation of privacy test from Katzz. 389 U.S. at 357. Under either, the



government’s collection of Mr. Hammond’s real-time CSLI—regardless of the amount or its
exact content—was a Fourth Amendment search and required a warrant.
A. The government’s collection of Mr. Hammond’s real-time CSLI was a Fourth

Amendment search, requiring a warrant, because it constituted physical trespass and
violated his reasonable expectation of privacy.

The government’s conduct constituted a Fourth Amendment search because it involved both
a physical trespass under Jones and a violation of reasonable expectations of privacy under Katz.
Mr. Hammond’s reasonable expectation of privacy was not diminished simply because his CSLI
passed through a third party. Either the Jones or Katz test alone is sufficient to establish that a
search occurred.

1. Pinging a person’s cellphone to extract real-time location information stored on it is
a physical trespass, which requires a warrant.

To extract real-time location information from a cellphone by "pinging" it is to engage in a
physical trespass, which constitutes a search under the Fourth Amendment. See R. at 5.

The Fourth Amendment protects against “physical [trespass or] intrusion of a constitutionally
protected area in order to obtain information.” Jones, 565 U.S. at 404. Protected areas include a
person’s property or places containing private information. /d. An intrusion into such an area
qualifies as a search if it exceeds the express or implied societal license of the area. Florida v.
Jardines, 569 U.S. 1, 7-8 (2013).

In Jones, five justices agreed that installing an electronic tracking device on a person’s car
amounted to a search under the Fourth Amendment because it was physical trespass.' 565 U.S. at

404. The majority looked to “common-law trespass” doctrine, concluding that by attaching the

' The Court distinguished the case from Knotts v. United States, 460 U.S. 276 (1983), where
police also used a tracking device on a car, because there, officers installed the device onto a
container before it was in the possession of the defendant. Jones, 565 U.S. at 409.



tracking device, the government “physically [occupied] private property” to gain information. /d.
at 404-05.

At common law, trespass to chattels occurs when “intentionally . . . using or intermeddling
with a chattel in the possession of another.” Restatement of Torts, Second § 217. Courts “have
held that even the transmission of electrons that occurs when a communication is sent from one
computer to another is enough” to find trespass. Jones, 565 U.S. at 426 (Alito, J., concurring);
see, e.g., Thrifty—Tel, Inc. v. Bezenek, 46 Cal.App.4th 1559, 1566, n. 6 (1996) (finding that
hacking into a computer system was “sufficiently tangible to support a trespass cause of action”).

This Court has also recognized that information stored on a cell phone has increased Fourth
Amendment protection, likening it to vast amounts of physical property. In Riley v. California,
the Court compared carrying a cellphone to lugging around “every piece of mail [one has]
received for the past several months, every picture [one has] taken, [and] every book or article
[one has] read.” 573 U.S. 373, 393-94 (2014).

By extracting location information from Mr. Hammond’s cell phone, the police trespassed
onto his property, thus performing a warrantless search. First, Mr. Hammond had a property
interest in his cell phone and the location information stored in it. Much like the car in Jones, a
person’s cell phone is their physical property. See 565 U.S. at 404. Further, the information on a
person’s phone, including cell-site data, “could qualify as [their] papers or effects.” Carpenter,
585 U.S. at 405 (Gorsuch, J., dissenting). There is no difference between digital contents
discussed in Riley and the location data taken from Mr. Hammond’s cell phone, as all of it is
private information found within a phone’s “immense storage capacity.” See 573 U.S. at 393.

The police may not subvert the Court’s holding in Riley when limiting its search to location data.



The police thus engaged in “technological trespass” because it actively manipulated Mr.
Hammond’s property when retrieving its location information. See Commonwealth v. Reed, 647
S.W.3d 237, 247 (Ky. 2022). Collecting real-time CSLI is a trespass that even exceeds the scope
of collecting historical CSLI, found to be a search in Carpenter. See 585 U.S. at 296. Police
requests for historical data are fulfilled using prior passive collection of data by the wireless
carrier. /d. at 301. Real-time CSLI, on the other hand, is actively mined directly from a person’s
cell phone at the direction of the police. See R. at 7, 19. When the police pinged Mr.

Hammond’s cell phone, they “compel[led] it to emit a signal,” identifying its real-time location
information. See Commonwealth v. Almonor, 120 N.E.3d 1183, 1193 (2019). Like hacking into a
computer, the electrical signal involved in a ping is “sufficiently tangible” to be considered
trespass. See Bezenek, 46 Cal.App.4th at 1566, n. 6.

Additionally, commandeering someone’s phone to track their location is an intrusion because
it violates any implied social license. See Jardines, 569 U.S. at 1. No matter where Mr.
Hammond was located when police pinged his phone, it is “obvious” that the government used
the phone for a purpose for which it was not intended. See State v. Earls, 214 N.J. 564, 587-88
(2013). Individuals purchase phones for personal communication and the countless other services
they provide—not to provide the government with a record of their movements.

Pinging a cellphone to extract its real-time location information is a physical trespass,
making it a Fourth Amendment search under Jones, without regard to where the phone was
pinged.

2. Even if not physical trespass, collecting real-time CSLI still requires a warrant
because it violates a reasonable expectation of privacy.

The police violated Mr. Hammond’s reasonable expectation of privacy by obtaining his
real-time CSLI. Allowing police unrestricted access to this digital-age information would

excessively
10



expand the police’s surveillance capabilities, revealing intimate details of private life and chilling
associational freedoms.

The common-law trespass test described in Jornes is a “minimum” test, and Katz established
an additional framework for determining what constitutes a search. Jones, 565 U.S. at 411. In
Katz, the Court held that “a Fourth Amendment search [also] occurs when the government
violates a subjective expectation of privacy that society recognizes as reasonable.” Kyllo v.
United States, 533 U.S. 27, 33 (2001).

Carpenter subsequently updated the Katz search analysis for modern digital-age
technologies.” Carpenter held that the collection of historical CSLI is a search, violating
reasonable expectations of privacy, because it gives police unfettered access to private
information that traditionally was rarely known to them. 585 U.S. at 305. “Prior to the digital
age,” government tracking of a person’s movements over time was prohibitively expensive, and
societal expectations ruled it out. /d. at 310. “With just the click of a button,” however, the
government can now access “deep [repositories] of historical location information.” Id. The
collection of 127 days of time-stamped location data “provide[d] an intimate window into a
person’s life” and revealed their “‘familiar, political, professional, religious, and sexual
associations.” Id. at 311 (quoting Jones, 565 U.S. at 415 (Sotomayor, J., concurring)).

The Court should extend Carpenter to cover real-time CSLI because it is an identical
technological advancement that similarly changes police investigations in ways society cannot
reasonably expect. Real-time CSLI is an “extraordinarily powerful” surveillance tool that finds

“no analog” in traditional law enforcement methods. A/monor, 120 N.E.3d at 1194. As such,

2 See Paul Ohm, The Many Revolutions of Carpenter, 2 Harv. J.L. & Tech 32 357, 399 (2019)
(“The beating heart of the Carpenter majority opinion is its deep and abiding belief in the
exceptional nature of the modern technological era”).
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there is “[no] meaningful distinction” between the privacy issues implicated by historical
and real-time CSLI. Commonwealth v. Pacheco, 263 A.3d 626, 637 (Pa. 2021). At trial, the
government even conceded that Carpenter “applies to real time or ‘ping’ data, as well as
historical data.” R. at 23.

First, collection of real-time CSLI violates reasonable expectations of privacy because it
gives the police a tool for locating individuals that far surpasses traditional methods of
surveillance. Cell phones are so ubiquitous that they are nearly a “feature of human anatomy,”
Riley, 573 U.S. at 385, and the “accuracy of CSLI is rapidly approaching GPS-level precision,”
Carpenter, 585 U.S. at 313. Real-time CSLI thus allows police to pinpoint people that otherwise
would not be found. There was no evidence linking Mr. Hammond to Elkhart and South Bend
before a CSLI ping revealed he was there. R. at 7. Before cell phones, the police would have had
to patrol streets and knock on doors to locate him. Real-time CSLI equips everyone with an
“ankle monitor,” eliminating the traditional first barrier to tracking a person: finding them. See
Carpenter, 585 U.S. at 312.

Second, real-time CSLI violates reasonable expectations of privacy because, like historical
CSLI, it can reveal intimate details of a person’s life. But unlike historical records, there is no
limit to how long the government can use real-time CSLI to track a person. In Pacheco, for
example, police pinged a suspect for 108 days. 263 A.3d at 637. Just like the 127 days of
historical records in Carpenter, real-time surveillance can reveal the “privacies of life” over long
periods. See Jones, 565 U.S. at 415 (Sotomayor, J., concurring). Further, even “short term
monitoring” can reveal such information. See id. Mr. Hammond, tracked for less than a day, was
traced to remote towns in Indiana, where police subsequently found him at a hotel, accompanied

by Ms. Latendresse. R. at 13. From this, the police know places Mr. Hammond visits, people he
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associates with, and where and with whom he is potentially is staying the night. See id. These are
all details no person would expect that the government can freely observe, merely because they
own a cell phone.

Finally, real-time CSLI constitutes an invasion of privacy even greater than that of historical
CSLI, as it enables the government to monitor individuals in the moment, surveilling them as
they act. This is particularly concerning because “awareness that the government may be
watching chills associational and expressive freedoms”. Jones, 565 U.S. at 415 (Sotomayor, J.,
concurring). Real-time tracking allows law enforcement to show up at your driveway—or hotel
parking lot—while engaging in any behavior deemed suspicious. See R. at 7. The expectation of
such monitoring can deter people from participating in lawful but controversial activities, such as
protest speech. Beyond chilling expression, this technology also grants police the power to
disrupt private associations as they occur. This would “alter the relationship between citizen and
government in a way that is inimical to democratic society.” Jones, 565 U.S. at 415 (Sotomayor,
J., concurring).

Real-time CSLI allows police to aggressively expand its surveillance capabilities in ways not
anticipated by society. Without judicial oversight, this would “shrink the realm of guaranteed
privacy” under the Fourth Amendment and leave legitimate privacy rights at the “mercy of
advancing technology.” See Kyllo, 533 U.S. at 34, 35. Therefore, the Court must hold that police
violated Mr. Hammond’s reasonable expectation of privacy by accessing his real-time CSLI
without a warrant.

3. Mr. Hammond maintained a reasonable expectation of privacy in his
phone’s location even though the records flowed through a third party.
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The third-party doctrine does not apply to the search of Mr. Hammond’s real-time CSLI due
to the highly invasive nature of this information and because its collection was neither voluntary
nor part of the ordinary course of business.

The disclosure of information to a third party diminishes a person’s legitimate expectation of
privacy only when the information is “voluntarily turn[ed] over” and collected in the “ordinary
course of business.” Smith v. Maryland, 442 U.S. 735, 744 (1979) (holding that there was no
reasonable expectation of privacy in numbers dialed into a phone); United States v. Miller, 425
U.S. 435, 44243 (1976) (holding that canceled checks, deposit slips, and monthly statements
were the bank’s business records, and that Miller had “taken the risk” by communicating them to
bank employees).

This Court refused to extend the third-party doctrine to apply to historical CSLI. Carpenter,
585 U.S. at 309. In Carpenter, the Court reasoned that the invasively comprehensive nature of
CSLI was not anticipated by the Court in Smith and Miller. Id. There is a “world of difference”
between information revealed to a “nosy neighbor,” for example, and the “exhaustive chronicle
of location information casually collected by wireless carriers today.” Id. at 313. Additionally,
CSLI is not voluntarily shared. /d. Even passive events like “incoming calls, texts, or e-mails”
all generate CSLI. Id. at 315. Cell phones are “indispensable to participation in modern society,”
and there is no way to operate one without generating CSLI, apart from disconnecting it from the
network. /d.

The reasoning in Carpenter applies equally, and more so, to real-time CSLI. This data is not
only profoundly invasive and involuntarily shared, but also not collected in the ordinary course

of business. First, as previously discussed, real-time CSLI reveals intimate personal details.
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Comprehensive location histories provide a window into one’s private life far beyond a list of
dialed phone numbers. See Smith, 442 U.S. at 744.

Next, collection of real-time CSLI is also entirely involuntary, even more so than that of
historical CSLI. In Carpenter, historical CSLI was generated over time by users engaging in
various activities on their cell phone. 585 U.S. at 315. Here, however, police generated Mr.
Hammond’s real-time CSLI without relying on any use of his cell phone whatsoever. The
police’s pings were invisible to Mr. Hammond, not appearing as calls or texts. His only part was
owning and turning on the phone, over which he realistically had no choice. See id.

Additionally, while historical CSLI may be compiled in the ordinary course of business,
real-time CSLI—collected through an artificial ping at the direction of law enforcement—is not.
Real-time location pings serve no purpose other than aiding criminal investigations. Unlike the
bank records in Miller, real-time CSLI would not have been otherwise collected or retained by
the carrier. See 425 U.S. at 442-43. “Pinging simply is not part and parcel of the provision of
cellular phone service.” United States v. Caraballo, 963 F. Supp. 2d 341, 360 (D. Vt. 2013).

For the same reasons Carpenter held that the third-party doctrine does not apply to historical
CSLI—invasiveness and involuntariness—it also does not apply to real-time CSLI. Added to
that, real-time CSLI is not collected in the ordinary course of business, another requirement of
the doctrine.

B. Any collection of real-time CSLI—no matter the amount or locations it reveals—is
a search that requires a warrant.

“A person does not surrender all Fourth Amendment protection by venturing into the public
sphere.” Carpenter, 585 U.S. at 310. The Seventh Circuit relied on Knotts v. United States to
say that since Mr. Hammond was only briefly tracked while traveling on a public road—where

anyone naturally could have seen him anyway—there was no reasonable expectation of privacy.
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R. at 14. This argument is flawed for two reasons. First, Knotts is inapplicable here because
real-time CSLI does far more than simply augment officers’ visual senses during a police
investigation. Second, even if CSLI does not always reveal private information, the Court should
not rely on a case-by-case analysis that makes police conduct a search depending on what it
unveils.

1. Knotts is inapplicable because the use of real-time CSLI did not merely
augment natural visual surveillance of Mr. Hammond.

Knotts is inapplicable to the facts of this case because real-time CSLI is far superior to the
tracking technology there and did not merely augment normal senses in the police’s investigation
of Mr. Hammond.

The Fourth Amendment does not prohibit the police from “augmenting [their] sensory
faculties” with technology to observe a person “traveling in an automobile on public
thoroughfares.” Knotts, 460 U.S. at 276, 282. The technological augmentation must not,
however, reveal the location of any object inside a private residence. United States v. Karo, 468
U.S. 705, 714 (1984).

The Court decided two cases in the 1980s, outlining when the use of radio beeper tracking
technology constitutes a search. In both, police attached beepers to property being transferred to
defendants to track their movements. First, in Knotts, the Court held that the tracking was not a
search because it consisted only of travel over public roads. 460 U.S. at 276. The police’s
monitor, however, needed to be physically close enough to the beeper to receive its radio signals.
Id. at 278. At one point, police even lost signal from falling too far behind. /d. The Court
concluded that the beeper gave no information beyond what had been “voluntarily conveyed to

anyone who wanted to look.” /d. at 281.
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A year later, on the other hand, the Court in Karo ruled that similar police conduct was a
search because it revealed the beeper’s presence inside a private residence. 468 U.S. at 714.
When the beeper entered the defendant’s cabin, it triggered a search by revealing information
“about the interior of the premises.” Id. at 715.

Here, the use of real-time CSLI constitutes a search because it is far superior to the tracking
technology in Knotts and does more than merely augment normal visual surveillance. First,
though, it is important to note this case’s similarities to Karo. Police used CSLI to locate Mr.
Hammond at a Quality Inn hotel, where he was spotted in the parking lot after midnight. R. at 7.
Hotel guests are “entitled to constitutional protection against unreasonable searches and
seizures.” Stoner v. California, 376 U.S. 483 (1964) . Although the record is unclear, see R. at
14, it is likely that either Mr. Hammond or his passenger, Ms. Latendresse, was staying at the
Quality Inn. Mr. Hammond had been traveling long distances over the past several weeks, and he
would have needed to sleep somewhere. See R. at 5. The Quality Inn is not the first random
parking lot he would have passed exiting the freeway. He also had no reason to think police were
tailing him, and his car remained parked at the hotel for multiple hours. See R. at 7. Thus, the
real-time CSLI collected from Mr. Hammond’s phone could easily have revealed his location
while he was inside a hotel room, a protected space, triggering a search under Karo. See 468 U.S.
at 714.

Even if police did not ping Mr. Hammond’s phone while he was in a protected space, Knotts
is still inapplicable because there was no visual surveillance accompanying the tracking. In both
Knotts and Karo, police knew where the beeper would be starting from and did not need it to

locate the defendants. 460 U.S. at 276; 468 U.S. at 708. In contrast, Mr. Hammond was not under
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police surveillance at all when officers used CSLI to locate him out of thin air.* See id.; R. at 7.
Additionally, the beeper devices used in the 1980s were “relatively primitive.” Earls, 214 N.J. at
581. Whereas the police in Knotts had to follow closely behind their suspect to avoid losing
signal from the tracking devices, here the officers simply had to “[wait] on updated CSLI
information” when Mr. Hammond evaded them. See 460 U.S. at 278; R. at 7. Because real-time
CSLI requires no visual surveillance, it cannot be said to augment officers’ senses, which was
the rationale for the Court’s decision in Knotts. See 460 U.S. at 282.

The pings revealing the location of Mr. Hammond’s cell phone were not available to “anyone
who wanted to look.” See Knotts, 460 U.S. at 281. Knotts is inapplicable here because the police
could not locate or tail Mr. Hammond without real-time CSLI, and neither could any average
person.

2. Regardless of whether Mr. Hammond was on a public roadway, a single CSLI

ping must always constitute a search, and the Court should avoid case-by-case
determinations.

CSLI collection must always constitute a search because it is unworkable to rely on ad hoc
determinations based on the amount of data collected or the locations the data reveals.

“[T]f police are to have workable rules, the balancing of the competing interests . . . must in
large part be done on a categorical basis—not in an ad hoc, case-by-case fashion by individual
police officers.” Riley, 573 U.S. at 398 (internal quotation marks omitted). Accordingly, a
“search is a search” even if it discloses “nothing of any great personal value.” Arizona v. Hicks,

480 U.S. 321, 325 (1987).

3 The police’s subsequent tailing of Mr. Hammond on public roads after he left the Quality Inn
parking lot is not the conduct at issue in this case. See R. at 7. Instead, at issue is the “means by
which the officers obtained the knowledge [he] would be present on that roadway at all.” See
Commonwealth v. Reed, 647 S.W.3d 237, 253 (Ky. 2022) (holding that real-time CSLI was a
search even though it revealed a suspect’s location on public roads).
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This Court has frequently adopted bright line rules for Fourth Amendment searches. In Ky/lo
v. United States, for example, the Court held that directing a thermal imaging camera at a private
residence is a search even though the information it reveals about the home might seem
innocuous. 533 U.S. 27 (2001). The Court concluded that any detail of a home is an intimate
detail—even the detail of “how relatively warm” Kyllo was heating his residence. /d. at 38; see
also Hicks, 480 U.S. at 325 (holding that moving an object just a few inches, revealing only the
“bottom of a turntable,” was still a search because it exposed “concealed portions” of a
residence, a bright line rule).

Relatedly, the Court has been concerned with the difficulty in administering case-by-case
Fourth Amendment rules. In holding that searches of cell phones always require a warrant, even
when taken during an arrest, the Court rejected an ad hoc test that would entail analyzing the
information obtained from the search. Riley, 573 U.S. at 398. The proposed “analogue” test
would have asked whether the same information could have been gathered searching a
“pre-digital counterpart to a cell phone.” Id. at 400. This might require deciding, for instance,
whether “an e-mail [is] equivalent to a letter.” Id. at 401. The Court reasoned that such a test
would “keep defendants and judges guessing” at difficult line-drawing problems for years to
come. /d.

Here, the Court must draw another bright line rule: obtaining CSLI is always a search.
Relying on case-by-case determinations of either the amount of data collected or the location
CSLI reveals is unworkable. First, it is too difficult to draw lines at how much data is too
revealing. The Seventh Circuit erred in holding that “real-time CSLI collected over the course of
several hours” should be treated differently to longer term historical CSLI. See R. at 15. With
this, the court advanced the “mosaic” theory of Fourth Amendment searches, under which police

surveillance may be lawful in isolation but not in the aggregate. Tracey v. State, 152 So. 3d 504,
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520 (Fla. 2014). The majority in Carpenter left open the question of whether to endorse the
mosaic theory and allow short-term CSLI collection to avoid the warrant requirement.
Carpenter, 585 U.S. at 310, n. 3. The Court should now reject it.

The mosaic theory is unworkable for CSLI collection because courts are ill-equipped for this
legislative task, and it would lead to confusion for law enforcement. As in Riley, crafting the test
would raise unending questions about the appropriate lines to draw. See 573 U.S. at 401. For
example, is the test based on length of time observed, or the number of data points collected? See
Orin S. Kerr, Implementing Carpenter, in The Digital Fourth Amendment (Oxford U. Press)
(forthcoming) at 37. Both options would create difficult cases when the government skirts the
rule by collecting just under the length limit or collecting sparse data over a long period. See id.

The task of drawing these arbitrary lines is also better suited for legislators than for courts.
“In circumstances involving dramatic technological change, the best solution to privacy
concerns may be legislative.” Jones, 565 U.S. at 429-30 (Alito, J., concurring). “A legislative
body is well situated to gauge changing public attitudes, to draw detailed lines, and to balance
privacy and public safety in a comprehensive way.” Id. Legislators, unlike courts, have the
resources to investigate the intricacies of new technologies and their effect on privacy for the
average citizen. Courts are also slow to answer constitutional questions, while new law
enforcement technologies appear rapidly, demanding updated rules. See Kerr, Implementing
Carpenter, at 38. Further, waiting for courts to draw a line at some amount of data collected
would be confusing for law enforcement. A confusing test presents the “danger that
constitutional rights will be arbitrarily and inequitably enforced.” Oliver v. United States, 466
U.S. 170, 181-82 (1984).

Finally, a location-based test is similarly unworkable. The Fourth Amendment “protects

people, not places.” Katz, 389 U.S. at 351. As in Kyllo and Hicks, where any information
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uncovered in a home was categorically a search, it does not matter what you discover from cell
phone location data. See 533 U.S. at 38; 480 U.S. at 325. Otherwise, the test would be just as
difficult to administer as the mosaic theory. The intimate nature of location information is
contextual and requires a fact-intensive analysis. It is also impossible to know whether collection
of CSLI will reveal private information before pinging. Post hoc analysis of whether conduct is a
search, however, is too late. A location-based test would thus do nothing to deter the government
from invading individuals’ privacy in the first place.

In sum, collecting CSLI must always constitutes a search because relying on case-by-case
determinations based on the amount of data or the locations revealed is unworkable.

Il The good-faith exception to the exclusionary rule does not apply to the officers’
actions.

In collecting Mr. Hammond’s real-time CSLI, officers exceeded the unambiguous scope of
the Stored Communications Act (SCA), the statute upon which they relied. As such, the
good-faith exception to the exclusionary rule cannot apply, and the real-time location
evidence—along with any evidence found because of it—should be excluded.

None of the “few specifically established and well-delineated exceptions™ to the warrant
requirement is at issue in this case. The police violated the Fourth Amendment by unreasonably
collecting Mr. Hammond’s real-time CSLI without a warrant, and the Court must now determine
whether exclusion of the resulting evidence is the appropriate remedy.

The Seventh Circuit erred in applying the good-faith exception to the exclusionary rule to
this case. The good-faith exception has been recognized when officers “act in objectively
reasonable reliance upon a statute authorizing warrantless administrative searches,” but where
the statute was later found to violate the Fourth Amendment. /llinois v. Krull, 480 U.S. 340, 342

(1987). Krull requires, however, that officers not only believed a statute authorized their search,
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but also that their interpretation of the statute was objectively correct. /d. at 360 n. 17. This
requirement is critical for upholding the exclusionary rule’s purpose of deterring Fourth
Amendment violations.

A. Krull does not extend the good-faith exception to actions that exceed the scope of
a statute authorizing a search.

The good-faith exception does not bar the exclusion of evidence where government conduct
exceeds the scope of a statute authorizing a search. Krull expressly limited its holding to prevent
such an outcome, and to hold otherwise would nullify the deterrence function of the exclusionary
rule.

In Krull, the Court excluded from the good-faith exception situations where officers act
beyond the authority granted by a statute. Krull, 480 U.S. at 360 n.17. The applicability of the
exclusionary rule “depends significantly upon the actors who are making the relevant decision.”
Id. When police officers exceed statutory limits, as opposed to “legislators or magistrates,” the
exclusionary rule serves a critical deterrent role. See id.

Consistent with Krull, courts examining good-faith reliance on a statute have analyzed
whether officers acted within the statute’s clear boundaries. See, e.g., United States v. Warshak,
631 F.3d 266, 289 (6th Cir. 2010) (“An officer's failure to adhere to the boundaries of a given
statute should preclude him from relying upon it in the face of a constitutional challenge”); see
also United States v. Debruhl, 993 A.2d 571, 577 (D.C. 2010) (“The [good-faith] exception is
not available in the typical ‘mistake-of-law’ scenario”).

This Court has, however, weighed in on mistakes of law in a different Fourth Amendment
context. In Heien v. North Carolina, the Court allowed an exception to the warrant requirement
for a traffic stop based on reasonable suspicion of a legal violation—even if that suspicion arose
from a mistaken understanding of the law. 574 U.S. 54 (2014). The Fourth Amendment

prohibits
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only “unreasonable searches and seizures.” Id. at 57. An officer incorrectly thought a state statute
required two working brake lights, when it only referred to a singular “stop lamp,” and the Court
found this to be a reasonable mistake. /d. at 67. The Court clarified that this analysis was an

“antecedent” inquiry into what constitutes a Fourth Amendment violation, not an inquiry into the
remedies for such a violation, such as with qualified immunity or the exclusionary rule. /d. at 66.

A mistake of law cannot justify allowing in evidence gained from an unconstitutional
search, and Heien is inapplicable to the this analysis of remedy. Allowing officers to rely on
mistaken interpretations of the law introduces a “fundamental unfairness” by “holding citizens
to the traditional rule that ignorance of the law is no excuse while allowing those entrusted to
enforce the law to be ignorant of it.”” United States v. Simon, 368 F. Supp. 2d 73, 78-79 (D.D.C.
2005). Permitting such mistakes under the good-faith exception would undermine the deterrent
purpose of the exclusionary rule, reducing officers’ incentives to understand the laws they
enforce and creating opportunities for misuse. When left unchecked, officers may judge their
authority too broadly, and often. Studies suggest that some officers also fabricate
misunderstandings to evade evidence exclusion. See, e.g., Tonja Jacobi, The Law and
Economics of the Exclusionary Rule,

87 Notre Dame L. Rev. 585, 608 (2011). The potential exclusion of evidence for a mistake of
law incentives officers to learn the law.

Further, Heien does not apply to this case. Heien is doctrinally separate from the issue of
remedy. 574 U.S. at 66. It applies to situations where an officer reasonably misinterprets a
statute in deciding whether to perform an arrest. /d. The good-faith exception, on the other hand,
pertains only to the exclusion of evidence found in a search already deemed unreasonable.
Additionally, in Heien, the mistake of law was only deemed reasonable because the ambiguity of

the statute complicated the real-time decision-making required for traffic stops. See id. Searches,
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by contrast, do not involve the same urgency; officers have time to fully understand the legal
limits of their authority before performing a search. Therefore, a mistaken interpretation of law
authorizing a search is never “reasonable reliance” on a statute because officers are not in the
field when determining their authority and have ample opportunity to learn the law in advance.
See Krull, 480 U.S. at 342.

The good-faith exception cannot excuse an officer’s mistake of law where it involves
misunderstanding the scope of their statutory authority to conduct a search. Recognizing this
distinction preserves the exclusionary rule’s deterrence function, ensuring that police officers
properly understand the laws they are entrusted to enforce.

B. The good-faith exception is inapplicable because the officers’ actions exceeded
the unambiguous scope of the Stored Communications Act.

In obtaining Mr. Hammond’s real-time CSLI, the officers purported to follow section
2702(c)(4) of the Stored Communications Act (SCA). 18 U.S.C. § 2702(c)(4). The statute allows
cell service providers to voluntarily divulge communications records to the government in
emergency situations. /d. The officers’ actions, however, exceeded the scope of the SCA for
three independent reasons. First, section 2702 only governs private voluntary conduct and does
not authorize warrantless searches by the government at all. Second, even if it did authorize a
warrantless search, there was no qualifying emergency. Third, the SCA excludes real-time
location records altogether from its scope.

1. Krull requires that the statute authorizes a search, but section 2702 of the

Stored Communications Act regulates providers’ voluntary behavior, not government
searches.

Krull does not apply to the collection of Mr. Hammond’s real-time CSLI because the officers

performed a government search, which is not covered by the statute upon which they relied.
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The Krull strand of the good-faith exception applies only to officer reliance on statutes that
authorize government searches. 480 U.S. at 342. The statute in Krull, for example, “authorized
warrantless administrative searches” of the sales records and physical premises of certain
businesses. /d.

Here, the officers could not have been acting within the scope of the SCA because section
2702 only regulates the voluntary behavior of service providers, and this was a government
search. First, section 2702(c)(4) does not authorize a search at all. The SCA generally bars third
parties from sharing private digital information. Section 2702 lifts this prohibition in limited
scenarios where a service provider may voluntarily turn over certain records. § 2702(c). Under
section 2702(c)(4), a company would not be barred by the SCA from contacting law
enforcement, for example, if the company’s content detection algorithms uncovered explicit
images of minors. But the government still needs a warrant, or some exception to the warrant
requirement, to request and access that data in a criminal investigation. Unlike the statute in
Krull, which explicitly authorizes law enforcement to conduct searches of businesses, section
2702 only permits voluntary disclosure by third parties—it grants no affirmative power to law
enforcement. See 480 U.S. at 342.

Next, there was government conduct giving rise to a search. The Fourth Amendment
remained the appropriate standard governing both the officers’ initial “exigency request” to
AT&T and their subsequent use of the data given to them. See R. at 7. The officers’ request
influenced AT&T’s decision to procure the data, potentially even rendering it involuntary. There
is no provision of the SCA authorizing or providing standards for an exigency request; the
officers’ description of the emergency was unreviewed and unverified by any court. AT&T thus

did not arrive at an independent belief that there was an underlying emergency. Further, an
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official law enforcement request carries significant coercive power, casting doubt on the
voluntariness of AT&T’s fulfillment of it—another requirement of section 2702(c).

Even after AT&T transferred the real-time CSLI to the government, the officers’ subsequent
use of the data requires Fourth Amendment analysis. When a provider has handed over the data
to the police under section 2402(c)(4), it is a closed container. No exception to the warrant
requirement automatically applies, even inventory searches. See South Dakota v. Opperman, 428
U.S. 364 (1976) (holding that an inventory search must be conducted to either protect an owner’s
property while in police custody, insure against claims of stolen property, or guard the police
from danger).

To hold otherwise would produce the absurd result of insulating the entire action from
constitutional review, as the Fourth Amendment does not apply to voluntary private conduct. See
Burdeau v. McDowell, 256 U.S. 465 (1921). The Fourth Amendment must, however, apply to
some other part of the government’s acquisition of these records. If not, the police would be able
circumvent Carpenter s holding regarding even historical CSLI with an unreviewed exigency
request.

Krull does not apply to the collection of Mr. Hammond’s real-time CSLI because the officers
performed a government search outside the scope of section 2702(c)(4).

2. There was no emergency, as required by section 2702 of the Stored Communications
Act.

The officers exceeded the scope of section 2702 because there was no qualifying emergency,
as Mr. Hammond did not pose an imminent threat to any person.

A provider may divulge records to a government entity only if it believes in good faith
that divulsion “without delay” is necessary to prevent “an emergency involving danger of

death or serious physical injury to any person.” § 2702(c)(4).
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Mr. Hammond posed no such danger to anyone. First, a string of robberies is not necessarily
an emergency.* The last robbery traced to Mr. Hammond had occurred days before police
requested location data from AT&T. R. at 6. A previously committed robbery does not create an
imminent new threat. Further, if it were truly a time-sensitive emergency, the officers would not
have “spent the weekend” confirming evidence and “re-interviewing” witnesses. See id. The
officers gained nothing new from doing so. Unlike the emergency contemplated by the statute,
the officers willingly tolerated significant “delay” in this case. See § 2702(c)(4).

Additionally, Mr. Hammond was not a danger to anyone because he displayed no capacity or
willingness to use the firearm he carried. In the several robberies traced to Mr. Hammond, he
never once discharged his weapon. R. at 5-6. Mr. Hammond once even set his firearm down on a
counter and lost it. /d. This was not “unsafe handling of a firearm,” but rather an indication that
the firearm was a mere prop or afterthought. See id. at 17.

Mr. Hammond was also not near anyone except his willing passenger when police requested
emergency data from AT&T. See R. at 6. He was not initially aware that the police were tailing
him, so there was not even a high-speed chase or any situation endangering citizens on the
roadway when the officers requested the real-time CSLI. Further, after locating him and
confirming that he was not committing a robbery, the officers continued to ping his location. See
United States v. Melton, 2022 WL 1404718, at *5 (D.N.M. May 4, 2022) (finding no continuing
emergency under section 2702(c)(4) after police located a suspect on a public roadway).

Importantly, courts have not treated section 2702(c)(4)’s emergency standard as

“coterminous” with the exigent-circumstances exception to the warrant requirement. See, e.g., id.

* Carpenter itself involved a series of robberies, yet neither the Supreme Court nor the lower
court on remand treated it as an emergency or exigent circumstances. 585 U.S. at 302.
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Certain exigent circumstances, such as “bomb threats, active shootings, and child abductions,”
justify bypassing the warrant requirement because there is simply no time to obtain one.
Carpenter, 585 U.S. at 320. Because the Seventh Circuit did not address whether the
circumstances in this case constitute such an exigency, and this case narrowly concerns the
application of the good-faith exception to the exclusionary rule, the Court should refrain from
answering that question in the first instance.

If this Court finds that the emergency-circumstances provision in section 2702 applies here,
it could be extended to any case where a suspect is accused of criminal conduct and the police
seek to apprehend them. The Court should instead conclude that the officers exceeded the scope
of section 2702 because Mr. Hammond was not imminently dangerous.

3. Real-time location tracking is outside the scope of the Stored Communications Act.

Krull cannot apply to the collection of Mr. Hammond’s real-time CSLI because it constitutes
tracking data and is not stored, rendering it outside the scope of the SCA. To hold otherwise
would be contrary to both congressional intent and the Constitution.

Congress enacted the SCA as part of the Electronic Communications Privacy Act (ECPA).
The overarching statutory scheme established standards for collecting various types of data, each
with different levels of privacy protection. The ECPA set the highest standard for obtaining a
wiretap, which authorizes law enforcement to intercept and listen to phone conversations. §§
2510-2522. The next most protected category is data from tracking devices, which requires a
warrant based on probable cause. § 3117. Pen registers, on the other hand, are subject to a lower
standard, as their use does not constitute a Fourth Amendment search. Smith, 442 U.S. at 743; §§
3121-3127. Finally, the SCA regulates how the government may obtain stored communications

and subscriber records held by third parties. §§ 2701-2710. Section 2702(c) of the SCA, at issue
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here, specifically covers the limited scenarios where providers may divulge “a record or other
information pertaining to . . . a customer.” /d.

First, real-time CSLI is properly characterized as data from a tracking device and should thus
be excluded from the “other information” referenced in section 2702(c). Courts holding
otherwise have overlooked the structural framework of the ECPA, in which tracking device data
is categorically distinct from stored data. See, e.g., United States v. Gilliam, 842 F.3d 801, 803
(2d Cir. 2016). Legislative history supports this reading of the statute. Congress was careful to
ensure that the ECPA did not affect the legal standard for the authorization of tracking devices.
In re Application for Pen Reg. & Trap/Trace Device with Cell Site Location Auth., 396 F. Supp.
2d 747, 751-52 (S.D. Tex. 2005) [hereinafter /n re Application] (citing H.R. Rep. 99—647, at 60
(1986)). But using real-time CSLI in an investigation is equivalent to using a tracking device
under the ECPA. The statute defines the term “tracking device” to mean “an electronic or
mechanical device which permits the tracking of the movement of a person or thing.” §§
2510(12)(C), 3117(b). Cell phones are electronic devices, and while not their main function, they
leave a trail of location data that enabled police to track Mr. Hammond. See R. at 5. It would be
illogical for Congress to permit police to bypass the ECPA’s strict categorical structure when
tracking device data happens to be included within subscriber records.’

Second, the term “other information” in section 2702(c) excludes real-time CSLI because

this data is never stored. Congress intended the SCA to govern only retrospective records, not

> Classifying real-time CSLI as tracking device data would not interfere with collection of other
stored records from telecommunications providers. Providers would remain categorized as
“electronic communications services,” fully within the scope of the SCA. See § 2510(15).
Although cell phones can be used as tracking devices, not every form of communication from a
cell phone is tracking device data. Cell phones are multi-functional, and the legal standard for
government access would depend upon the type of communication involved.
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the ongoing, prospective surveillance data obtained here. The SCA only addresses access to
existing records and communications in digital storage, even creating standards based on how
many days a record has been in storage. See § 2703(a). The structure of the ECPA again
supports this understanding. The standards for acquiring data under the SCA differ from wiretap
and pen-register orders, which are inherently prospective. In re Application, 396 F. Supp. 2d at
751-52. For example, wiretap orders authorize surveillance for a maximum of 30 days, and
pen-registers can only be used for up to 60 days. §§ 2518(5), 3123(c)(1). Congress, however,
imposed no duration period for records shared under the SCA. Further, whereas both the wiretap
and pen-register sections of the ECPA create standards for ongoing reporting of data, such as
periodic court reports, no such requirements exist in the SCA. §§ 3124(b), 2518(6). The SCA
does not permit the police, as here, to use a service provider to generate new surveillance
records that have never been stored.

Additionally, the principle of constitutional avoidance supports interpreting the SCA as not
covering searches of real-time CSLI. Even if the Government's interpretation had merit,
constitutional avoidance encourages reading the statute to be consistent with the Fourth
Amendment. The Court should therefore avoid an interpretation allowing warrantless real-time
CSLI tracking, as the Fourth Amendment requires a warrant.

In sum, Krull cannot apply to the collection of Mr. Hammond’s real-time CSLI, as location
tracking data is outside the scope of the SCA, and real-time CSLI is not stored data.

C. There is no alternative reason to apply the good-faith exception, as no existing
appellate precedent allowed the warrantless use of real-time CSLI.

The Seventh Circuit erred in its alternative holding that the officers relied on then-binding
appellate precedent—another recognized strand of the good-faith exception. See Davis v. United

States, 564 U.S. 229 (2011).
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Even at the time of the officers’ conduct in this case, no appellate court had ruled that the
Fourth Amendment permits warrantless acquisition of real-time CSLI. First, the Seventh Circuit
cited decisions of other circuits exclusively addressing the use of historical CSLI, not real-time
tracking. See, e.g., In re United States for Historical Cell Site Data, 724 F.3d 600 (5th Cir. 2013);
R. at 13. The good-faith exception does not extend to situations where officers have “relied on
their own extrapolations from existing caselaw.” United States v. Sparks, 711 F.3d 58, 67-68 (1st
Cir. 2013) (internal quotation marks omitted).

Additionally, the Seventh Circuit incorrectly pointed to its earlier holding in United States v.
Patrick as binding precedent permitting warrantless collection of real-time CSLI. 842 F.3d 540
(7th Cir. 2016); R. at 13. Patrick supports the opposite conclusion. In Patrick, the court
acknowledged that the question of whether using cell-site simulators is a search was still
unresolved. 842 F.3d at 543—44. Police use cell-site simulators to ping for real-time CSLI
themselves, without going through phone carriers. The court noted that while the retrieved data
has similarities to historical CSLI, it is also analogous to data from “GPS locators.” Id. Patrick
did not decide this issue, however, because the government “conceded . . . that use of a cell-site
simulator is a search.” Id. at 544. While the officers in this case did not use a cell-site simulator,
they were not entitled to assume appellate decisions regarding historical CSLI applied to
real-time CSLI, as observed in Patrick. See id.

Here, this Court should remain narrowly focused on whether a mistake of law regarding a
statute can qualify for the good-faith exception to the exclusionary rule. Still, the officers’

purported reliance on both statute and appellate precedent was unreasonable.
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CONCLUSION

For the foregoing reasons, the Court should hold that the government’s acquisition of Mr.
Hammond’s real-time CSLI was a search under the Fourth Amendment. Further, because the
good-faith exception does not apply to the government’s conduct, the Court should remedy

the constitutional violation by ordering the exclusion of any evidence gained from the search.

Dated: November 10, 2024

Respectfully submitted,

KAYVON SEIF-NARAGHI

Counsel for Petitioner
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