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QUESTIONS PRESENTED 

I.​ Whether a government agent’s direction to a wireless carrier to send a signal to 
a person’s phone, so that the phone reveals the person’s general location and 
movements in real time for a limited period of time is a search within the meaning of 
the Fourth Amendment. 

II.​ Whether a government agent’s objectively reasonable and good faith but incorrect 
reading of a statute prevents the exclusion of evidence gathered pursuant to the statute 
at a criminal trial. 
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INTRODUCTION 

Every year, more than 100,000 armed robberies occur across the United States, 

threatening the lives of more than a quarter million innocent individuals.1 While the profits of an 

individual robbery may be relatively small, each offense imposes severe social costs. The gravity 

of these consequences places enormous pressure on law enforcement officers to act quickly and 

effectively in identifying and neutralizing such risks to public safety. 

Yet however grave the threat of armed robbery might be, the Fourth Amendment’s 
 
prohibition against “unreasonable searches and seizures” still demands a careful balance 

between a criminal suspect’s privacy interest and society’s interest in freedom from violent 

crime. In recognition of this balancing inquiry, Katz v. United States has long established that 

constitutional protections apply only when a search or seizure violates both an individual’s and 

society’s reasonable expectations of privacy. Where surveillance technologies remain consistent 

with such reasonable expectations, this Court has never found their usage by law enforcement 

impermissible. 
 

Petitioner in this instant case is an armed robber who terrorized multiple cities in the states 

of Indiana and Michigan by committing or attempting to commit seven armed robberies over the 

course of approximately three weeks. Faced with this severe and imminent threat to public safety, 

Michigan Police Detective Cory Ghiringhelli relied on the Stored Communications Act’s 

“exigency” exception to obtain Petitioner’s real-time CSLI which allowed law enforcement to 

roughly triangulate Petitioner’s location in order to effectuate an arrest. 

 
1 Crime Data Explorer: Robbery, Fed. Bureau of Investigation, 
https://cde.ucr.cjis.gov/LATEST/webapp/#/pages/explorer/crime/crime-trend (last visited Nov. 9, 
2024). 

1 

https://cde.ucr.cjis.gov/LATEST/webapp/%23/pages/explorer/crime/crime-trend


 

Today, Petitioner extends an invitation to this Court to uproot decades of search and 

seizure jurisprudence by holding that the warrantless collection of his real-time CSLI under 

Section 2702(c)(4) of the Stored Communications Act violated his Fourth Amendment rights. In 

so arguing, Petitioner not only assigns unwarranted weight to the minimal privacy interests 

implicated in the collection of real-time CSLI but misinterprets the principles that have long 

guided this Court’s Fourth Amendment jurisprudence. The consequences of such an 

interpretation strike at the heart of the Fourth Amendment’s delicate balance and impose 
 
unjustifiable social costs by devastating the ability of law enforcement to prevent violent crime. 

 
Petitioner further asserts that the collection of his real-time CSLI exceeded the scope of 

the Stored Communications Act and asks this Court to hold that an officer’s objectively 

reasonable and good faith mistake of law should nonetheless warrant the suppression of evidence 

collected under such a mistake. This argument again presents a radical departure from precedent 

and is inconsistent with the fundamental goal of the exclusionary rule. 

The United States urges this Court to reject all of Petitioner’s arguments and ensure that 

law enforcement has the tools necessary to carry out their solemn and laudable mission of 

preventing violent crime. 
 

STATEMENT OF THE CASE 
A.​ Factual Background 

Law enforcement first became aware of Petitioner Rex Hammond in October 2017, 

after a series of armed robberies and attempted armed robberies occurred across northern 

Indiana and southern Michigan from October 6 to October 10. R. at 5, 9. In each instance, 

victims identified the perpetrator as a Caucasian male wearing a long-sleeved, gray t-shirt; 

winter hat; black face mask; clear plastic gloves; and bright blue tennis shoes. R. at 5. The 

victims further indicated that 
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the perpetrator employed a unique, tan-colored handgun during the robberies. R. at 6. 
 
Additionally, law enforcement officers also observed from surveillance footage what they 
 
suspected to be the perpetrator’s getaway vehicle, a light-colored mid-sized American car. R. at 
 
21. The similarities between the robberies led law enforcement to conclude that they were 

committed by the same perpetrator. R. at 5. 

During an attempted robbery on October 10, a victim was able to grab the perpetrator’s 

handgun, who fled without his weapon. R. at 6. However, the perpetrator did not cease his 

activities following the loss of his weapon on October 10. R. at 6. Rather, the robberies resumed 

on October 24, by which time he had secured a new weapon – a dark-colored revolver. R. at 6. 

Thus, while the victims prior to the October 24 robbery described the robber’s weapon as a “light 

brown gun,” the victims in the October 24 robbery and thereafter described the weapon as a 

“dark revolver.” R. at 6. The perpetrator committed two additional robberies with the dark 
 
revolver on October 25 and 27 respectively. R. at 6. Despite the change in weapon, the other 

hallmarks of the earlier robberies remained the same, indicating that the same suspect likely 

committed the late October robberies. R. at 6. 

Upon the recovery of the handgun, ATF agents began tracing its serial number, working 

from purchaser to purchaser, until they were able to identify the cellphone number of the last 

known purchaser on October 28. R. at 6, 21. On October 29, the number was confirmed to be 

registered to a Rex Hammond, and relying on Indiana DMV records, officers also confirmed that 

Hammond’s vehicle, a light-colored Chrysler Concorde, matched descriptions of the getaway 

vehicle used during the robberies. R. at 6. The information on Hammond’s driver’s license was 

consistent with the suspect officers identified in surveillance footage. R. at 22. Officers also 

discovered that Hammond had several prior convictions in Indiana, including armed robbery. R. 
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at 6. Following the October 29 investigation, Michigan Police Detective Cory Ghiringhelli 

testified that officers had probable cause to arrest Hammond on Monday, October 30. R. at 7. 

Due to the rapidly evolving situation as well as the grave and imminent threat that 
 
Hammond posed to public safety, Detective Ghiringhelli submitted a warrantless “exigency” 
 
request for Hammond’s real-time CSLI under 18 U.S.C. Section 2702(c)(4) to AT&T on October 
 
30. R. at 7. Such a request was proper since Hammond frequently engaged in the unsafe handling 

of his handgun and because a robbery had just occurred on October 27. R. at 6, 22. Section 

2702(c)(4) provides that: 

(c) A provider described in subsection (a) may divulge a record or other information 
pertaining to a subscriber to or customer of such service (not including the contents of 
communications covered by subsection (a)(1) or (a)(2). 
(4) to a governmental entity, if the provider, in good faith, believes that an emergency 
involving danger of death or serious physical injury to any person requires disclosure 
without delay of information relating to the emergency. 

18 U.S.C. § 2702(c)(4). Real-time CSLI allowed officers to geolocate Hammond’s approximate 

location by sending real-time “pings” between Hammond’s cellphone and nearby cell towers, 

roughly once every fifteen minutes. R. at 7. AT&T complied with Detective Ghiringhelli’s 

request and began providing real-time CSLI at about 6 p.m. on October 30. R. at 7. 

 
Relying upon the real-time CSLI, officers first attempted to locate Hammond in Elkhart, 

Indiana at around 8 p.m. that same day, but were unable to do so. R. at 7. At around 11:30 p.m., 

Hammond’s real-time CSLI pinged near South Bend, Indiana. Officers made visual contact with 

Hammond’s car and began the pursuit. R. at 7. Given the time of night and the frequency of the 

robberies, officers believed that Hammond was going to commit another robbery that night. R. at 
 
22. However, Hammond realized that he was being followed and lost the officers by engaging in 

evasive driving maneuvers. R. at 7. While waiting for updated real-time CSLI from Detective 
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Ghiringhelli, officers saw Hammond drive past and were able to resume their pursuit. R. at 7. 
 
Hammond was eventually arrested at 1:23 a.m., wearing clothing matching the description 

provided by previous victims. R. at 7. A passenger, Alexandra Latendresse, told officers that 

Hammond had told her that they were going to “get[] some money.” R. at 7. A subsequent search 

of Hammond’s vehicle revealed a black revolver also matching the description provided by 

previous victims, alongside other items such as methamphetamine, a plastic bag, and rubber 

gloves. R. at 7. From the initial ping at 6 p.m. to Hammond’s arrest at 1:23 a.m., officers 

collected just under seven and a half hours of Hammond’s real-time CSLI. R. at 7. A grand jury 

indicted Hammond on January 10, 2018, for five counts of Hobbs Act Robbery, in violation of 

18 U.S.C. Section 1951; two counts of brandishing a firearm during a crime of violence, in 

violation of 18 U.S.C. Section 924(c); and one count of being a felon in possession of a firearm, 

in violation of 18 U.S.C. 922(g). R. at 7. 

B.​ Procedural Background 

Approximately nine months after Hammond’s arrest, this Court held in Carpenter v. 

United States, 585 U.S. 296 (2018), that the warrantless collection of over seven days of 

historical CSLI was a violation of the Fourth Amendment. R. at 7, 10. Hammond moved to 

suppress all evidence that flowed from the real-time CSLI obtained from AT&T, arguing that the 

warrantless collection of real-time CSLI was a search in violation of the Fourth Amendment. R. at 

8. Without addressing whether the collection of real-time CSLI was a Fourth Amendment search, 

the district court held that the “[r]esolution of this issue is straightforward” under the good faith 

exception to the warrant clause. R. at 23. Finding that Detective Ghiringhelli collected 

Hammond’s real-time CSLI “in a good-faith reliance on the Stored Communications Act” and 

that law enforcement faced a “compelling need to act” without obtaining a warrant, the district 

court held that the application of the exclusionary rule was unnecessary. R. at 23, 24. 
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On appeal, the Seventh Circuit affirmed the district court’s ruling on the good faith 

exception, finding that under Illinois v. Krull, 480 U.S. 340 (1987), Detective Ghiringhelli 

“collected Hammond’s real-time CSLI in good faith reliance on 18 U.S.C. Section § 2702.” R. at 
 
17. Beyond the good faith exception, the court also addressed the issue left open by the district 

court and held that the warrantless collection of real-time CSLI was not a Fourth Amendment 

search. R. at 12. The court began by noting that Carpenter had explicitly reserved judgment on 

the issue of real-time CSLI and that any justification for extending its holding was “far from 

clear,” given the different privacy concerns implicated by real-time CSLI. R. at 12 (internal 

quotations omitted). 

Finding this Court’s pre-Carpenter jurisprudence instructive, the court held that the 

short-term collection of Hammond’s real-time CSLI collected was far more akin to the GPS 

monitoring in United States v. Knotts, 460 U.S. 276, (1983) than the 127 days of historical CSLI 

in Carpenter. R. at 14. Unlike Carpenter, the record of Hammond’s movements for “a matter of 

hours on public roads” did not give officers “a window into [defendant’s] life, revealing…his 

familial, political, professional, religious, and sexual associations” to the same degree as historical 

CSLI. R. at 14 (quoting Carpenter, 585 U.S. at 311 (internal quotations omitted)). In holding that 

the collection of real-time CSLI did not violate societal expectations of privacy, the court 

explained that because the information revealed by real-time CSLI has no “retrospective quality,” 

it “simply does not involve the same level of intrusion as the collection of historical CSLI.” R. at 

15. The court also reasoned that collecting real-time CSLI for approximately seven hours did not 

upset societal expectations regarding law enforcement capabilities. R. at 15. Just as in Knotts, 

“society is fully aware that officers may follow and track a suspect’s movements for several 

hours.” R. at 15; Knotts, 460 U.S. at 281. Thus, using Hammond’s real-time CSLI to 
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locate him was “not inconsistent with society’s expectations of privacy from law enforcement’s 

prying eyes.” R. at 15 (citing Carpenter, 585 U.S. at 305). Finally, the court held that although 

Detective Ghiringhelli did not seek a warrant, the fact that officers had probable cause to arrest 

Hammond further indicated his lack of a reasonable subjective expectation of privacy. R. at 16. 

Having committed multiple violent felonies, Hammond was engaged in “what was essentially a 

slow-speed car chase” with law enforcement while officers collected his real-time CSLI. R. at 

16. Consequently, “Hammond’s purported, subjective expectation of privacy…is not one “that 

society is prepared to recognize as ‘reasonable.’” R. at 16 (quoting Katz v. United States, 389 

U.S. 347, 361 (1967)). 

 
Hammond petitioned this Court for review, arguing for the first time that Detective 

Ghiringhelli exceeded the scope of the good faith exception by misinterpreting the scope of 

Section 2702(c)(4), in addition to the issue raised before the Seventh Circuit. R. at 4. This Court 

granted certiorari to address both Fourth Amendment issues presented. 

SUMMARY OF ARGUMENT 

Nothing in the language or history of the Fourth Amendment serves to categorically 

prohibit law enforcement reliance on technology to preserve public safety. See U.S. Const. 

amend. IV; United States v. Knotts, 460 U.S. 276, 284 (1983). Rather, constitutional protections 

trigger only when the government’s intrusion is so severe that it violates not only an individual’s 

but also society’s reasonable expectations of privacy. See Smith v. Md., 442 U.S. 735, 740 (1979). 

Here, Petitioner’s interpretation of such expectations reaches far beyond what is reasonable and 

needlessly exalts individual privacy above the community’s interest in freedom from violent 

crime. This Court should decline Petitioner’s invitation to upset this delicate balance and break 
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with precedent by “equat[ing] law enforcement efficacy with unconstitutionality.” Knotts, 460 
 
U.S. at 284. 

 
First, a violent offender wanted on probable cause has no reasonable expectation of 

 
privacy in the short-term warrantless collection of his real-time CSLI. Here, Petitioner contends 

that his privacy interests in his real-time CSLI justifies the grave crippling of law 

enforcement’s ability to locate violent individuals who pose severe and imminent threats to 

public safety. This argument has no merit. The Fourth Amendment does not command that the 

enforcement of criminal law must always surrender to the preservation of individual privacy. 

Under its touchstone “reasonableness” inquiry, Fourth Amendment protections trigger only 

when the government’s interest in public safety cannot outweigh an individual’s “reasonable 

expectation of privacy.” See Ohio v. Robinette, 519 U.S. 33, 34 (1996); Wyo. v. Houghton, 526 

U.S. 295, 300 (1999). Consistent with this understanding, this Court has long permitted the use 

of surveillance technologies that do not confer novel ways for law enforcement to intrude upon 

individual privacy. See Knotts, 460 U.S. at 285; Kyllo v. United States, 533 U.S. 27, 40 (2001). 

By allowing law enforcement to acquire only information a suspect willfully exposes to public 

view, real-time CSLI is not meaningfully distinct from traditional investigatory tactics and 

reveals no more than what is ascertainable from an officer’s naked eyes. R. at 14; Knotts, 460 

U.S. at 285. Moreover, as the Seventh Circuit correctly found, the collection of real-time CSLI 

implicates none of this Court’s animating concerns in Carpenter v. United States. R. at 14. 

Neither retrospective in nature nor excessive in scope, real-time CSLI is imminently 

compatible with long-standing societal expectations of privacy. To hold otherwise would 

grossly upset the careful balance of individual and government interests that the Fourth 

Amendment demands. 
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Second, a law enforcement officer’s objectively reasonable and good faith mistake of law 

bars the application of the exclusionary rule. When this Court decided Illinois v. Krull in 1987, it 

left open the question of whether the good faith exception applies to an officer’s good faith 

mistake of law. Ill. v. Krull, 480 U.S. 340, 369 n.17 (1987). Heien v. North Carolina resolved this 

question at its source by holding that objectively reasonable mistakes of law do not violate the 

Fourth Amendment. Heien v. NC., 574 U.S. 54, 60-61 (2014). By answering the antecedent 

question of whether a constitutional violation occurs, Heien subsumes the issue reserved in 

Krull. As the core purpose of the exclusionary rule is to deter constitutional violations by law 

enforcement, it follows that suppression is never proper without a constitutional violation. See 

Weeks v. United States, 232 U.S. 383, 398 (1914). Accordingly, this Court need not even consider 

either the exclusionary rule or the good faith exception on the facts of this case. 

Although the United States urges this Court to apply Heien’s reasoning, good faith and 

objectively reasonable mistakes of law also independently bar the exclusionary rule because 

suppression under such circumstances lacks meaningful deterrence value and exacts grave social 

costs. Petitioner asserts that Detective Ghiringhelli’s interpretation of Section 2702(c)(4) was 

mistaken. Yet even if this Court were to adopt Petitioner’s interpretation of the statute, 
 
suppression would still be unjustified because such a mistake is not “sufficiently obvious” to 
 
Detective Ghiringhelli. See Krull, 480 U.S. at 359; R. at 17. Where a reasonable officer could not 

have known about his mistake of law, there can be no sufficiently deliberate conduct for 

suppression to meaningfully deter. See id. at 359-60. Moreover, there is also no sufficiently 

culpable conduct to justify the social cost of suppression in this instant case. See Herring v. 

United States, 555 U.S 135, 143 (2009). Nothing in the record indicates that Detective 

Ghiringhelli either intentionally misinterpreted Section 2702(c)(4) or was otherwise reckless or 

9 



 

grossly negligent in doing so. R. at 17, 18, 24. Any marginal deterrence benefit here cannot be 

“worth the price paid by the justice system.” Herring, 555 U.S. at 144. 

STANDARD OF REVIEW 
Appellate courts review questions of law de novo. See Cooper Indus., Inc. v. Leatherman 

Tool Grp., Inc., 532 U.S. 424, 436 (2001). In an as-applied challenge, courts ask whether the 

challenged statute cannot be constitutionally applied to the facts of a particular case or to a 

particular party. See Broadrick v. Okla., 413 U.S. 601, 610 (1973). 

ARGUMENT 

A.​ The short-term warrantless collection of real-time CSLI is not a search under 
the Fourth Amendment. 

Although the Fourth Amendment was designed to protect an individual’s privacy 

interests in home and property, it was never intended to be “totally sacrificed…in [the] 

enforcement of criminal law.” Mincey v. Ariz., 437 U.S. 385, 393 (1978). At the Founding, the 

Fourth Amendment was envisioned as a remedy to the “colonial epidemic of general searches,” 

rather than an absolute guarantee. See Leonard W. Levy, Seasoned Judgments: The American 

Constitution, Rights, and History 150 (New Brunswick (U.S.A.): Transaction Publishers, 1st 

ed. 1995). Because the text of the Fourth Amendment guarantees only freedom from 

“unreasonable searches and seizures,” this Court has long held that “reasonableness” remains 

the “ultimate touchstone” of Fourth Amendment jurisprudence. U.S. Const. amend. IV; 

Brigham City, Utah v. Stuart, 547 U.S. 398, 403 (2006). Notwithstanding the fact that the 

collection of real-time CSLI might be a search under the English language, Fourth Amendment 

protections are proper only when the search becomes unreasonable. See id. 

This Court should hold that the warrantless collection of real-time CSLI does not violate 

the Fourth Amendment because it comports with both Petitioner’s and society’s reasonable 

expectations of privacy. Although Carpenter v. United States established that the collection of 
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historical CSLI exceeding a period of six days constitutes a Fourth Amendment search, the Court 

emphasized that its decision was narrow, and explicitly reserved its judgment on real-time CSLI. 

Carpenter v. United States, 585 U.S. 296, 310, 316 (2018). As such, the issue in this instant case 

must still be analyzed under the two-prong test first articulated by the Court in Katz v. United 

States. Katz v. United States, 389 U.S. 347, 360-61 (1967) (Harlan, J., concurring). Katz held that 

government action can constitute a search only if it violates a defendant’s reasonable and 

legitimate expectation of privacy. See id. The existence of such an expectation requires a finding 

that (1) “the individual exhibits a subjective expectation of privacy”; and (2) that such an 

expectation “is one that society is prepared to recognize as reasonable.” Id. Both prongs must be 

satisfied before Fourth Amendment protections are triggered. See Smith v. Md., 442 U.S. 735, 

740 (1979) (formally adopting Justice Harlan’s concurrence in Katz). 

Here, the brief collection of Petitioner’s CSLI violated neither Petitioner’s nor society’s 

expectations of privacy. First, Petitioner was openly traveling on public roads and on his way to 

commit another armed robbery. R. at 6, 7. It was unreasonable for Petitioner to have a heightened 

expectation of privacy on public roads while traveling in the same distinctive vehicle that he 

previously used to commit and attempt to commit multiple armed robberies. R. at 6, 7; see 

United States v. Knotts, 460 U.S. 276, 281 (1983). Second, societal expectations of privacy are 

not violated given the minimal privacy concerns posed by real-time CSLI. Unlike other 

surveillance technologies that pose unique invasions of individual privacy, real-time CSLI 

merely enhances police efficacy and cannot reveal intimate details in constitutionally protected 

spaces. Cf. Kyllo v. United States, 533 U.S. 27, 37-38 (2001). Furthermore, the underlying 

privacy concerns that guided the Court’s reasoning in Carpenter are plainly inapplicable to 

real-time CSLI. See Carpenter, 585 U.S. at 310-12. Compared to historical CSLI, the 

information 
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revealed by real-time CSLI is far more attenuated in temporal scope, does not reveal the same 

volume of private information, and is not retrospective in nature. 

This Court should hold that the warrantless short-term collection of real-time CSLI is not 

a Fourth Amendment search and affirm the judgment of the Seventh Circuit. A finding 

otherwise would be a marked break from the Court’s precedent and dilute the Fourth 

Amendment’s prohibition against “unreasonable searches and seizures.” U.S. Const. amend. IV 

(emphasis added). 

1.​ Petitioner did not have a subjective expectation of privacy while traveling on 
public roads because he took no precautions to maintain his privacy. 

This Court has long held that individuals have a diminished expectation of privacy in an 

automobile because “a car has little capacity for escaping public scrutiny. It travels on public 

thoroughfares where both its occupants and its contents are in plain view.” Knotts, 460 U.S. at 

281 (citing Cardwell v. Lewis, 417 U.S. 583, 590 (1974) (plurality)). Because Katz stresses that 

the Fourth Amendment “protects people, not places,” the mere fact that phone booths (or 

automobiles) might not warrant the same degree of constitutional protection as a home is not 

dispositive. Katz, 389 U.S. at 351. Rather, an individual’s subjective expectation of privacy turns 

on his behavior and whether he “took normal precautions to maintain his privacy.” See Rawlings 

v. Ky., 448 U.S. 98, 105 (1980). Moreover, as an individual’s subjective expectations cannot be 

gauged with scientific certainty, courts also examine whether similarly situated individuals 

“entertain any actual expectation of privacy.” See Smith, 442 U.S. 735, 742. While the Court has 

never explicitly defined what constitutes adequate precautions under the Fourth Amendment, it 

has typically found them when an individual takes active steps to conceal their activity. E.g., 

Bond v. United States, 529 U.S. 334, 338 (2000). Accordingly, whether Petitioner had a 
 
subjective expectation of privacy depends on Petitioner’s conduct, namely whether he took 
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precautions to conceal his intentions, and whether a similarly situated individual would have 

done the same. See Smith, 442 U.S. 735, 742. 

In United States v. Knotts, the Court held that where government surveillance was 
 
conducted by means of a GPS beeper, an individual has no reasonable expectation of privacy in 

traveling on public roads. Knotts, 460 U.S. at 285. Specifically, the Knotts Court noted that by 

traveling on public roads, an individual “voluntarily convey[s] to anyone who wanted to look the 

fact that he was traveling over particular roads in a particular direction.” Id. at 281. The Sixth 

Circuit has further opined on subjective expectations of privacy in relation to a car’s appearance 

in United States v. Skinner. United States v. Skinner, 690 F.3d 772, 777 (6th Cir. 2012) 

(superseded on other grounds by statute). There, the court held that criminals are not 
 
presumptively “entitled to rely on the expected untrackability of his tools,” id, noting that “the 

driver of a getaway car has no expectation of privacy in the particular combination of colors of 

the car’s paint.” Id. (dictum). 

Traveling on public roads alone, however, does not always eliminate an individual’s 
 
expectation of privacy and precautions remain crucial to modern Fourth Amendment search law. 
 
See Carpenter, 585 U.S. at 314-15; see also Katz, 389 U.S. at 351-52 (“what [one] seeks to 

preserve as private, even in an area accessible to the public, may be constitutionally protected”) 

(emphasis added); Lee Tien, Doors, Envelopes, and Encryption: The Uncertain Role of 

Precautions in Fourth Amendment Law, 54 DePaul L. Rev. 873, 877-82 (2005) (discussing cases 

in which this Court found subjective expectations of privacy through precautions taken by the 

defendants). For example, in Bond v. United States, the Court found that a defendant exhibited a 

subjective expectation of privacy by taking the precaution of placing contraband in an opaque 

bag directly above his seat which served to conceal the bag’s contents from public view. Bond, 
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529 U.S. at 338-39. Similarly in United States v. Sparks, the District Court for the District of 

Massachusetts found that a defendant had no expectation of privacy after government agents 

placed a GPS beeper on a black Chrysler the defendant had used as a getaway car in a bank 

robbery. United States v. Sparks, 750 F.Supp.2d 384, 390 (D. Mass. 2010), aff’d, 711 F.3d 58 (1st 

Cir. 2013). Because the defendant “took no efforts to protect or shield his vehicle from passerby” 

the court found that the defendant demonstrated no subjective expectation of privacy. Id. 

Accordingly, the court held that the placement of the GPS beeper could not be considered a 
 
search because the defendant took no precautions indicating he had an expectation of privacy in 

the exterior of the car. Id. at 396. 

As an initial matter, Petitioner’s privacy expectations were already reduced by virtue of 

traveling on public roads. From October 6 to October 31, Petitioner repeatedly crossed state 

lines, traveling on public highways for hundreds of miles and in so doing, “voluntarily conveyed 

to anyone who wanted to look” the fact that he was traveling and the direction he was headed. 

R. at 5,6; Knotts, 460 U.S. 276, 281. More importantly, despite committing multiple robberies 

over the course of almost a month, Petitioner never took any precautions to conceal his 

activities. R. at 6, 7. Between October 6 and 10, Petitioner robbed or attempted to rob five 

separate convenience stores. R. at 5, 6. Despite knowing that his actions would draw law 

enforcement attention, Petitioner, just like the defendant in Sparks, “took no efforts” to conceal 

his activities. 

R. at 6, 7; Sparks, 750 F.Supp.2d at 390. Instead, he spent almost a month openly driving the 
 
same light blue Chrysler Concorde and wearing the same distinctive clothing (long-sleeved, gray 

t-shirt, winter hat, and bright blue tennis shoes) that law enforcement had already identified. R. at 

5, 6, 7. Unlike Bond, where the defendant took affirmative steps to conceal contraband by 

placing it in an opaque bag, nothing in the record shows that Petitioner did anything that 
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evidenced an expectation of privacy as he traveled public roads on October 30-31. R. at 6, 7; 

Bond, 529 U.S. at 338-39. Because no similarly situated individual could “entertain an actual 

expectation of privacy” after spending nearly a month wearing the same clothes and driving the 

same car that they had previously used to commit multiple armed robberies, this Court should 

conclude that Petitioner lacked a subjective expectation of privacy from October 30-31. R. at 5, 

6, 7; Smith, 442 U.S. 735, 742. 

2.​ Society does not recognize a legitimate privacy expectation against the 
short-term warrantless collection of real-time CSLI. 

Continuous advances in technology first led the Court to move away from property-based 

approaches to Fourth Amendment searches. See Katz, 389 U.S. at 353. However, neither Katz nor 

its progeny ever sought to categorically prohibit the usage of surveillance technology. See Knotts, 

460 U.S. at 282 (“nothing in the Fourth Amendment prohibited the police from augmenting the 

sensory faculties bestowed upon them at birth with such enhancement as science and technology 

afforded them in this case”). Rather, the reasonable expectation of privacy test balances an 

individual’s privacy interest against the government’s interest in public safety. See Mincey, 437 

U.S. at 406 (Rehnquist, J., concurring) (“the constitutionality of a particular search…depends on a 

balance between the public interest and the individual’s right to personal security free from 

arbitrary interference by law officers”) (internal quotations omitted). Indeed the Court has long 

held that it “never equated law enforcement efficacy with unconstitutionality.” Knotts, 460 U.S. at 

284. Here, the short-term warrantless collection of real-time CSLI raises minimal privacy concerns 

because it merely enhances law enforcement efficacy in a manner consistent with the Court’s 

jurisprudence. See id. Moreover, the underlying privacy concerns that undergirded the Court’s 

decision in Carpenter are inapplicable to real-time CSLI. See Carpenter, 585 U.S. at 312. Thus, 

the short-term warrantless collection of real-time CSLI fits comfortably 
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with the Court’s precedent and does not implicate privacy interests that society is prepared to 

recognize as reasonable. 

I.​ Real-time CSLI infringes upon minimal privacy interests because it merely 
enhances law enforcement efficacy without conferring novel ways for law 
enforcement agents to intrude upon an individual’s privacy. 

Acknowledging this inquiry, Knotts also held that society’s reasonable expectation of 
 
privacy was not violated because the law enforcement used the GPS beeper in conjunction with 

traditional visual surveillance. Knotts, 460 U.S. at 282. There, both the beeper and visual 

surveillance served complementary purposes, where law enforcement maintained visual contact 

and relied on the beeper to relocate the defendant after visual contact was lost. Id. at 278-79. 

Because longstanding caselaw established that individuals have minimal expectations of privacy 

while traveling on public roads, the Knotts Court found the fact that visual surveillance alone 

would have been enough to reveal all the information the beeper had dispositive. Id. at 282 

(citing Hester v. United States, 265 U.S. 57 (1924)). That officers relied on the beeper to relocate 

the defendant after visual contact was lost also “raises no constitutional issues which visual 

surveillance would not also raise.” Id. at 285. Rather, law enforcement’s reliance on the beeper 

merely permitted them to do what they were already able to “had they relied solely on their 

naked eyes” without revealing information about the defendant’s movements within his home. 
 
Id. 
 

The principle that surveillance technology is permissible when it does not confer upon 

law enforcement new ways to intrude upon an individual’s privacy finds support in subsequent 

precedent. Kyllo, 533 U.S. at 40. In Kyllo v. United States, the Court found that warrantless 

usage of a thermal imager to detect the heat signature of high-intensity lamps used for marijuana 

growth was unconstitutional because unlike visual surveillance alone, a thermal imager allowed 

the government to peer into the “intimate details” inside a home. Id. at 37-38. Accordingly, the 
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Court emphasized that surveillance technology is impermissible when used to explore what 

would “previously have been unknowable without physical intrusion.” Id. at 40. 

The Court later refined Knotts’s jurisprudence on GPS beepers in United States v. Karo. 
 
United States v. Karo, 468 U.S. 705, 707 (1984). There, DEA agents used a beeper to track a 
 
container belonging to the defendant. Id. at 708. While acknowledging that Knotts permitted the 

government to use a beeper to follow a suspect on public roads, the Court held that usage became 

impermissible after it was taken into the defendant’s home. Id. at 716. Just as in Kyllo, the Court 

found that the beeper “reveal[ed] a critical fact about the interior of the premises…that could not 

otherwise [be] obtained without a warrant.” Id. at 715; see Kyllo, 533 U.S. at 40. Moreover, 

unlike information that was “voluntarily conveyed to anyone who wanted to look,” there was no 

way for law enforcement to visually verify that the beeper was inside the house. Knotts, 460 U.S. 

at 281; Karo, 468 U.S. at 715. 

Under this Court’s pre-Carpenter jurisprudence, the government’s usage of real-time 

CSLI to locate Petitioner on October 30-31 would be imminently reasonable. Here, just as in 

Knotts, the government relied on both visual surveillance and real-time CSLI to locate and arrest 

Petitioner. R. at 7; Knotts, 460 U.S. at 282. Readily analogizable to Knotts, real-time CSLI only 

revealed information Petitioner had exposed to public view by traveling on public roads. R. at 

13, 15; see Knotts, 460 U.S. at 281. As the Seventh Circuit correctly found, government 

surveillance here “amounted principally to the following of an automobile on public streets and 

highways” and society is fully aware that law enforcement might follow and track a suspect’s 

movements for several hours. R. at 15 (quoting Knotts, 460 U.S. at 281). Here, the real-time 

pings transmitted to Petitioner’s phone only permitted law enforcement to acquire and interpret 

location data Petitioner willfully exposed. R. at 7, 14. Moreover, real-time CSLI did not reveal to 
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officers any information that would be unknowable through visual surveillance alone. R. at 14; 
 
cf. Karo, 468 U.S. at 715. Petitioner was traveling in a car that law enforcement had already 
 
identified and real-time CSLI neither allowed officers to peer into the car nor revealed details 
 
about any locations that Petitioner entered. R. at 7, 14; cf. Kyllo, 533 U.S. at 37-40. Instead, 

real-time CSLI only enhanced the ability of officers to locate a suspect who plainly exposed his 

activities to public view. R. at 7; see Knotts, 460 U.S. at 282. Such a feat would be possible had 

the officers “relied solely on their naked eyes.”2 Id. at 285. Indeed, it can be assumed that absent 

real-time CSLI Petitioner would have been visually located eventually given the frequency of his 

robberies, the distinctive appearance of his car, and the large-scale law enforcement effort to 

locate him. R. at 6, 7; see also Nix v. Williams, 467 U.S. 431, 444, 448-49 (1984) (holding that 

evidence obtained in violation of the Sixth Amendment was admissible because it would have 

been “inevitably discovered” given the massive search already underway). Therefore, the 

warrantless collection of real-time CSLI is permissible because, just as in Knotts, it only aided 

law enforcement in acquiring and processing information Petitioner willfully exposed to public 

view. R. at 14, Knotts, 460 U.S. at 282. 

II.​Carpenter’s animating Fourth Amendment privacy concerns 
regarding historical CSLI are inapplicable to real-time CSLI. 

While the Knotts Court held that there was generally no expectation of privacy in an 
 
individual’s physical location and movements, it distinguished between the more rudimentary 
 
 

 
2 Indeed, the record establishes that although Petitioner’s real-time CSLI was used place him the 
vicinity of Elkhart, Indiana, his eventual discovery was completely unaided by real-time CSLI. 
R. at 7. Real-time CSLI merely provided officers with a starting point to begin their search. R. at 
7. Petitioner was only relocated when officers, who were waiting for updated real-time CSLI, 
saw him drive past. This visual identification alone allowed officers to effectuate an arrest. R. at 
7. 

18 



 

tracking facilitated by a GPS beeper and more “sweeping modes of surveillance.” Carpenter, 

585 U.S. at 306 (citing Knotts, 460 U.S. at 284-85). The Carpenter Court further emphasized 

that the tracking at issue in Knotts was limited to a discrete “automotive journey” and that 

“different constitutional principles may be applicable if twenty-four hour surveillance of any 

citizen of this country were possible.” Id. at 306-7 (internal quotations omitted). Decades later, 
 
Carpenter addressed the issue reserved in Knotts in holding that the government violated a 
 
defendant’s reasonable expectation of privacy by utilizing historical CSLI to collect over 127 

days of the defendant’s physical movements. See id. at 315-16. In so holding, the Court noted 

that the expansive collection of historical CSLI raised two primary privacy concerns that 

distinguished Carpenter from its precedents. See id. at 311-12. First, the collection of historical 

CSLI at issue in Carpenter was “all-encompassing” in its temporal scope and provided an 

“intimate window into a person’s life.” Id. at 311. Second, the retrospective quality of historical 

CSLI gives law enforcement access to a category of information “otherwise unknowable” and is 

limited only by the retention policy of wireless carriers. Id. at 312. Neither of these privacy 

concerns are applicable to real-time CSLI. 
 

a.​ Real-time CSLI does not reveal information that is excessive in scope. 

The warrantless collection of real-time CSLI infringes upon minimal privacy concerns 
 
because it is neither “all encompassing” in its temporal scope nor provides an “intimate window 

into a person’s life.” See id. at 311. Carpenter held that the application of the Fourth Amendment 

to new technologies should be informed by “what was deemed an unreasonable search and 

seizure” at the Founding. Id. at 304-5 (quoting Carroll v. United States, 267 U.S. 132, 149 

(1925). Accordingly, the Court has sought to “assure [] preservation of that degree of privacy 

against government that existed when the Fourth Amendment was adopted.” Id. at 305 (quoting 

Kyllo, 533 U.S. at 34). 
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In addressing the issue of historical CSLI, the Carpenter Court looked to its decision in 

United States v. Jones. See id. at 307-10. Although Jones decided the issue on physical 

trespass grounds, five Justices agreed that related privacy concerns were raised by the 

government’s 

warrantless usage of a GPS beeper to track 28 days of a defendant’s movement. Id. at 307 (citing 

United States v. Jones, 565 U.S. 400, 413-31 (2012)). In his concurrence, Justice Alito identified 

time as the linchpin of society’s privacy expectations. Jones, 565 U.S. at 428-31 (Alito, J., 

concurring the judgment). While relatively short-term monitoring of public movements accords 

with societal expectations, Justice Alito noted that society expects that law enforcement “simply 

could not secretly monitor and catalogue every single movement of an individual’s car for a very 

long period” without a considerable expenditure of government resources. Id. at 430. Justice 

Alito, however, also clarified that the gravity of an offense also impacts privacy expectations, 

leaving open the question of whether “extraordinary offenses” might justify longer-term 

warrantless GPS monitoring. Id. at 431. In a separate concurrence, Justice Sotomayor indicated 

that even shorter-term monitoring may trigger Fourth Amendment protections because the 

“substantial quantum” of information it reveals necessarily implicates an individual’s privacy 
 
interests in their “familial, political, professional, religious and sexual associations.” Id. at 

415-16 (Sotomayor, J., concurring in the judgement). 

Applying the logic from the Jones concurrences, the Carpenter Court reasoned that the 

collection of historical CSLI implicated similar privacy concerns as the GPS monitoring at issue 

in Jones. Carpenter, 585 U.S. at 309. There, the FBI relied on 18 U.S.C. § 2703(d) which 

permitted a court to order disclosure of wireless information that is “relevant and material to an 

ongoing criminal investigation.” 18 U.S.C. § 2703(d); Carpenter, 585 U.S. at 317. The historical 

CSLI obtained pursuant to Section 2703(d) allowed the FBI to catalogue the defendant’s 
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movements over 127 days and was described as “encyclopedic” in scope and effortless to 
 
compile. Id. at 302, 309. Finding a violation of societal privacy expectations, the Court held that 

the long-term collection of historical CSLI constituted a Fourth Amendment search. Id. at 311. In 

so holding, the Court’s reasoning was premised in part on the scope of the privacy intrusion 

created by the collection of historical CSLI. See id, at 311-12. Diverging from the Sixth Circuit’s 

analysis, the Carpenter Court found that the collection of historical CSLI was the functional 

equivalent of law enforcement “tireless[ly] and absolute[ly]” “tail[ing] [the defendant] every 
 
moment of every day for five years.” Id. at 312. Such a search allowed the government to create 

a “detailed chronicle of a person’s physical presence compiled every day, every movement, 

over [potentially] several years.” Id. at 315. Because neither society nor the Founders could 

foresee 

that law enforcement could secretly, effortlessly, and accurately monitor an individual’s location 

over such an extended period, a privacy intrusion of this magnitude was precisely the type of 

encroachment that the Fourth Amendment was intended to limit. See id. at 314-15, 320. 
 

However, Carpenter did not categorically prohibit the warrantless collection of historical 

CSLI. See id. at 460 n.3. Reflecting Justice Alito’s reasoning that time informs privacy 

expectations, the Court explicitly indicated that its holding was limited to accessing seven days 

of historical CSLI. See id. (“[W]e need not decide whether there is a limited period for which the 

Government may obtain an individual’s historical CSLI free from Fourth Amendment 

scrutiny…It is sufficient for our purposes today to hold that accessing seven days of CSLI 
 
constituted a Fourth Amendment search.”). In addition to time, Carpenter’s reasoning was 

also undergirded by the unique concerns posed by historical CSLI. Id. at 312. In distinguishing 

historical CSLI from the Knotts beeper, the Court noted that the ubiquity of cellphones in the 
 
twenty-first century meant that historical CSLI can reveal far more “intimate information” than a 
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GPS beeper planted on a car. See id. at 311. Historical CSLI permits the government to discern 

the “familial, political, professional, religious, and sexual associations” of an individual at little 

expense, something that the defendant in Carpenter undoubtedly sought to preserve as private. 

See id. Because the 127 days of CSLI collected by the FBI permitted the government to peer into 

the “privacies of [defendant’s] life” over an extended period, the Court found a violation of 

societal expectations of privacy. See id. 
 

Here, the collection of approximately seven hours of real-time CSLI over a discrete 

automotive journey is neither temporally expansive nor excessively intrusive on Petitioner’s 

intimate associations.3 First, the temporal considerations articulated in Carpenter are 

inapplicable. In sharp contrast to the 127 days of CSLI at issue in Carpenter, the collection of 

Petitioner’s real-time CSLI lasted only a matter of hours and would be permissible even under 

Carpenter’s restrictions on historical CSLI. See id. at 315, 460 n.3; R. at 7. Far from being 

“tireless and absolute,” real-time CSLI merely permitted officers to collect location data that 

Petitioner had already exposed to public view by traveling on interstate highways. See id. at 312; 

Knotts, 460 U.S. at 282; R. at 14. Real-time CSLI did not allow law enforcement to identify 

Petitioner’s location for “every moment of every day” and collection was statutorily limited to 

the amount of time needed to locate Petitioner and effectuate an arrest. 18 U.S.C. § 2702(c)(4); 

see Carpenter, 585 U.S. at 312; Specifically, the language of Section 2702(c)(4), which 

Detective Ghiringhelli relied on the access Petitioner’s real-time CSLI, permits wireless 

operators to disclose customer information only if “the provider, in good faith, believes that an 

emergency involving danger of death or serious physical injury to any person requires disclosure 

 
3 Indeed, Carpenter’s refusal to extend its holding to real-time CSLI implicitly recognizes that 
the scope of the privacy interests implicated by historical CSLI are materially distinct from 
real-time CSLI. See id. at 316. 
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without delay of information relating to the emergency.” 18 U.S.C. § 2702(c)(4) (emphasis 

added); R. at 7. Such language stands in sharp contrast to Section 2703(d) which permits the 

general disclosure of any information “relevant and material to an ongoing criminal 

investigation.” 18 U.S.C. § 2703(d) (emphasis added). The broad language of Section 2703(d) 

directly relates to the Carpenter Court’s concern on overly long surveillance by conceivably 

permitting the collection of CSLI over an indefinite period. See Carpenter, 585 U.S. at 311; see 

also id. at 374 (Alito, J., dissenting) (“[T]he Fourth Amendment at the most guards against abuse 

only by way of too much indefiniteness or breadth in the things required to be particularly 

described.”) (internal quotations omitted). Conversely, Section 2702(c)(4) places explicit 

temporal limits on the CSLI that law enforcement can collect by restricting disclosure to a single, 

discrete emergency. See 18 U.S.C. § 2702(c)(4). Thus, because the collection of Petitioner’s 

real-time CSLI was statutorily limited to the duration of his attempt to commit armed robbery, 

Carpenter’s temporal concerns are inapplicable. 
 

Second, unlike Carpenter, the record of Petitioner’s movements lasted only a matter of 

hours and revealed only his movements on public roads. R. at 7. See Carpenter, 585 U.S. at 302; 

cf. Karo, 468 U.S. at 716. Like the defendant in Knotts, Petitioner’s real-time CSLI did not reveal 

“his familial, political, professional, religious, and sexual associations” to the same degree as 

Carpenter. See Knotts, 460 U.S. at 282; Carpenter, 585 U.S. at 311. By tracking Petitioner over a 

discrete “automotive journey,” real-time CSLI did not reveal Petitioner’s movements inside a 

home or any other constitutionally protected area. See Knotts, 460 U.S. at 285. While the CSLI at 

issue here and in Carpenter might concededly provide more comprehensive location data than 

the car-based beeper in Knotts, this Court has never held that the collection of cellphone data 

alone necessarily violates reasonable expectations of privacy. See Carpenter, 585 U.S. at 460 
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n.3. Rather, whether a search violates such expectations turns upon the duration of monitoring 

and the intimate information it reveals. See id. at 311. The historical CSLI at issue in Carpenter 

raised such privacy concerns precisely because 127 days of location data inevitably reveals 

intimate information, such as whether an individual visited a “psychiatrist, plastic surgeon, 

abortion clinic, or AIDS treatment center.” Id.; Jones, 565 U.S. at 415 (Sotomayor, J., concurring 

in the judgment) (quoting People v. Weaver, 12 N.Y.3d 433, 441-42 (N.Y. 2009)).4 

By contrast, seven and a half hours of real-time CSLI hardly amounts to the same 
 
intrusive invasion of privacy. R. at 7. The language of Section 2702(c)(4) again lends support to 

this contention. By limiting the scope of collection to a discrete emergency involving death or 

serious injury, the likelihood that intimate information would be revealed is perforce reduced.5 
 
See 18 U.S.C. § 2702(c)(4). Accordingly, the collection of real-time CSLI does not violate 

society’s expectations of privacy given the limited scope of information it can reveal. 

b.​ Real-time CSLI does not reveal information that is retrospective in 
nature. 

Alongside its limited scope, real-time CSLI is further distinguishable from historical 

CSLI because the information it reveals is not retrospective. As the Seventh Circuit correctly 

observed, the Carpenter Court was “particularly concerned with the retrospective quality of the 

data that law enforcement collected.” R. at 14, 15. On the contrary, real-time CSLI does not pose 

 

 
4 The facts of Weaver are also markedly distinct from the short-term collection at issue here. 
There, the New York Court of Appeals found a violation of the defendant’s privacy interests after 
law enforcement relied on a GPS beeper to collect 65 days of location data without obtaining a 
warrant. Weaver, 12 N.Y.3d at 441, 446. 
5 While Petitioner may assert that law enforcement has no way of knowing whether an individual 
is located within a constitutionally protected area when the collection of real-time CSLI begins, 
Section 2702(c)(4)’s limiting language is again instructive, because unlike Section 2703(d), its 
emergency requirement means that exigent circumstances would always be present when officers 
act in reliance on the statute. See 18 U.S.C. § 2702(c)(4). 
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this concern because just like the beeper in Knotts, it can only reveal information about an 
 
individual’s future movements. As such, real-time CSLI does not raise the same novel privacy 

intrusion that guided the Court’s decision in Carpenter. 

As previously mentioned, this Court has generally permitted warrantless usage of 
 
surveillance technologies that do not confer new ways for law enforcement to intrude upon an 

individual’s privacy. See Kyllo, 533 U.S. at 40. In holding that historical CSLI violated societal 

expectations of privacy, the Carpenter Court found that “the retrospective quality of the data 

here gives law enforcement access to a category of information otherwise unknowable.” 
 
Carpenter, 585 U.S. at 312. Consistent with its past jurisprudence, the Court noted that at the 

Founding, neither society nor the Founders could anticipate that the government can “travel back 

in time to retrace a person’s whereabouts.” Id. at 297 Rather, past attempts to reconstruct an 

individual’s movements were “limited by a dearth of records and the frailties of recollection.” Id. 

Thus, the ability of historical CSLI to reconstruct an individual’s past movements fundamentally 

distinguished it from GPS based surveillance. See id. Finally, the Carpenter Court also expressed 

concern regarding the comprehensive nature of stored information. See id. Historical CSLI was 

particularly concerning because wireless providers “continually logged [information] for all of 

the 400 million devices in the United States – not just those belonging to persons who might 

happen to come under investigation.” Id. In contrast to Jones and Knotts where GPS surveillance 

tracked the movements of a single suspect, the retrospective tracking ability of historical CSLI 

“runs against everyone.” See id. Law enforcement need not “even know in advance whether they 

want to follow a particular individual, or when.” Id. Thus, Carpenter held that Fourth 

Amendment protections were warranted because the retrospective nature of historical CSLI 

contravened societal expectations of privacy. See id. at 311-13. 
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Here, real-time CSLI is far more akin to the beeper in Knotts because it cannot provide 

any retrospective data on an individual’s past movements and can only identify future 

movements. The general ability of law enforcement to tail a suspect’s movements was present at 

the Founding and technologically assisted tailing was upheld in Knotts. Knotts, 460 U.S. at 282- 

84. Instead, the difference between real-time and historical CSLI is analogizable to law 

enforcement usage of video surveillance, with officers relying on cell tower pings to triangulate 

Petitioner’s location, comparable to the use of live surveillance footage to pinpoint the rough 

whereabouts of a suspect. R. at 7. Conversely, the retrospective nature of historical CSLI would 

be more akin to law enforcement having ready access to a secret surveillance camera (or ankle 

monitor) that “tireless[ly] and absolute[ly]” follows a suspect wherever he goes for days or 

potentially even years. See Carpenter, 585 U.S. at 312. Accordingly, it is imminently reasonable 

to assume that society expects law enforcement to rely on certain technologies, whether real-time 

CSLI or otherwise, to locate and pursue an individual suspected of committing multiple violent 

felonies. R. at 7; see e.g. United States v. Hay, 95 F.4th 1304, 1317 (10th Cir. 2024) (Finding no 

privacy violation in the warrantless usage of a pole camera that captured footage of the 

defendant’s movements to and from his house for three months because “[a]s video cameras 

proliferate throughout society…the reasonable expectation of privacy from filming is 

diminished.”); United States v. Tuggle, 4 F.4th 505, 527 (7th Cir. 2021) (“Current Fourth 
 
Amendment jurisprudence admits of a precarious circularity: Cutting-edge technologies will 
 
eventually and inevitably permeate society. In turn, society's expectations of privacy will change 

as citizens increasingly rely on and expect these new technologies.”). Finally, the tracking ability 

of real-time CSLI does not “run[] against everyone” as law enforcement must still identify a 

suspect whose future movements they want to track. Carpenter, 585 U.S. at 312. Because real- 
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time CSLI does not have the same “retrospective quality” of historical CSLI, it comports with 

society’s reasonable expectations of privacy. 

When this Court decided Katz nearly five decades ago, it never established the paramountcy 

of individual privacy over the enforcement of criminal law. See Katz, 389 U.S. at 351. Rather, Katz 

and its progeny have consistently held that the Fourth Amendment’s protections turn upon the 

careful balance and inherent tension between individual and government interests. See Wyo. v. 

Houghton, 526 U.S. 295, 300 (1999). The real-time CSLI at issue in this instant case is consistent 

with this balance by enhancing the ability of law enforcement to respond to serious emergencies 

without violating either Petitioner’s or society’s reasonable expectations of privacy. Accordingly, this 

Court should affirm the judgment of the Seventh Circuit and hold that the short-term, warrantless 

collection of real-time CSLI is not a search under the Fourth Amendment.6 

 
B.​ A government agent’s objectively reasonable, good faith, but mistaken 

interpretation of a statute should not prevent the exclusion of evidence gathered 
under the statute at trial. 

“Each time the exclusionary rule is applied it exacts a substantial social cost for the 

vindication of Fourth Amendment rights.” Rakas v. Ill., 439 U.S. 128, 137 (1978). As Justice 

Scalia cautioned in Hudson v. Michigan, application of the rule “has always been our last resort, 

not our first impulse” and the Court should be “cautious against expanding it.” Hudson v. Mich., 

547 U.S. 586, 591 (2006). Rather than “indiscriminate application,” the exclusionary rule is 

applied only “where its deterrence benefits [against unconstitutional conduct] outweigh its 

 
6 Even if this Court finds that the collection of Petitioner’s real-time CSLI is a Fourth 
Amendment search, the exigent circumstances found by the lower courts independently bars the 
application of the exclusionary rule. R. at 24; see also Ky. v. King, 563 U.S. 452, 460 (2011) 
(holding that warrantless searches are permissible when the exigencies of the situation creates a 
law enforcement need compelling enough to make such a search objectively reasonable under 
the Fourth Amendment.) 

27 



 

substantial social costs.” Id. (internal quotations omitted). At this juncture, the record is clear 

that even if the warrantless collection of real-time CSLI is a Fourth Amendment search, 

suppression is improper because Detective Ghiringhelli acted in objectively reasonable and good 

faith reliance on Section 2702(c)(4). R. at 17, 18. Instead, Petitioner makes a Hail Mary attempt 

to shoehorn the exclusionary rule into this case by arguing that: (1) the collection of his real-time 

CSLI pursuant to Section 2702(c)(4) exceeded the scope of the Stored Communications Act 

(“SCA”) and (2) the Court should extend its holding in Illinois v. Krull to exclude any evidence 

obtained under an officer’s good faith but mistake reading of the law. See 18 U.S.C. § 

2702(c)(4); Ill. v. Krull, 480 U.S. 340, 359-90 (1987). Both arguments fail. First, the collection of 

Petitioner’s real-time CSLI was consistent with the scope of the SCA. Second, the Fourth 

Amendment permits an officer’s objectively reasonable but mistaken reading of the law. 
 
1.​ Detective Ghiringhelli’s interpretation of Section 2702(c)(4) was objectively 
correct. 

Section 2702(c)(4) permits the disclosure of “a record or other information pertaining to 

a subscriber” if: (1) a government entity believes in good faith that there is “an emergency 

involving danger of death or serious physical injury” and (2) that the emergency “requires 

disclosure without delay of information relating to the emergency.” 18 U.S.C. § 2702(c)(4) 

(emphasis added). Here, Petitioner cannot seriously contend that the imminent threat of an armed 

robbery is not an emergency involving the “danger of death or serious physical injury” nor that 

his real-time CSLI is not information pertaining to said emergency. Id.; R. at 23, 24. Rather, 

Petitioner takes issue with the broad applicability of real-time CSLI to Section 2702(c)(4) by 

asserting that prospective data does not constitute “stored communications” under the SCA. See 

18 U.S.C. § 2702(c)(4). This argument is plainly contrary to the plain language and legislative 

intent of the statute. 
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Here, the plain language of Section 2702(c)(4) informs the resolution of this issue. 
 
Merriam-Webster Dictionary defines “information” as “a signal or character (as in a 
 
communication system or computer) representing data.” Information, Merriam-Webster 

Dictionary (11th ed. 2019). Thus, nothing under the ordinary meaning of “information” 

expresses any restriction on the temporality of a subscriber’s data. See id. More importantly, 

Section 2702(c) explicitly permitted the disclosure of both “a record” (implying retrospective 

information) and “other information,” under its enumerated conditions. 18 U.S.C. § 2702(c)(4); 

see also Antonin Scalia & Bryan A. Garner, Reading Law: The Interpretation of Legal Texts 150 

(West Group, 1st ed. 2012) (Surplusage Canon: Every word should be given operative effect, and 

none should be ignored.). The inclusion of both phrases manifestly evidences Congress’s intent 

to include both retrospective and prospective data within the scope of Section 2702(c)(4).7 

Section 2702(c)(4) also warrants further attention as it permits disclosure only in response to an 

ongoing “emergency involving danger of death or physical injury.” Compare 18 U.S.C. § 

2702(c)(4); with 18 U.S.C. § 2703(d) (authorizing a court to disclose “records or other 

information…relevant and material to an ongoing criminal investigation”).8 Prospective data is 

imminently more applicable under this subsection by allowing law enforcement to find a 

 
7 The legislative history of the SCA further corroborates Congress’s intent to include real-time 
data within its purview. The SCA was enacted out of concern that “[t]he existing statutory 
framework and judicial interpretations thereof do not adequately cover new and emerging 
electronic surveillance technologies.” Off. of Tech. Assessment, OTA-CIT-293, Electronic 
Surveillance and Civil Liberties, at 3 (1985). Finding contemporaneous protections for 
“telephonic surveillance” as “weak, ambiguous, or nonexistent”, Congress intended for the SCA 
to create Fourth Amendment-esque protections surrounding all digital communications. Id. at 3, 
26 (emphasis added). 
8 Some courts have also expressed wariness about Section 2703(d) specifically, holding that its 
“relevant and material” standard impermissibly relieved law enforcement from showing probable 
cause. See Espudo, 954 F.Supp.2d at 1038-9. This concern is plainly inapplicable to Section 
2702(c)(4) under its emergency requirement. See 18 U.S.C. § 2702(c)(4). 
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suspect’s current location and respond to the emergency. R. at 7, 22. Further, the emergency 
 
requirement necessarily limits the scope of collection to the emergency’s duration. Cf. United 
 
States v. Espudo, 954 F.Supp.2d 1029, 1036 (C.D. Cal. 2013) (holding that Section 2703(d) was 

inapplicable to real-time CSLI because the lack of a mandated duration period evidenced its 

“inherently retrospective” nature). Moreover, even if this Court finds the SCA generally 

inapplicable to real-time CSLI, Section 2702(c)(4) is readily severable given its unique 
 
limitations. See United States v. Booker, 543 U.S. 220, 258-59 (2005) (Because a court “must 
 
refrain from invalidating more of the statute than is necessary…[it] must retain those portions of 

the [statute] that are (1) constitutionally valid, (2) capable of functioning independently, and (3) 

consistent with Congress’ basic objectives in enacting the statute.”) (internal citations omitted). 

Finally, courts beyond the Seventh Circuit have specifically recognized the applicability 

of the SCA to real-time CSLI, even prior to Carpenter. For example, the Fourth Circuit in United 

States v. Taylor explicitly held that “The SCA authorizes the use of the Federal Rules of Criminal 

Procedure to obtain ‘a record or other information pertaining to a subscriber or customer’ of an 

‘electronic communication service.’ The statute itself does not preclude the collection of real- 

time tracking data.” United States v. Taylor, 54 F.4th 795, 805 n.5 (4th Cir. 2022) (emphasis 
 
added); see also United States v. Wallace, 885 F.3d 806, 811 (5th Cir. 2018) (“nothing in the text 

of the statute suggests that ‘other information’ does not encompass prospective data”) (dictum). 

Other federal circuit courts have likewise upheld the collection of real-time CSLI under various 

provisions of the SCA. E.g. United States v. Green, 969 F.3d 1194, 1207 (11th Cir. 2020); United 

States v. Riley, 858 F.3d 1012, 1018 (6th Cir. 2017); United States v. Banks, 884 F.3d 998, 1012-3 

(10th Cir. 2018). 
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Petitioner’s argument that Section 2702(c)(4) does not permit the disclosure of real-time 

CSLI is contrary to the letter and spirit of the SCA. In so arguing, Petitioner ignores both the 

plain language of the statute, as well as Congress’s intent to establish privacy protections for all 

types of digital data. Indeed, finding that the SCA governs both historical and real-time CSLI 

actually protects the privacy interests that Petitioner so fervently asserts. Accordingly, this Court 

should hold that Section 2702(c)(4) permits the collection of real-time CSLI. 

2.​ Even if Detective Ghiringhelli acted outside the scope of Section 2702(c)(4), his 
good faith and objectively reasonable mistake in interpreting the statute provides no 
grounds to justify suppression. 

As a threshold matter, Heien v. North Carolina provides an independent basis upon 

which this Court may deny suppression by establishing that no Fourth Amendment violation 

occurs when an officer conducts a search or seizure under his objectively reasonable mistake of 

law. Heien v. North Carolina, 574 U.S. 54, 61 (2014). When such mistakes do not give rise to a 

constitutional violation, it necessarily follows that the same mistakes cannot justify the 

application of the exclusionary rule. But even if this Court is unpersuaded by Heien’s reasoning, 

it should still formally extend its holding in Krull and hold that the good faith exception applies 

to an officer “who, erroneously, but in good faith, believes he is acting within the scope of a 

statute.”9 Krull, 480 U.S. at 369 n.17. This outcome is proper because the goals of the 
 
exclusionary rule are still vindicated by permitting only objectively reasonable mistakes of law. 

As this Court has long held, the limitations of the exclusionary rule turn upon the objective 

 
9 While Krull did not explicitly mention “objective reasonableness” in the footnote reserving its 
decision on mistakes of law, it is reasonable to assume that the Court intended to apply the same 
standard to such mistakes as “objective reasonableness” was not only the primary standard that 
guided Krull’s holding but also the basic touchstone of Fourth Amendment jurisprudence. Krull, 
480 U.S. at 360, 369 n.17 (good faith exception applied when officers acted in “objectively 
reasonable reliance on a statute” subsequently found unconstitutional); see also Robinette, 519 
U.S. at 34. 
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reasonableness and culpability of law enforcement conduct. See United States v. Leon, 468 U.S. 

897, 911 (1984). Absent such a finding, suppression would have no deterrence value while 

exacting a grievous social cost. 
 

I.​ Heien implicitly resolved the question reserved in Krull by holding that an 
officer’s objectively reasonable mistake of law does not constitute a 
constitutional violation. 

In recognition of the reasonableness touchstone inherent to Fourth Amendment 

jurisprudence, Krull established that suppression was unwarranted where a constitutional 

violation occurred due to an officer’s objectively reasonable reliance on an unconstitutional 

statute. Krull, 480 U.S. at 360. Nearly three decades later, Heien resolved the question reserved 

in Krull by declaring that an officer’s objectively reasonable mistake of law in misinterpreting a 

state traffic law can give rise to reasonable suspicion to conduct a warrantless seizure. Heien, 574 

U.S. 54, 68. In so holding, the Heien Court noted that just as officers are required to make factual 

assessments on the fly, they may also “suddenly confront[] a situation requiring application of an 

unclear statute.” Id. at 55. While the application of the statute might become clear later, the officer 

will “nevertheless have to make a quick decision on the law” when faced with a possible violation. 

Id. at 66. In support of such a finding, the Court reasoned that the Fourth Amendment only requires 

law enforcement to “act reasonably, not perfectly.” Id. at 54. Consequently, reasonable mistakes of 

law should be tolerated, and law enforcement must be given “fair leeway for enforcing the laws in 

the community’s protection.” Id. at 61. In response, the defendant specifically cited Krull in asserting 

that the “reasonableness of an officer’s legal error” had only been applied in instances where a 

constitutional violation had already occurred. Id. at 65. In the defendant’s view, such considerations 

on the limited question of remedy should not be applied to the broader question of whether a 

constitutional violation occurred at all. Id. at 64. The Court 
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emphatically rejected the defendant’s argument, stating that “[n]one of the cases Heien or the 

dissent cites precludes a court from considering a reasonable mistake of law in addressing that 

question.” Id. at 66. In addition, the Court also rejected the assertion that permitting mistakes of 

law would discourage law enforcement from learning the law, emphasizing that its holding was 

limited to only “reasonable mistakes” and such mistakes “must be objectively reasonable.” Id. 

(emphasis in original). 
 

Heien is applicable to this instant issue. The threshold question of whether a 
 
constitutional violation occurred cannot be viewed as being irrelevant to the question of whether 

a constitutional remedy is appropriate. Since Weeks, the Court has long emphasized that the 

purpose of the exclusionary rule is to deter unconstitutional conduct by law enforcement. See 

Weeks, 232 U.S. at 398. Thus, it logically follows that suppression cannot be justified without a 

constitutional violation. Heien neatly resolves the question reserved in Krull at its inception. By 

answering the antecedent question of whether the Fourth Amendment permits objectively 

reasonable mistakes of law, Heien necessarily answers the subsequent question of whether a 
 
remedy is applicable. See Heien, 574 U.S. at 68. It would be clearly inapposite for this Court to 

find that a mistake of law warrants a judicial remedy when it previously held that such a mistake 

does not constitute a constitutional violation at all. Id. This contention finds further support in 

the textual similarities between Heien and Krull. Both apply the same language of “objective 

reasonableness” in assessing law enforcement conduct. See id. at 66; Krull, 480 U.S. at 349. The 

scope of what is permissible in both cases likewise rests upon the same analysis. See id.; Heien, 

574 U.S. at 66. There is no logical reason why this Court should apply one standard of 

“objectively reasonable mistake” to determine Fourth Amendment violations and an entirely 

different standard of “objectively reasonable mistake” to determine the application of the 
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exclusionary rule. Indeed, even if different standards should apply, the test for triggering the 

exclusionary rule would have to be more stringent and exacting than that for finding a Fourth 

Amendment violation. Herring v. United States, 555 U.S. 135, 145 (2009) (citing Franks v. Del., 

437 U.S. 154, 155-6 (1978)). Accordingly, it is axiomatic that when an objectively reasonable 

mistake of law does not even rise to the level of a Fourth Amendment violation, it would be 
 
unable to trigger suppression. See id. Because an officer’s objectively reasonable mistake of law 

does not violate the Fourth Amendment, such mistakes cannot justify suppression. See Heien, 

574 U.S. at 68. 

Heien’s holding readily lends itself to the facts of this case. First, just as in Heien, 
 
Detective Ghiringhelli was confronted with a situation in the field that required him to “make 

a quick decision on the law.” Id. at 66; R. at 6, 7. Indeed, Heien’s holding is arguably more 

applicable here. Rather than a mere traffic violation, Detective Ghiringhelli was confronted with 

a severe and rapidly evolving emergency that demanded a rapid response. Id. at 58; R. at 6. The 

Fourth Amendment requires that Detective Ghiringhelli be given “fair leeway” in doing so. Id. 

at 

61. Second, “fair leeway” still imposes sufficient restraints on law enforcement conduct and 

Detective Ghiringhelli’s interpretation of the statute must be “objectively reasonable” for this 

Court to find no constitutional violation. Id. at 66. In assessing “objective reasonableness,” the 

District Court for the Southern District of California’s holding in Espudo is instructive. Espudo, 

954 F.Supp.2d at 1044-5. There, the court held that although the government acted beyond the 

scope of Section 2703(d) in collecting the defendant’s real-time CSLI, its conduct was 
 
objectively reasonable because “[t]here is no clear, controlling case explicitly stating that the 

government may not obtain real-time [CSLI] under the SCA” and that “at most there are only 

conflicting district court decisions on the subject.” Id.; see also United States v. Jones, 908 
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F.Supp.2d 203, 214-5 (D.D.C. 2012) (“reasonable minds may differ as to whether Section 2703 

permits law enforcement to seek authorization for [real-time CSLI]”); People v. Molenda, 71 

Ill.App.3d 908, 911 (Ill. App. Ct. 1979) (Noting that while an officer’s mistake of law was 

unreasonable, the court “might be of a different opinion if the statute was ambiguous or required 

judicial construction to determine its scope or meaning.”). Here, Detective Ghiringhelli’s 

interpretation of Section 2702(c)(4) was at the very least objectively reasonable, if not correct. 
 
Detective Ghiringhelli is a police officer, not a lawyer, and had “no clear, controlling case” to aid 

him in deciding whether his conduct was authorized. Espudo, 954 F.Supp.2d at 1044-5. That 

multiple federal circuit courts agreed with Detective Ghiringhelli’s interpretation further attests 

to the objective reasonableness of his conduct. E.g. Wallace, 885 F.3d at 811. Indeed, the fact 

that this issue is now pending before this Court definitively establishes that the applicability of 

Section 2702(c)(4) to real-time CSLI is “ambiguous [and] require[s] judicial construction to 

determine its scope [and] meaning.” Molenda, 71 Ill.App.3d at 911. Interpreting Section 

2702(c)(4) is a far more intricate task than the traffic law in Heien and requires determining both 

the operative significance of specific words like “stored” and “information,” as well as the 

underlying significance of the legal and policy issues implicated. See Heien, 574 U.S. at 58; 18 
 
U.S.C. § 2702(c)(4). Under Heien, Detective Ghiringhelli’s objectively reasonable interpretation 

of Section 2702(c)(4) cannot amount to a constitutional violation at all. Id. at 68. 

Because the exclusionary rule is inapplicable absent an underlying constitutional 
 
violation, this Court should categorically hold that an officer’s objectively reasonable mistakes of 

law cannot warrant suppression. Since Detective Ghiringhelli’s alleged mistake of law was 

objectively reasonable, this Court should further deny Petitioner’s request to suppress the 

evidence stemming from the collection of his real-time CSLI. 
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II.​Regardless of Heien, the exclusionary rule is still inapplicable without a 
finding of law enforcement culpability. 

While the United States urges this Court to apply Heien’s reasoning to this instant issue, 

the facts of this case also independently render the exclusionary rule inapplicable, even if a 

constitutional violation had occurred. Where an officer’s mistake of law is made in good faith 

and objectively reasonable, suppression carries a marginal deterrence benefit while exacting a 

grave social cost. See Leon, 468 U.S. at 922. This Court has long held that the extent to 

which suppression is justified varies directly with the degree of law enforcement culpability. 

Rakas, 439 U.S. at 137. Under the modern standard articulated in Herring, suppression is 

warranted only when law enforcement conduct can be meaningfully deterred and where 

deterrence is justified by the cost of letting a guilty defendant go free. Herring, 555 U.S. at 

144. Such findings turn upon the objective reasonableness of law enforcement when 

engaging in constitutional violations. See Leon, 468 U.S. at 923, n.24. 

In Krull, the Court held that the good faith exception prevents the suppression of 
 
evidence obtained pursuant to a statute subsequently found unconstitutional. Krull, 480 U.S. at 
 
349. There, the Court implicitly recognized the centrality of law enforcement culpability by 

emphasizing the good faith and reasonableness of an officer’s conduct in justifying the good 

faith exception. See id, at 359-60. The Krull Court began its analysis by indicating that 

suppression is proper “only when it can be said that law enforcement had knowledge, or may be 
 
properly charged with knowledge, that the search was unconstitutional under the Fourth 

Amendment.” Id. at 348-9 (citing United States v. Peltier, 422 U.S. 531, 542 (1975)). 

Importantly, by permitting suppression when an officer “may be properly charged with 
 
knowledge,” Krull established that the exclusionary rule turns upon the objective culpability of 

law enforcement conduct. See id. Under this standard, the Court found that evidence obtained 
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under a statute whose defect was “not so sufficiently obvious” to render reliance “objectively 
 
unreasonable” should not be suppressed. Id. at 359. This outcome was ultimately premised upon 

an absence of culpability because a reasonable officer unaware of a statutory defect could not 

have relied on it to intentionally engage in illegal conduct. See id. at 359-60. Without underlying 

culpability, suppression cannot serve the “prime purpose” of the exclusionary rule. See id. at 347. 

More than two decades later, Herring clarified the culpability inquiry raised in Krull, 

holding that the exclusionary rule is inapplicable where law enforcement conduct is merely 

negligent. Herring, 555 U.S. at 144. There, the Court declined to apply the exclusionary rule 

where law enforcement negligence in relying on a recalled warrant led to an illegal arrest and 

seizure of incriminating evidence. Id. at 147. Formally articulating what had been implicit in 

Krull, the Herring Court declared that “the extent to which the exclusionary rule is 

justified…varies with the degree of law enforcement culpability.” Id. at 143. In so holding, the 

Court held that the exclusionary rule is triggered only when a court reaches two independent 

conclusions on the facts of the case. Id. at 144. First, “police conduct must be sufficiently 

deliberate that exclusion can meaningfully deter it” and second, “[police conduct] must be 
 
sufficiently culpable that deterrence is worth the price paid.” Id. (emphasis added). Under the 

“sufficiently deliberate” prong, law enforcement must have knowledge that their conduct is 

unconstitutional to justify suppression. Id. at 143-4. Akin to the “sufficiently obvious” 

component of Krull’s inquiry, a showing of sufficiently deliberateness under Herring is likely to 

be found where “official conduct was flagrantly abusive of Fourth Amendment rights.” Krull, 

480 U.S. at 359; Herring, 555 U.S. at 702 (quoting Brown v. Ill., 422 U.S. 590, 610-1 (1975)) 

(Powell, J., concurring in part); see e.g. Mapp v. Ohio, 367 U.S. 643, 644-5 (1961) (finding 

flagrantly abusive conduct when official officers knowingly relied on a false warrant in entering 
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a home); Silverthorne Lumber Co. v. United States, 251 U.S. 385, 390 (1920) (finding a flagrant 

constitutional violation when officers seized a defendant’s documents “without a shadow of 

authority,” with even the government acknowledging that the “seizure was an outrage”). 
 
Additionally, Herring also required a showing of “sufficient culpability” behind the 
 
constitutional violation. Herring, 555 U.S. at 143. The Court explained that the culpability 

necessary for suppression requires a heightened mental state of at least reckless or grossly 

negligent. Id. at 144. While acknowledging that triggering suppression for negligent misconduct 

may have some deterrence value, the Court emphasized the exclusionary rule’s balancing inquiry 

in finding that such marginal value is not “worth the price paid by the justice system.” Id. at 144. 

Such a holding was also consistent with precedent, as the Herring Court noted that “since Leon, 

we have never applied the rule…where police conduct was no more intentional or culpable than 

[negligence].” Id. Because the error at issue in Herring stemmed from mere negligence, any 

benefit from suppression “would be marginal or nonexistent.” Id. at 146 (quoting Leon, 468 U.S. 

at 922). 

In addition to Krull and Herring, numerous lower courts have already held that 
 
objectively reasonable mistakes of law did not warrant suppression. For example, in State v. 
 
Gies, the Ohio Court of Appeals relied substantially on Heien’s holding in concluding that “even 

were we to ultimately conclude that [officers’] reading of the statute was flawed,” the officers’ 

belief that a statute permitted then to execute a warrantless search was “sufficiently reasonable to 

trigger the protections of the good faith exception.” State v. Gies, 146 N.E.3d 1277, 1285 (Ohio 

Ct. App. 2019); see also Wilmington v. Conner, 144 Ohio App.3d 735, 740 (Ohio Ct. App. 2001) 

(“Because courts must be cautious in overlooking a police officer’s mistake of law, the mistake 

must be objectively reasonable.”) (citing People v. Teresinski, 26 Cal.3d at 457, 462-4 (Cal. 
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1980) (overruled on other grounds by Cal. v. Teresinski, 449 U.S. 914 (1980)) (internal citations 

omitted); People v. Schantz, 219 N.E.3d 590, 594 (Ill. App. Ct. 2022) (good faith exception 

applicable when an officer’s failure to administer statutorily required warnings prior to 
 
performing a blood draw was objectively reasonable); United States v. Ackerman, 804 Fed.Appx. 

900, 904-5 (10th Cir. 2020) (holding that while a state actor arguably exceeded its authorized 

statutory authority, suppression was improper because it had acted in “objectively reasonable 

reliance”). 

Under the modern test articulated in Herring, Detective Ghiringhelli’s good faith and 
 
objectively reasonable mistake of law is neither sufficiently deliberate nor sufficiently culpable 

to justify suppression. See Herring, 555 U.S. at 144. First, nothing in the record indicates that 

Detective Ghiringhelli knew that his reliance on Section 2702(c)(4) exceeded its scope. R. 17, 

18, As previously argued, courts are divided on whether the SCA authorizes the collection of 

real-time CSLI. Where “reasonable minds may differ” as to the scope of Section 2702(c)(4), 
 
Detective Ghiringhelli cannot be “properly charged with knowledge” that his conduct was 
 
unauthorized. Jones, 908 F.Supp.2d at 214-5; Krull, 480 U.S. at 438-9; cf. Silverthorne, 251 U.S. 

at 390 (finding that any reasonable officer would know that warrantless seizure (absent exigent 

circumstances) is unconstitutional); Molenda, 71 Ill.App.3d at 910 (finding that an officer’s 

mistake was unreasonable by frisking a defendant standing on a road shoulder he suspected of 

hitchhiking when the statute clearly defined “hitchhiking” as standing in a roadway to solicit a 

ride). With a genuine dispute as to whether Detective Ghiringhelli’s reading of Section 

2702(c)(4) was incorrect at all, there is no deliberate conduct that suppression can deter. See 

Herring, 555 U.S. at 144. 
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Second, there is also no “sufficiently culpable” conduct justifying suppression. Id. 
 
Nothing in the record indicates that Detective Ghiringhelli either intentionally misinterpreted 

Section 2702(c)(4) or was otherwise reckless or grossly negligent in doing so. R. 17, 19. The 

language of Section 2702(c)(4) plainly allows law enforcement officers to request the disclosure 

of customer records if they “in good faith, believe[] that an emergency involving danger of death 

or serious physical injury…requires disclosure.” 18 U.S.C. § 2702(c)(4). Petitioner’s arguments 

on the scope of the SCA, based on the statute’s technical language, can hardly establish that 

Detective Ghiringhelli was anything more than negligent at most in requesting Petitioner’s 

real-time CSLI. Accordingly, permitting suppression here would not only be contrary to this 

Court’s longstanding precedent but exact a grave social cost by letting a violent criminal 

defendant walk free on the basis of an obscure and fiercely contested misinterpretation of the 

SCA. Any marginal, and arguably nonexistent, deterrence benefit in applying the exclusionary 

rule to Detective Ghiringhelli’s good faith and objectively reasonable reading of Section 

2702(c)(4) cannot be “worth the price paid by the justice system.” Herring, 555 U.S. at 144. In 

light of the foregoing, this Court should formally extend the good faith exception to an officer’s 

good faith and objectively reasonable mistakes of law. 

 
CONCLUSION 

Neither the warrantless collection of real-time CSLI nor an officer’s objectively 
 
reasonable and good faith mistake of law violates the protections of the Fourth Amendment. For 

the foregoing reasons, the United States respectfully requests that this Court affirm the 

judgment of the Seventh Circuit on the collection of real-time CSLI and hold that the good faith 

exception applies to an officer’s objectively reasonable and good faith mistake of law. 
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