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Wayne Stacy 00:30

So welcome everyone to the UC Berkeley Center for Law and Technology's Expert Series. We have a
session two for you today. Kirk Nahra from WilmerHale is joining us again. If you haven't seen session
one, | got to recommend you go back and watch session one. It is a really enlightening history of
HIPAA and how we got here, as Kirk says, not something you'd set out to design, but this is where we
are, so it's great to know how we got here. So, again, session one, you can find that here in the files for
UC Berkeley. But now we want to go to session two and talk about what's coming. So, with that quick
introduction, for those of you that didn't see session one, Kirk is the co-chair of the artificial intelligence
practice, co-chair of the cybersecurity practice, and co-chair of the privacy practice at WilmerHale. Put
all that together, that indicates he's really, really good at what he does, and incredibly knowledgeable
over a 25-26 year practice in this area. So with that, Kirk, | will let you start with session two and get out
of your way.

Kirk Nahra 01:47

Great, thank you. Thank you very much. And, as always, happy to be here. So, what we're going to do
today, just to continue the series, the first session, we, we talked a lot about why HIPAA is the way it is.
It's the result of a statute, the Health Insurance Portability and Accountability Act, that focused on
portability of health insurance, then moved on to standard electronic transactions, and only at the end
of that thinking got to barely mentioning privacy and security, but again, the impact of the statute was
on who could be subject to the HIPAA rule. So we learned about why HIPAA is the way it is. Very
different than law in every other country, certainly, and results in HIPAA not being a comprehensive
overall healthcare privacy rule, but a healthcare privacy rule, very important one, but health care
privacy rule that applies in certain situations to certain kinds of entities for certain kinds of information.
So, what we're going to do today is actually talk about the substance of HIPAA. We talked about who is
covered by it, but we're going to talk a little bit more about the substance of HIPAA, and in particular
some of the key decisions that were made, some of the key choices that were made by the regulators,
the lawyers at HHS, who were drafting these rules. So, when | think about privacy laws in general, |
always want my students to answer a few questions. Well, first question, which we covered in last
session for HIPAA, was, Who is subject to the rules? Then we have who's protected by the rules, and
once you know who's protected by the rules, you think about what information about those people is
protected by the rules. You can use that framework for any, any privacy law that you have.

Kirk Nahra 01:50

There is, you know, then then there's a fourth category we'll get to, which is like once you know who's
protected and who's covered, what are you allowed to do with that information. There is, of course, no
law that says you have information you can't do anything with it. So every law, every privacy law says
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you can do x but not do y. So, in connection with the HIPAA rules, let's focus on what the information is
that's protected by the privacy rule. The phrase we're going to use, the key reference in the rules, is
called protected health information. Acronym is PHI. | told you in the first session that if my students
misspell HIPAA, | will fail them. They might get PHI wrong, they might say personal health information,
that's not right, but it's not terribly wrong. The phrase, however, is protected health information. Alright,
so let's move on from that starting point now. | also mentioned in the first session that one of the
justifications for even having a field of healthcare privacy law is the idea that there's something different
about health information, but let's explore that a little bit, because | think it's a little hard to justify in
certain situations. So, for example, we would probably all agree, somebody has a different perspective.
I'm always happy to hear it, but we would generally agree that information about your HIV status, your
mental health status, your substance abuse information would be sensitive information deserving of
appropriate significant protections. That's fine. However, as we were going to learn in a minute, | want
you to understand that if a hospital has your name and address because you are a patient, your name
and address also is protected under the HIPAA rules and gets basically the exact same protection that
your HIV, mental health, or substance abuse information does. That doesn't mean that your name and
address, when the bank has it, or the grocery store has it, or the library has it, is health information, but
it does mean that it's protected health information, subject to HIPAA rules and HIPAA protections.
Alright, so that's the starting point. Then think about some information that is clearly health information,
but might be less sensitive. | always use the example of foot surgery records. | play a lot of tennis. Let's
say one day | twist my ankle and | need surgery on my ankle. | care about that data. My doctor cares
about that data. Very few other people care about Kirk Nahra's ankle injury. However, if Lebron James
has exactly the same ankle injury, and he will never play in the NBA again after that ankle injury,
everybody cares about that, but they don't care about it because it's ankle injury, they care about it
because it's Lebron James information. So sensitivity might be specific to the person rather than the
information, and so that is certainly a challenging component of what makes something health
information. We have to factor that in.

Kirk Nahra 06:10

So, putting aside that broader question, let's talk about how the HIPAA rules, in particular, deal with this
information. It's actually a little tricky to get to the right definitions. We have to go through a number of
sort of cross references, but the way it works is essentially as follows. It has to be individually
identifiable health information, that means it has to be about a specific known person, and it has to be.
A subset of health information, which has its own definition, but it includes information that relates to the
past, present, or future physical or mental health or condition of an individual, the provision of health
care to an individual, or the past, present, or future payment for the provision of health care to an
individual, so let's think about particularly that last piece. When you have your first day at your new job,
you fill out a bunch of forms with your employer. One of those firms, one of those forms is going to be
signing up for the health insurance program. In that form, you're going to write down your name, your
address, your email, your phone number. If you have to pay for some portion of it, maybe it's got
financial information, it's going to list your dependents, but that's all it's going to have. That information
clearly relates to the past, present, or future payment for the provision of health care. That's how you
get signed up for your health insurance, and so that information, none of which is obviously about your
health is legally defined by the HIPAA rules as protected health information fully subject to the
protections of the HIPAA rules. So my rule, when I'm giving advice to clients on this, is that if you are
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subject to the HIPAA rules, your healthcare provider or health insurer, for example, any personally
identifying information you have about a person because they are your patient or your insured is
protected health information subject to the HIPAA rules. So very broad scope, as long as you're one of
the people who is protected by the HIPAA rules.

Kirk Nahra 06:10

Now there are a couple of exclusions in that. For example, it is excluded if you have information in what
are called education records covered by the Family Educational Rights and Privacy Act, that is the
FERPA law that applies to colleges, universities, some high schools. They give you an example of
where that creates some tensions if you are a student at a college, and you go to the student health
clinic, and they prescribe you aspirin, or they give you a flu shot, that information is subject to the
FERPA law, not the HIPAA rules. If you go across the street to the hospital, and you get the exact
same flu shot, the hospitals covered by HIPAA, because it's not part of the educational environment.
Where that gets tricky is things like sexual assaults. There's a number of cases that have been brought
against universities, in particular, addressing their response to sexual assaults, and the universities in
defending those litigation matters went to the local, | mean, went to the school health clinics and were
able to get information about reports of sexual assaults. They were able to get that information because
those are university educational records, not HIPAA records. If the impacted student had gone across
the street to the hospital and reported it at the hospital. The university would have had no way to get
access to that information. So, the fact that student health clinic information is not covered by HIPAA
creates a disparity in the protections that are available to a student when they report a sexual assault.
To be fair, virtually no student understands that. So, that's a challenge with that. We also have an
exclusion for employment records held by a covered entity as role as an employer, that's the line
between the group health plan and employment records. Your Family Medical Leave Act, your disability
claim, your workers comp claim, your excuse for missing work for a doctor's appointment, all of that is
employment records not covered by the HIPAA rule, so that's the information that's covered by the
rules. Then we get to what | always think is the most interesting part of any privacy law, which is what
you can and cannot do with the information. Again, you can look at that point for any privacy law that
exists, the HIPAA example is a particularly interesting one, and a particularly important one. This is
probably the single most important policy decision that was made in the drafting of the HIPAA rules.
The premise that the drafters of the rule went in with was they wanted to make it relatively easy to use
and disclose information for normal important healthcare purposes and harder for everything else, so
we're going to talk about what that means, but that's the premise of the rules. Now, as we go through
this, | do want those of you who are involved in any kind of broader privacy discussions, | do want you
to think about whether the HIPAA model could actually be a useful model as part of the national privacy
law, because it's going to define certain disclosures that are automatic and certain that require
additional permission. That might be a worthwhile model to think about in the context of broader privacy
issues. So, in writing the HIPAA rules, there are three ways that you are allowed by the law to use and
disclose protected health information. There's three categories. First of all, we have what's called
individual consent.However, the individual consent under the HIPAA rules is presumed by the law,
meaning it's automatic. The idea for that was to take normal health care activities and make those uses
and disclosures automatic with assumed or presumed individual consent. The three words that we call
use are treatment, payment, and health care operations. Those are what HHS defined to be the sort of
normal, common, typical things that happen in the healthcare industry. Treatment is pretty
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straightforward. Every patient expects to have their information used for treatment purposes. Every
patient expects to have their information used to have payment for those healthcare services.
Healthcare operations is a little more complicated. It's essentially the administrative activities of running
a healthcare business. You need an accounting department, you need a law department, you need a
technology department, you need a quality control department. This allows those departments to
operate without the need for patients to give permission, because that permission is automatic. But the
idea is we're going to take the normal stuff and make it easy to do through automatic presumed
consent. Then there's a second category that we called national priority purposes, which is basically
specific public policy exceptions, or examples may be better than exceptions, where excuse me, the
drafters of the rule said we need to allow use of disclosure of information for these national priority
purposes, essentially independent of patient permission. Easiest example of that, it's just one of the
examples is patient is in the hospitals diagnosed with Ebola. Public policy wants that Ebola patient to
be disclosed to the public health authorities. It would be really odd if you had to go to that patient and
say, hey, is it okay if we disclose to the public health authorities that you have Ebola, because if you
have to ask them, they might say no. So, the HIPAA rules say you don't need permission, you can just
disclose information to public health authorities. There are provisions dealing with oversight, regulatory
activities. There's a litigation provision. There's a bunch of specific little mini privacy rules that are
designed around particular public policy purposes, where HHS, in drafting the rules, basically said if
you follow these little mini rules, you don't need any permission, and permission is largely irrelevant. So
those are the first two categories. Then there's a third category, which is called individual authorization,
and this is basically a situation where there's an unusual activity or an uncommon activity. We'll talk
about some examples in a few minutes, but the idea is something that's out of the norm. If you want to
do something that's out of the norm, with the norm being treatment, payment, and healthcare
operations. If you want to do something that's out of the norm, you need specific patient permission for
that. We'll talk about what's involved in that. We'll talk about some examples in a minute, but those are
the three categories. If it doesn't fit one of those three categories, you are not allowed to use and
disclose information that would be unlawful under the HIPAA rules. So let's explain all this a little bit
more. The purpose of these categories was to balance appropriate privacy protection with the efficient
and effective operation of healthcare system. We wanted to protect privacy, but also have a working
healthcare system. There was a recognition that if you gave consumers more or better privacy
protection, that would be bad for the health care system, which means bad for patients. Let me walk
you through some examples of that, just to think about. In the original draft of the HIPAA rules, patients
needed to give their permission for those normal treatment payment healthcare operations purposes.
Under that rule as drafted, not what the final rule says, as drafted, if a patient went into the doctor, the
doctor would have to say, "Hi, patient, happy to have you here. | need your permission to use and
disclose your information for treatment payment healthcare operations. Patients says | do not give you
my consent. All the doctor could do at that point is to say, thank you for coming in, | can't help you.
Because if you don't have permission to use their information for treatment, payment, health, derivation,
you can't do anything. So they said, we're not going to, we're not going to go through that choice, we're
just going to make it automatic. Now, there was an intermediate option, you could have said, all right,
patient. Here's the stuff we need to do. Here's a list of every treatment purpose, every payment
purpose, and all kinds of healthcare operations things we do, like quality control and training and
payment and accounting, and all this stuff. You start checking boxes. Tell me, which of these things it's
okay for me to do. Now think about that. That would create chaos in the healthcare system. | don't
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know what a patient would do when they're given a list of 1,000 things the hospital needs to do with
their data. They might check all the boxes, they might check none of the boxes. The worst thing would
be if they started checking individual boxes, they would have no idea what to check, and patient one
would check different things than patient two and different three. So, HHS basically said, "We're not
going to give them that option, that would be terrible for the health care system. And so, we're going to
say we're not going to do that. We're just not going to do that. We're going to make a choice that says
we're going to protect your privacy. We're going to have rules to protect your privacy, even in these
normal situations. We're just going to not go through this consent charade. We're not going to do that,
and we're not going to give you better consent rights, more control, because if we gave you more
control, that would be worse for the overall health care system, and that also means bad for patients.
So, again, that was their public policy decision. You could debate that, you could take a different
position, but again, | asked my students, if you want to take a different position, you have to explain to
me what it's going to be, and you have to explain to me what the effects will be on the healthcare
system. This was HHS way to balance the two goals of having good privacy protection with a good
working healthcare system, that was the best way they thought they could do it.

Kirk Nahra 06:40

Then think about some other things that are less specific, but also might be health information. Many of
you have search history available on your laptop computers. If you don't know to delete that, you've got
lots of stuff on your on your laptop. If | see in your search industry search history, | see a search about
how do | know when my cholesterol is too high. How am I.. how do you know if someone's got
diabetes? What are the risk factors for a COVID infection? Things like that. Is that health information
about the person whose computer it is? Might be, might not be. They might be writing a paper, they
might be curious about their friend, they might be wondering about all kinds of things, but it could be
health information about a particular person. We just don't know, and we have to factor that in. Then
we're starting to think about things like location information. There are a number of recent laws. We'll
talk about these in session three a little bit. There are a number of recent laws that some of which are
offshoots of the Supreme Court decision in the Dobbs case involving reproductive rights information.
There are a number of laws that protect location information as health information. One of those laws in
the state of Washington protects information if you are, if your location is within 17 150 feet of a medical
facility. Now | always say that | am doing this presentation from my office in Washington, DC. When |
am sitting here talking to you, and I'm doing this presentation, and the rest of the day I'm reading my
emails, and I'm doing my other Zoom calls. If that law were in effect in Washington, DC, rather in
Washington state, my location information right this second would be legally defined as health care
information, because the George Washington University Hospital is next door to my office building.
Now, that obviously makes no sense for me, but that's what the law says is healthcare information,
because it's defined within a radius of a healthcare facility, then we have lots of other information, like
voting records, purchasing habits, television watching patterns, where healthcare providers, healthcare
researchers, other people in the healthcare industry use that information to evaluate certain kinds of
healthcare issues. So, as you think about those, it starts to get very difficult to pin down what exactly
health information is and why it is sensitive. | said in session one that the law is becoming increasingly
chaotic. One of the reasons is that there is more and more law defining a wider range of information as
health information, and therefore making it sensitive information, but when you start to include things
like location information, it starts to get much harder to explain and justify.
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Kirk Nahra 09:33

Now, | do want to give you some other examples, just to think about how that work this works. There's
a similar approach in HIPAA to something called de-identification, which is the steps that you have to
go through to remove the identifiers from certain patient information, such that it's no longer connected
to an identifiable patient. Basically, what HHS said is, look, we think there's a lot of valuable uses for
the healthcare system with this de-identified data. It's good for public health, it's good for research,
there's lots of other purposes for it. We're going to create a standard that says it's properly de-identified
if there is a low risk of re-identification, but they were very explicit in saying if we went further than that,
we made it more aggressive, and he said you have to have zero risk rather than low risk, they said
what that would mean is it would create incremental additional protections for the consumers, but it
would mean that nobody could actually use that information, because that's far too aggressive a
standard, and so we're not going to do that. We're going to make a choice that says good privacy
protections while still having a working, efficient healthcare system, but what that means is that when
your data has been de-identified, the choice they made was when your data has been de-identified
consistent with the standard. The HIPAA rules no longer apply to that information. The decision was
you, as a consumer, no longer have any relevant privacy interest in that data. Now | want to give you
an example. There's a little bit academic, but | think it's a real-world example that you should be able to
think about. There were a number of court cases in the very early 2000s where that was during the
Bush administration. There was a federal law that regulated something called partial birth abortions,
and there was a constitutional challenge to that law, and the Department of Justice, under Attorney
General Ashcroft, was defending the constitutionality of that restriction on partial birth abortions. In the
course of subpoena, in the course of defending that statute, they subpoenaed medical records from the
teaching hospitals, Northwestern Memorial, being one of them, who were performing this sort of new
experimental treatment. The Department of Justice in those subpoena said, "We don't want to know
who these people are. We don't care who they are. We don't need any information. We want, we don't
want any information about the identifiable patients. We just need to know how this, you know, this
treatment procedure works. The hospitals all challenge the subpoenas. In the course of quashing the
subpoenas, the Seventh Circuit made the following statement: even if there were no possibility that a
patient's identity might be learned from redacted medical record, there would be an invasion of privacy.
No possibility. so that's much more aggressive than the HIPAA de-identification standard. It also takes
a fundamentally different approach. It says you still have a privacy interest in this information, even if
nobody can tell who you are. So | want you to think about that, as you know, one of the, one of the
challenges in healthcare privacy right now is, how do we fix the problems, but that kind of an approach
that says you have an interest in your information, even if nobody knows that it's about you, which we
can understand in the context of an abortion case. It's a little, you know, if this case had been about an
experimental foot surgery, I'm not sure would have come out the same way, but really does sort of
challenge what is healthcare privacy, what is privacy, what are our interests. Want you to think about
that a little bit now. Moving from that academic to the more practical. | mentioned that one of the
categories for permitted uses is something called authorizations. This is again real permission for
specific things that are not typical or normal, and it requires real permission from the consumer. They
don't use the word informed consent, but it is basically an informed permission. Let me give you two
examples, just to give you a sense of where this might come up. You have a rare disease, hospital
treats you, hospital cures you of the rare disease. Hospital comes to you and says, we would like to tell

-6 - https://otter.ai


https://otter.ai/

your story on our website. We think there are other patients who have this condition, they would be
inspired, they would learn there's treatment possibilities. We want to tell your story, not going to lie, it's
good for the hospital too, but we want your permission. They can't make you sign that they can't
threaten to withhold treatment. It's just a pure choice for you. If you are willing to have your story told on
their website, that's obviously not a normal or common thing. If you are willing to have your story told on
their website, you would sign an authorization permitting them to use and disclose your information for
that particular purpose. That's an example of an authorization. Another example: star athlete, you're a
basketball player in college, you're about to be drafted number one in the WNBA. The team that's about
to draft you says, "Hey, we're about to draft you number one, but we want to make sure that that ankle
injury you had last year is properly cured. We need to see your medical records. You, as the star
athlete, would go to your doctor and give that doctor authorization to disclose your medical records to
the basketball team. If the basketball team called the doctor directly and said, 'Hey, we want to see
your records, the doctor would say, 'Go away, | don't have any permission to disclose it to you. But the
athlete can say, 'Look, | know it's not normal, but | want you, | authorize you, doctor, to disclose that
information to the basketball team, so that's again one of the ways you can disclose information. It's a
permitted way to do it, but it's very particular, very specific authorization permission from a patient.

Kirk Nahra 22:56

All right, let's go to some of the other key concepts of the HIPAA rules. Remember, there's HHS, we
talked about in the first session, was sitting down to write these rules under a basically a blank slate,
and they realized, you know, because they had limited authority on what they were able to, who they
were able to apply the laws to, they recognized very quickly that hospitals and health insurers in
particular use lots of vendors, and they realized very quickly that they had no authority, so they had to
figure out what to do, so they made up the concept of what's called a business associate. A business
associate is essentially a service provider to a HIPAA-covered entity, service provider to a hospital, to a
health insurer, where the service involves some kind of protected health information, and these are
activities where the business associate is acting on behalf of the covered entity, so they had to figure
out what their options were, and as | think about it, you know, | was not in that room, but as | think
about it, they had sort of three choices. They could have said, "Well, Congress didn't give us any
authority over these service providers, patients are out of luck when data goes to them, we're just going
to give up," or they could have said "we're going to prohibit using service providers." That's really a
tough thing to do, to say we got to change the whole business model, the entire healthcare industry.
So, instead, they were very thoughtful, and they said, all right, look, we can't regulate the vendor, the
service provider, but we can regulate the hospital that wants to hire them, so what we're going to do is
we're going to say the hospital, if you want to hire one of these vendors, you need to impose by
contract on those vendors very specific contractual provisions that apply privacy and security controls
to the vendor. So they made up this category of what are called business associates, and they made up
something called a business associate agreement, where the regulation spells out what needs to be in
that contract between a covered entity and its service providers, that was the best way that they could
figure out to protect your privacy when the data moved from a hospital to the hospital's vendor, but it
was contractual. So, originally, for the first 10 years of the HIPAA rules, the obligations on business
associates were only contractual. Then, in 2009 followed by regulations in 2013 Congress changed the
scope of the law, so that business associates are now subject to the law directly. That means they have
both contractual obligations, and they could be subject to government enforcement. That business
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associates have to follow the full security rule, they have to have lots of privacy requirements, but that
again, it was a way for HHS to address the fact that HIPAA is not a general overall healthcare privacy
rule, but in fact a privacy rule for certain kinds of entities, and those certain kinds of entities did not
originally include business associates. So let's spend a minute just thinking about these business
associates and who they are. So hospital hires a data analytics firm to go look at medical records from
the emergency room to make recommendations on how they could operate their emergency room more
efficiently. That company is clearly a business associate, they're acting on behalf of a hospital, they
have patient information. In order to do that, prototype business associate, they would have to sign one
of these contracts, etc. What about the company that provides toilet paper for the hospital? They're
clearly hired by the hospital to provide toilet paper, however, individual patient doesn't have a toilet
paper roll with their name on it, they just provide toilet paper, so they're a supplier, they're a vendor, but
they're not a business associate, because their service does not involve protected health information.
Those first two are pretty straightforward. Then we get to a more complicated example, a cloud storage
firm that only stores encrypted patient data. Now, that's a little more complicated. It requires a little
more thinking, but | would look at that and say, well, the cloud storage firm is a vendor. The service
they are providing involves protected health information. They're hosting all these patient records. The
fact that they can't access those records does not exempt them from being a business associate. It
may mean they don't have that much stuff to do to comply. | mean, for example, they don't have to
worry about authorizations, and is it treatment, payment, healthcare operations, or is it an Ebola?
They're not doing anything with the data, but they do have to protect it. They do have to hold it. So they
are a business associate, that's a little more complicated. Some of those discussions are interesting,
but again, if you're a lawyer in this space, your client could be the hospital health insurer, or it could be
the business associate, and frankly, every hospital health insurer might have 3000 or 5000 business
associates, meaning there's a lot more clients who are business associates than there are clients who
are hospitals.

Kirk Nahra 23:19

All right, last but not least, on the core provisions of the HIPAA rules, is | want you to think about and be
aware of the individual rights provisions of the HIPAA rules. Again, almost every privacy rule creates
some kind of individual rights for consumers. Here are some of the rights. We're not going to go into a
lot of detail about. You have a right to get an individual HIPAA privacy notice. You should all take a
minute and think about whether you have seen a HIPAA privacy notice, where you have seen it, think
about whether you read it, think about whether you signed it, if you signed it, think about what you are
signing. You might be surprised at the answer to that. If you think about it. You have a right to what's
called access. You have a right to get a copy of your medical records, particularly important if you're a
student, you're a young person who's about to move to a different city, you know, | had to exercise my
access right recently because my doctor retired and | needed to get a copy of my radical records to
take to my new doctor. You have a right to get access to that. You have a right to what's called
amendment. If there's a mistake in your records, you have a right to fix it. You have a right to a list of
certain disclosures of your information, in some situations, you have the right to request that the
hospital or health insurer do less with your information than they are permitted to do so. There are
some complicated examples there. It's not a right that gets exercised very often, particularly the
confidential communications right is something that might come up, for example, if there's an abused
spouse who is covered by the other spouse's health insurance information, it's a right that exists, but it's
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a right that you look at the situation and say, yeah, | bet the per the abused spouse has no idea this
right exists. So these HIPAA individual rights exist, but often not well utilized, maybe doesn't make
them different from privacy rights in other areas. So, with that, we are going to wrap up session two on
the key provisions of the HIPAA rules. We will turn next to session three, which is to talk a little bit about
what else is going on in the healthcare space outside of the HIPAA rules, and to give you a little more
understanding of sort of where a lot of the complexity is in the law today. So, thank you very much.

Wayne Stacy 36:12
Kirk thank you. | appreciate you recording another session with us, and | look forward to session three.
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&)
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Individually Identifiable Health Information

* Individually identifiable health information is
iInformation that is a subset of health information,

* (2) Relates to the past, present, or future physical or
mental health or condition of an individual; the
provision of health care to an individual; or the past,
present, or future payment for the provision of health
care to an individual;

* My rule — this includes all personally identifying
information a health care provider or health plan has
about their patients/insureds




PHI

Protected health information excludes individually
identifiable health information:

(i)In education records covered by the Family Educational
Rights and Privacy Act,

(if)in employment records held by a covered entity in its
role as employer.
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Core principles of use and disclosure

» Use and disclosure rules for covered information
Is a key element of any privacy law — what you
can do with the personal information

* One of the key policy decisions in drafting the
HIPAA Rules

* HIPAA premise is to make it relatively easy for
Key health care purposes and harder for
everything else

* (Think about whether this is a useful model for a
national privacy law)
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Core principles of use and disclosure

* Three ways where use and disclosure of PHI is
allowed by the rules

 With individual consent (presumed) - for
“treatment, payment and health care operations”

* Where individual permission is primarily
irrelevant - (National priority purposes) - e.g.,
mini privacy rules for public health, oversight,
litigation, etc.

 With individual authorization
* Everything else prohibited




Consent

* Purpose is to balance appropriate privacy protections
with efficient and effective operation of the health care
system

« An implicit recognition that “better” privacy protection
would be bad for the health care system (and for its
patients)

* Took the “need” for consent out of the normal course of
behavior

» Compare to de-identification approach — standard that
protects patients except for a “low risk,” but a more
protective standard would diminish the system’s ability
to benefit from information for everyone’s benefit.
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Northwestern Memorial Hospital v.
Ashcroft

* “even if there were no possibility that a
patient’s identity might be learned from a
redacted medical record, there would be
an invasion of privacy.”
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Authorizations

* Real permission for specific things - outside
the normal course of health care

* Requires a detailed permission from the
consumer

* The cured patient
* The star athlete
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The Concept of Business Associates

* HIPAA Statute limited scope of regulations to
“covered entities”

* HHS — in writing privacy rule initially — invented
the concept of business associates

* |[dea was to “ensure” protection of PHI when it
was passed from covered entities to vendors

* “Business associates” are essentially service
providers to HIPAA covered entities where the
service “involves” PHI
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The Concept of Business Associates

* Privacy rule imposed obligation on covered entities to
have a contract with their business associates

» Business associate had contractual protections (if
there was a contract) to apply privacy and security
controls

* Now, after HITECH law, business associates are
subject to the law directly (although not full covered
entities)

* Must comply with the full Security Rule and the privacy
rule elements that are in a required BAA
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Business Associates

1. Data Analytics firm
2. Tollet paper supplier

3. Cloud storage firm storing only encrypted
data
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HIPAA Individual Rights

* Notice (have you seen one and did you sign
it)?

» Access (important area of priority today)

* Amendment

» Accounting

* Request for restrictions

* Confidential Communications
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Questions?

Kirk Nahra

WilmerHale

202-663-6128
Kirk.Nahra@wilmerhale.com
@kirkjnahrawork
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