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* Regulatory Regimes and
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« EUAIACct

« GDPR

* Digital Omnibus

« US State Privacy Laws
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Emerging Technology Matters el



WHAT IS AGENTIC AI?

NO UNIVERSAL DEFINITION
BUT . ..

"While generative Al automates
the creation of complex text,
Images, and video based on
human language interaction, Al
agents go further, acting and
making decisions in a way a
human might . . . ." —= MIT
associate professor John
Horton
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EXAMPLES OF
AGENTIC Al

Autonomous Coding Assistants

* Works autonomously to plan, research,
and write code

Customer Service Agents

* Reasoning and context gathering, dynamic
decision making, no prebuilt chat flows

Personal Productivity Assistants

* Autonomous calendar & time-blocking
* Smart email triage

* Autonomous meeting assistants (note
taking, generating actionable list item)




8. BMW pilots Hexagon'’s wheeled
humanoid in March 2026

ROBOTICS

BMW has deployed wheeled humanoids from Hexagon
Robotics at its plant in Leipzig, Germany. The automaker wants
to integrate humanoid robots into car production and explore

future applications for them in battery and component

production. Read more.

Humanoid robot's Michael Jackson

N vi 6. NVIDIA works with global roboti
dance ends in viral stage fall works with global robotics

leaders to make physical Al a reality

At its annual GPU Technology Conference, or GTC, NVIDIA

. q n . . I , showed off its partnerships with the global robotics
Viral stage mishap: A humanoid robot fell twice during a 'Billie Jean' dance at

a Shenzhen robotics event, ending with a staff member dragging it off stage.

ecosystem, including 110 developers, industrial automation

leaders, and humanoid pioneers powering “production-scale

- - - . " . physical Al.” Read more.
Mixed public reaction: Social media users alternated between jokes,

sympathy, and praise for the robot’s initial recovery, highlighting both
comedic and technical angles.

Industry implications: The incident reflects challenges in deploying robots for
live entertainment, raising questions about safety, reliability, and realistic
performance expectations.



ROBOTICS 2026
TRENDS

Practical Humanoid
Deployments

The "Night Shift" Paradigm
IT and OT Convergence
Defense and Public Safety
Expansion




QUANTUM COMPUTING
2026 TRENDS

* Hybrid Supercomputing

= Rise of Error-Correct Logical
Qubits

" Mandatory Post-Quantum
Cryptography

= Advanced Molecular Material
Simulations

= Sovereign Foundations and
Foundries
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EU PRIVACY ISSUES: Al USE AND DEPLOYMENT

Key Regulatory Frameworks

GDPR (Fundamental Rights): Focuses on the "right to the protection of personal data". It mandates that
Al systems have a lawful basis (e.g., explicit consent) for processing data, adhere to data minimization,
and respect the "right to be forgotten"—which is technically difficult in trained models.

EU Al Act (Product Safety): A risk-based law that bans "unacceptable” risks and strictly regulates
"high-risk" systems. It requires transparency, human oversight, and data governance.

Banned (Unacceptable Risk): Real-time biometric surveillance in public, emotion recognition in
workplaces or schools, and Al that manipulates human behavior or exploits vulnerabilities.

Regulated (High-Risk): Systems used in critical infrastructure, recruitment, or credit scoring face
rigorous documentation and testing requirements.



EUROPEAN UNION ARTIFICIAL INTELLIGENCE ACT

High-risk Al system obligations apply to HRAIS
classified under Annex |l placed on the market
on or after this date (or before this date that are

GPAIM obligations apply to GPAIMSs placed subject to significant changes in design).

on the market on or after this date. (Ch.1II, Art. 111(2), Art. 113)
(Ch. V; Art. 111(3), Art. 113(b), Rec. 97) Transparency obligations for Al systems
Dedicated guidance on reporting serious interacting directly with individuals or exposing
high-risk Al system incidents must be individuals to Al-generated content take effect. High-risk Al system obligations
Al literacy obligations (Art. 4) published by thi? gate (Art. 73), gnd c.er.tain §ein, U apply to HRAIS intended to be used
and prohibited Al practice procedural provisions (e.g., confidentiality, Remainder of Al Act takes effect (except those by public authorities even if placed
restrictions (Ch. 2) take effect. governance, and penalties) also take provisions identified as applying before or after). on the market before Aug. 2, 2026.
(Art. 113(a)) effect. (Art. 113) (Art. 113) (Art. 6(1), Art. 111(2))
[ J [ ] o o
August 1, February 2, May 2, August 2, February 2, August 2, August 2, August 2, December 31, FULLY
2024 2025 2025 2025 2026 2026 2027 2030 2030 OPERATIONAL
® () ® ® ®
Act entersinto Code(s) of Practice for General Guidelines for high-risk Al classification High-risk Al system obligations apply to Obligations will apply to Al systems placed
force. (Art. 113) Purpose Al Models required to rules (Art. 6) and template for high-risk Al HRAIS classified under Annex | placed on on the market or put into service before
: : be published by this date. system post-market monitoring plans the market on or after Aug. 2, 2026 (or Aug. 2, 2027 that are components of
(Art. 56(9)) (Art. 72) must be published by this date. before Aug. 2, 2026 that are subject to large-scale IT systems established by the
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significant changes in design).
(Art. 6(1), Art. 111(2))

GPAIM obligations apply to GPAIMs

placed on the market before Aug. 2, 2025.

(Art. 111(3))

legal acts listed in Annex X.
(Art. 111(1))



THE EU Al ACT’S RISK-BASED APPROACH

High-Risk Al General-Purpose Al

Imposes compliance Imposes transparency
obligations and restrictions obligations on certain Al

on Al systems creating a high systems that generally
risk to the health and safety interact directly with
or fundamental rights of individuals or expose

natural persons, such as Al individuals to Al-generated
intended to be used for content.

employment decisions.

Prohibits certain Al practices

deemed to be unacceptably

risky, such as manipulative
or deceptive Al.

Imposes additional
compliance obligations and
restrictions on Al models that
display significant generality
and are capable of
competently performing a
wide range of distinct tasks,

which can be integrated into
a variety of downstream
systems or applications.

Effective starting Aug. 2, 2026 Effective starting Aug. 2, 2026

All other Al systems remain subject to existing legislation/regulation (including GDPR)

without additional requirements under the proposed Al Regulation



PERSONAL DATA PROCESSING

EU Al Act (2024) works alongside the GDPR to ensure that automated systems are not just private, but safe

and fair. When you use an automated system, the Act focuses on three main areas:

Your Right to Know: You must be informed if you are interacting with an Al (like a chatbot) or if content
you see is Al-generated (like a deepfake).

No "Black Box" Decisions: For high-stakes decisions (like hiring or credit), you have a right to an
explanation of how the Al reached its conclusion.

Human Oversight: Systems that significantly affect your life cannot be fully autonomous; they must be

designed so a human can monitor, override, or reverse the Al's output.

While the GDPR protects your data, the Al Act regulates the system's behavior to prevent bias and
manipulation.



EU Al ACT AND GDPR INTERPLAY

Lawful Basis

Risk Assessment

Human Oversight

Transparency

Requires a legal ground (e.g.,
consent, legitimate interest) for data
processing.

DPIA: Focuses on privacy risks to
individuals from data processing.

Art. 22: Right not fo be subject to
solely automated decisions with
legal effects.

Requires explaining what data is
collected and why (Privacy Notice).

Does not provide a new legal basis;
compliance with GDPR is a
prerequisite for high-risk Al
approval.

FRIA: Focuses on broader societal
impacts and fundamental rights from
the Al system's use.

Art. 14: Mandates "human-in-the-
loop" design for high-risk systems to
enable manual overrides.

Requires explaining how the Al
works, its limitations, and
performance metfrics.



EU PRIVACY ISSUES: Al USE AND DEPLOYMENT CHALLENGES

Data Scarcity vs. Minimization: Al's need for massive datasets often conflicts with the GDPR principle of only collecting strictly necessary
data.

The Al Act requires "high-quality" datasets to prevent bias in high-risk systems. This often requires processing sensitive data (e.g., race,
health, religion) to ensure representation.

The Conflict: GDPR generally prohibits processing these "special categories" of data under Article 9. The Al Act creates a specific
exception (Article 10(5)) to allow this for de-biasing, but it is strictly limited and must be narrowly applied.

Black Box & Transparency: Advanced Al models are often opaque, making it difficult for organizations to provide the legally required

"meaningful explanation" of how a decision was reached.
GDPR: Requires "meaningful information about the logic involved" in automated decisions.

Al Act: Mandates transparency for high-risk systems, including instructions for use that specify the system's purpose, accuracy levels, and

known limitations.
Both laws regulate how machines make decisions about people, but with different enforcement mechanisms:

GDPR (Article 22): Grants individuals the right not to be subject to a decision based solely on automated processing that has legal or

significant effects (e.g., a rejected loan).

Al Act (Article 14): Moves upstream by requiring high-risk Al to be designed for human oversight. It mandates that humans must be able

to "override" or "stop" the system, effectively ensuring a "human-in-the-loop" to satisfy GDPR requirements. .



TOP 5 THINGS TO CONSIDER WHEN USING AUTOMATED DECISIONS

Al Literacy Obligations: A unique requirement of the EU Al Act is ensuring that anyone involved in
providing or using Al—including your own staff—understands how the systems work and the risks they

pose.

System Mapping & Classification: You must identify every Al system your company uses or plans to
acquire. They need to be categorized by risk level (Prohibited, High-Risk, or Limited) to determine which

specific rules apply.

Vendor Agreement Overhauls: For most companies, the heaviest workload isn't building Al, but reviewing

and renegotiating contracts with Al providers to ensure they meet EU safety and data standards.

The "Human-in-the-Loop" Mandate: High-risk systems (like those for hiring or credit) must be designed

so a human can effectively monitor and, if necessary, override the Al's output.

No Start-up Exemptions: While there is a "lighter” approach for smaller businesses, there are no total

exemptions. Start-ups must still comply with core transparency and literacy rules from day one.



DIGITAL OMNIBUS

']

Digital Omnibus Proposal (officially released on ™
November 19, 2025) is a major legislative effort by the ]
European Commission to "clean up" the messy overlaps ) e 9
between the EU’s many new digital laws. °
| A
Rather than creating brand-new regulations, this r—
Omnibus” acts as a master amendment to existing laws —r
like the GDPR, EU Al Act, and Data Act to make them
|
work together more smoothly. o r—



DIGITAL OMNIBUS & GDPR (ARTICLE 6)

Example of how the omnibus streamlines — the GDPR has 6 lawful bases under Article 6:
Consent: You asked the person directly, and they said a clear "yes" (usually by ticking a box).

Contractual Necessity: You need the data to deliver a service they signed up for (e.g., you need their

address to deliver a package).

Legal Obligation: You are required by law to process the data (e.g., reporting employee salary details to

the tax office).

Vital Interests: You need the data to save someone's life in an emergency (e.g., sharing a patient's blood

type with a surgeon while they are unconscious).
Public Task: You are a public authority (like the police or a school) performing a job in the public interest.
Legitimate Interests: This is the most flexible ground. It allows processing for a valid business reason (like

fraud prevention or basic marketing) as long as it doesn't unfairly harm the individual's privacy.

20



DIGITAL OMNIBUS

Key Goals & Changes:

Legitimate Interest for Al Training: Omnibus explicitly clarifies in the GDPR that "legitimate interest" is a valid legal

basis for processing personal data to train Al models, provided safeguards like opt-outs are in place.

Under Article 6 of the GDPR, legitimate Interest has always been the "flexible" option, but it was risky because it

required a Balancing Test. You had to prove your business interest wasn't outweighed by the individual's privacy.
The Omnibus effectively "tips the scales" in favor of the business for the specific purpose of Al training.

It signals to regulators that training Al is a valid public and economic interest, making it much harder for someone

to argue that their "rights and freedoms" outweigh the training of a model—as long as an opt-out exists.

Instead of requiring "Opt-In" (asking first), the Omnibus shifts the burden to an "Opt-Out" system. Al
developers can scrape and use data by default, provided they offer a clear, easy, and automated way for

individuals to say "do not use my data.”

Under strict GDPR interpretation, if you wanted to use data for a new purpose (like training an Al), you had to

ask for permission. If the user didn't respond, the answer was "No."

21



DIGITAL OMNIBUS & GDPR (ARTICLE 6)

Consent

Legitimate Interest

Contractual Necessity

Public Interest

Traditional GDPR

Required for almost everything.

Requires a complex 3-part test.

Hard to prove for Al training.

Reserved for governments.

Omnibus Interpretation

Reserved for sensitive data/private
spaces.

The Default for Al training on non-
sensitive data.

Used when Al is a core part of the
service you bought.

Expanded to include "Scientific
Research" and "Innovation."

12



APPLICATION TO EMERGING TECHNOLOGY

Emerging Technology EU Al Act Interaction GDPR Interaction Digital Omnibus Impact

Agentic Al Risk classification based on Challenged by automated Introduces "legitimate
autonomy; banned if decision-making and data interest”" basis to simplify
manipulative. controller clarity. training data usage.

Robotics Indirectly regulates Restricts processing power Aligns central Al Office
quantum-driven General used to decrypt or re- oversight with cyber
Purpose Al (GPAI). identify anonymized data. resilience rules.

Quantum Computing Dual-regulation as a Dictates the capture of Delays high-risk hardware
physical product safety public biometric and compliance obligations to

component. environmental data. August 2028.
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REGULATORY LANDSCAPE

US Federal Strategy & The 2025/2026 Executive Orders

EO 14365 (Dec 2025): The Trump Administration issued a new Executive Order which aims to
preempt "excessive" state regulations (like Colorado’s Al Act) to prevent a patchwork of 50

different state laws.

The Bipartisan Paradox: While both parties agree Al is a priority, Congress has not passed a major
Al law, leaving the White House to use Executive Orders and agencies to fill the gap.

Regulators have made it clear: "Al is not a law-free zone."

FTC (Consumer Protection): The Federal Trade Commission continues to target "Al-washing"

(deceptive claims about what an Al can do) and unfair practices using Section 5 of the FTC Act.

EEOC (Employment): The Equal Employment Opportunity Commission actively monitors Al hiring tools
for disparate impact and bias against protected groups. Even as it rescinded certain "DEl-heavy"
guidance in early 2026, the underlying civil rights laws (Title VII) still apply to any algorithm used

to fire or hire. 2


https://www.huschblackwell.com/newsandinsights/ai-and-workplace-discrimination-what-employers-need-to-know-after-the-eeoc-and-dol-rollbacks

REGULATORY LANDSCAPE

The most feared tool in the federal arsenal is
algorithmic disgorgement (or "algorithmic
destruction"). This occurs when a regulator orders a
company to delete the entire Al model because it was

trained on "ill-gotten" data.

Kurbo /Weight Watchers (2022): In a landmark case,
the FTC forced the destruction of algorithms trained on
data illegally collected from children under 13 without
parental consent.

EverAlbum (2021): The FTC ordered the company to
delete facial recognition models trained on user photos

without valid consent.

26



Al LAWS IN THE UNITED STATES

iapp

US State Al Governance
Legislation Tracker 2025

Statutesbill in legislative process

- Introduced

ﬁ In committee

In cross chamber

Orrick | Private and Confidential

In cross committee Inactive bills
- Passed - No comprehensive bills introduced
Signed ¥ Last updated 6 October. 2025
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Al LAWS IN THE UNITED STATES

Consumers should be
informed when interacting
with Al or consuming

its content

California Bot Act
Colorado Al Act

Florida Act Relating to Al Use in
Political Advertising

lllinois Automated Decision
Tools Act

llinois Atrtificial Intelligence Video
Interview Act

New Mexico Campaign
Reporting Act Amendment

New York City Employment
Decision Tool Law

Utah Atrtificial Intelligence
Policy Act

Utah Information Technology Act

Orrick | Private and Confidential

Consumers should not be
exposed to Al content/
decisions in higher risk
settings without

proper precautions

Alabama Al Political
Advertising Law
Colorado Al Act

Colorado Al Political
Advertising Law

lllinois Automated Decision
Tools Act

llinois Artificial Intelligence Video
Interview Act

New York City Employment
Decision Tool Law

U.S. State Automated Decision-
Making Laws

Consumers should not be
subject to discrimination
due to bias in

artificial intelligence.

Colorado Al Act

Colorado Protecting
Consumers from Unfair
Discrimination in
Insurance Practices

U.S. Human Rights Laws

Companies will be held
responsible for the acts
and mistakes of their
artificial intelligence

Case law is coming

Air Canada was recently held
responsible for incorrect disclosures
its chatbot provided a consumer

in Canada

Statutes are assigning risk

The Utah Artificial Intelligence
Policy Act makes users of
generative Al generally responsible
for the use of their technology

28



Al STATE EFFORTS: CA AND CT DIFFERENCE

CA ADMT Regs — to be discussed more in depth below.

"Human in the Loop" — Under California’s final ADMT regulations, a technology is considered ADMT if it

"replaces” or "substantially replaces” human decision-making.
CT SB 1295 (2025) — which updated the CTDPA to include strict Al and profiling requirements.

Opt-Out vs. Regulation: While California (CPPA) created a massive 100-page regulatory framework for
ADMT, Connecticut simply gives residents the Right to Opt-Out of profiling that results in "legal or similarly

significant effects."

New "Right to Contest": Effective July 1, 2026, Connecticut residents can contest any automated decision.
Unlike California, CT's law explicitly requires a human review of the decision if a consumer disputes the

algorithmic outcome.

Notice Requirements: Businesses in CT must disclose in their privacy policy if they use personal data to train

generative Al or Large Language Models (LLMs).

Enforcement: In CT, only the Attorney General can enforce these rules. In CA, both the CPPA and the Attorney

General have enforcement power, and the CPPA has its own dedicated investigators. 2



NEW 2026 LAWS

The Automated Decision-Making Technology (ADMT) regulations finalized by the California Privacy Protection Agency (CPPA)
in September 2025 establish new consumer rights and business obligations regarding the use of algorithms and Al.

Scope and Definition:

ADMT Defined: Any technology that processes personal information and uses computation to replace or substantially replace
human decision-making.

Significant Decisions: The rules apply when ADMT is used to make decisions with legal or significant effects on a consumer's
life, specifically in:

Financial /Lending: Credit, loans, or banking eligibility.
Employment: Hiring, compensation, promotion, or termination.
Housing: Provision or denial of residential services.
Education: Admissions, suspension, or granting credentials.
Healthcare: Diagnosis, triage, or treatment eligibility.
Exclusion: The final rules expressly exclude advertising from being considered a "significant decision".

AB 1008 works alongside the new ADMT regulations. While the regulations give you the right to say "don't use an algorithm
to hire /fire me," AB 1008 gives you the right to say "don't include my private data in the model's training set at all”.



AB 1008 amends the California Consumer Privacy Act
to specify that the law applies to use of personal
information in connection with Al systems capable of
outputting personal information.

“CALIFORNIA

AB 2013, the Artificial Intelligence Training Data E F F E CT & I N
Transparency Act, requires Al developers to disclose
information on their websites about their training

data, including a high-level summary of the datasets A c 'I' I O N
used in the development of the Al system or service. —

RECENT Al LAWS

SB 896, the Generative Artificial Intelligence
Accountability Act, requires state report on benefits
and risks of GenAl tools and state agencies to
disclose when GenAl is used in online customer
interfaces or by phone.




NEW 2026 LAWS

The Delete Act, which was signed in late 2023 and became fully operational with the launch of its central platform on January

1, 2026.

While the CCPA gives you rights over data held by companies you interact with directly, the Delete Act targets companies
you've never heard of—data brokers who buy and sell your information in the background.

The "One-Stop-Shop" (DROP)

The law required the California Privacy Protection Agency (CPPA) to create the Delete Request and Opt-out Platform (DROP).
What it does: It allows California residents to submit a single request to tell all 500+ registered data brokers to delete their personal information.

Continuous Protection: Once you submit a request, it acts as a permanent "do not track” order. Brokers must check the list every 45 days and delete any new
information they’ve found about you since your last request.

Key Deadlines for 2026 and Beyond

January 1, 2026: The DROP platform officially launched. Californians can now create a profile and submit their "Delete All" requests.

August 1, 2026: This is the deadline for data brokers to begin processing requests from the DROP system. They must finish their first round of deletions and report
the status back to the state within 45 days of this date.

January 1, 2028: Data brokers must undergo their first mandatory independent audit to prove they are actually deleting the data as requested. These audits will
repeat every three years.



APPLICATION TO
EMERGING
TECHNOLOGY

Emerging
Technology

Agentic Al

Comprehensive State

Privacy Rules (e.g., CCPA,

VCDPA)

Mandates disclosure of

downstream data sharing

as agents browse web.

Automated Decision-
Making (ADM) &
Profiling

Triggers mandatory
consumer opt-outs for
profiling with "legal or
significant effects”.

State-Specific / Niche
Tech Statutes

Governed by "electronic
agent” contract rules
and anti-misleading bot
acts.

Quantum
Computing

Robotics

Threatens standard data
security definitions by
weakening classical

encryption.

Strictly regulates the
capture of biometric

identifiers and public
tracking.

No direct impact on
profiling unless used to
exponentially scale data
processing.

Applies if a robot
autonomously acts on
user profiling or data
evaluation.

Triggers state Data
Breach Notification
Laws due to future
decryption threats.

Governed by physical
safety, anti-stalking
laws, and civil service
protections.
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KEY TAKEAWAYS

« Emerging technology is
being shaped by US and
EU/UK regulatory regimes

« Regulatory regimes are
likewise responding to
emerging technologies

 The landscape is unsettled
as technologies like Agentic
Al are still being defined
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