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APAC Privacy Heatmap
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Malaysia - Personal Data 

Protection Act 2010 

Singapore - Personal Data 

Protection Act 2012 Philippines - Data 

Privacy Act of 2012

India – SPDI Rules 2011

South Korea - Personal 
Information Protection Act 2011

Japan - Act on the Protection of 
Personal Information 2003

Hong Kong - Personal Data 

(Privacy) Ordinance (Amended 2012)

5 years ago…

Australia – Privacy 

Act 1988
New Zealand – 

Privacy Act 1993
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Thailand - Personal Data 

Protection Act 2019

Vietnam - Personal Data 

Protection Decree 2023

Indonesia - Personal Data 
Protection Law 2022

Malaysia - Personal Data 

Protection Act 2010 
Singapore - Personal Data 

Protection Act 2012 

(amended in 2020)

Philippines - Data Privacy Act 

of 2012

Territories with comprehensive data protection 

laws in force

Territories with pending data protection 

legislation

Territories with no current or pending 

comprehensive data protection legislation

Brunei - Draft Personal Data 
Protection Order

India - Digital Personal Data 
Protection Act 2023

China - Personal Information 
Protection Law 2021

South Korea - Personal 
Information Protection Act 
(amended 2020, 2023) 

Japan - Act on the Protection of 
Personal Information (amended 
2022)

Pakistan - Personal Data 
Protection Bill

Hong Kong - Personal Data 

(Privacy) Ordinance (Amended 2012)

….and now!

Australia – Privacy 

Act 1988
New Zealand – 

Privacy Act 2020

Bangladesh - Personal Data 
Protection Bill 2023

Sri Lanka - Personal Data 

Protection Act 2022
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Other laws “encroaching” into privacy space

Data 
protection 

laws

Advertising 
& marketing 

laws

Cybersecurity 
laws

Competition 
& consumer 
protection 

laws

Sector-specific 
laws



What’s been happening? 
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New Laws

Personal Data 
Protection Act 
2022 effective from 
19 March 2022

Estimated to be 
fully operational by 
18 March 2025

Sri Lanka
Personal Data 
Protection Law 
enacted in October 
2022

PDP law has a 2-
year grace period 
for compliance

Indonesia
Personal Data 
Protection Decree 
2023 effective from 
1 July 2023

Vietnam
Digital Personal 
Data Protection 
Act passed in in 
August 2023, to 
come into effect in 
2024

Delegated 
legislation 
expected to be 
announced around 
June 2024

India 
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Amendments - By Country 

Australia

China

Malaysia

Philippines

Singapore

South Korea

Taiwan

Thailand 
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Amendments - By Theme

Increased 
penalties & 

enforcement 
powers

• Australia

• Singapore

• Taiwan

Cross-border 
transfers

• South Korea

• China

Transparency 
and consent

• Malaysia

• China

• Philippines

• Thailand
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Reforms in progress

Australia

Digitalisation

Enhancing 
protections

Transparency 
and control

Strengthening 
enforcement  

Indonesia

Appointment 
of DPO

Cross-border 
transfers

Data subject 
rights

Sanctions and 
compensation

China

Cross-border 
transfer 

exemptions

Compliance 
audits

Malaysia

Appointment 
of DPO

Mandatory 
breach 

notification



What does enforcement 
look like in APAC?
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Enforcement activities
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Top 3 highest financial penalties in the region

China
CAC imposed a RMB 8 billion (approx. USD 1.2 billion) administrative penalty on Didi Global in 2022 for 
(amongst others) the illegal and excessive collection of personal data, including photos, geolocation 
information and identification numbers, etc.

South Korea
PIPC fined Google KRW 69.2 billion (approx. USD 50 million) and Meta KRW 30.8 billion (approx. USD 23 
million) in 2022 for violating the PIPA, including the unlawful collection and use of behavioural data for 
personalised ads.

Australia
ACMA imposed a AUD 2.5 million (approx. USD 1.6 million) fine on Sportsbet in 2022 for breaching 
Australian spam laws, including the failure to include an unsubscribe function in its marketing messages to 
customers.



APAC privacy in trends



17©

APAC privacy in themes

Legal basis

Cross-border transfers

Breach notification

DPO appointment

Children’s data

Artificial intelligence



Trends – Legal bases
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Singapore – 
"legitimate interests" 
outweighs any adverse 
effect on the individual

Philippines – "legitimate 
interests" necessary, unless 
overridden by fundamental 
rights and freedoms protected 
by Philippine Constitution

GDPR  

freely given, specific, 
informed, unambiguous

necessary for LI of 
companies, unless 
overridden by the 
interests, rights or 
freedoms of data subject 

Singapore – informed, 
express or implied, can be 
deemed, not conditional 

India – "Legitimate use": 
voluntarily provided for specific 
purpose e.g. receiving an e-receipt 
after payment

Australia – express or 
inferred, voluntary, 
current and specific 

South Korea – informed, 
express and opt-in; separate 
consent for certain 
processing

Thailand – 
freely given, 
unbundled, not 
conditional 

APAC
Consent

Legitimate
Interest

Legal Bases - Same Words, Different Meanings?



20©

necessary for 
performance of contract 
with data subject

China – performance 
of contract with data 
subject; necessary for 
HR management 

South Korea – 
necessary to perform 
contract and difficult to 
obtain consent 

Taiwan – 
contractual or quasi-
contractual 
relationship

Thailand – N.A. for 
sensitive personal dataContractual 

Necessity

GDPR  APAC

Legal Bases - Same Words, Different Meanings?
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Legal Bases for Processing

Location Consent
Legitimate 
Interests

Performance 
of Contract

Vital Interests Other

GDPR 🗸 🗸 🗸 🗸 🗸

Australia 🗸

China 🗸 🗸 🗸

Hong Kong 🗸

India 🗸 🗸

Indonesia 🗸 🗸 🗸 🗸 🗸

Japan 🗸 🗸* 🗸

Malaysia 🗸 🗸* 🗸* 🗸

*Exceptions to Consent    ^Specific situations
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Legal Bases for Processing

Location Consent
Legitimate 
Interests

Performance 
of Contract

Vital Interests Other

GDPR
🗸

🗸 🗸 🗸 🗸

New Zealand 🗸 🗸

South Korea 🗸 🗸 🗸 🗸 🗸

Philippines 🗸 🗸 🗸 🗸 🗸

Singapore 🗸 🗸* 🗸* 🗸* 🗸

Thailand 🗸 🗸* 🗸* 🗸* 🗸

Vietnam 🗸 🗸* 🗸

*Exceptions to Consent



Trends – Cross-border 
transfers
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Cross-Border Data Transfers

GDPR

Overseas transfers of personal data must be covered by adequacy 
decision, a prescribed data transfer agreement or binding corporate 
rules, amongst others.

Australia, Japan, Malaysia, New Zealand, 

Philippines Singapore, Indonesia, Thailand

Data transfer permitted if at there is at least an 

equivalent standard of protection in recipient country, 

other jurisdiction-specific bases

South Korea

Legal basis (e.g. consent) and 

notification in certain situations 

India

Cross-border transfers of personal 

data permitted, except to blacklisted 

countries (not determined yet) 

Vietnam

Consent + submission of overseas 

transfer impact assessment

Hong Kong

No specific requirements 

China

Consent + self assessment + 

security assessment / certification / 

standard contract clauses + impact 

assessment



Trends – Data Breach 
Notification
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Data breach triggers

Australia • Unauthorised access or disclosure likely to result in serious harm

India
• All data breaches compromising confidentiality, integrity or 

availability

Japan

• Sensitive personal information 

• May cause financial damage

• Wrongful purpose (e.g. cyber-attack) 

• 1,000 data subjects

Philippines
• Sensitive personal data or other information which may be used to 

enable identity fraud + acquired by an unauthorized person + real 
risk of serious harm.  

Singapore
• Significant harm

• Significant scale (500+)

South Korea • Lost control or unauthorised access to personal data
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Data Breach Notification Timeline

Data Breach 
Incident

Australia: Assess eligible data breach
Singapore: Assess notifiable data 

breach
Japan: Provide detailed report

China: Notify regulator + data subjects in a 
"timely manner"

Japan: Notify regulator + data subjects 
"promptly" (3-5 days in practice)

Indonesia, Philippines, Korea: 
Notify regulator + data subjects

Thailand, Vietnam, Malaysia (proposed): 
Notify regulator

No timeline:
Thailand: Notify data subjects

India: Currently no guidance on timeline

Singapore: 
Notify regulator <72 hours of 
assessing a breach as a 
notifiable one

Notify data subjects at the same 
time or as soon as practicable 
after notifying regulator

<6 hours
India (CERT-In): 

Notify regulator

Immediate

/ Prompt
72 hrs 30 days

No specific 

timeline



Trends – DPOs
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Thailand – DPO required in 

certain circumstances, no 

registration requirement 

Vietnam - DPO required in 

certain circumstances, and 

registration required 

Indonesia – DPO required in certain 
circumstances, no registration 
requirement 

Singapore – DPO always required, no 

registration requirement

Philippines - DPO always 

required, and registration 

required in certain circumstances

India (DPDP Act) – DPO required 
if notified as a significant data 
fiduciary by the regulator, no 
registration requirement

China - DPO required in certain 
circumstances and registration required

South Korea – DPO always 
required, no registration 
requirement

DPO / Registration Requirements



Trends – Children's Data
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Children’s Data

Age threshold Age verification Parental consent

Prohibited processing Transparency requirements

Best Interests of the Child



Trends – Artificial 
Intelligence
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What is it?
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Artificial Intelligence

New AI laws? 

Guidelines / 
amendments 

to data 
protection 

laws

Overlap with 
existing data 

protection laws



Where is APAC privacy 
going?
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APAC is often talked about as a bloc, but there are many differences in the privacy laws. 

It is hard to find a "one size fits all" solution for APAC, a risk-based approach is most realistic. 

APAC regulators are becoming more active in enforcing privacy laws, and the consequences for 
non-compliance can be significant

Don’t assume that “APAC is OK” simply because a legal review has been done for the GDPR. 

There will be plenty of privacy related job opportunities in the region ;) 

Top 5 Takeaways
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Abu Dhabi ● Amsterdam ● Beijing ● Bratislava ● Brussels ● Budapest ● Casablanca ● Copenhagen ● Dubai ● Dublin ● Dusseldorf

● Frankfurt ● The Hague ● Hamburg ● Helsinki ● Hong Kong ● London ● Luxembourg ● Lyon ● Madrid ● Milan ● Munich ● Paris

● Prague ● Rome ● San Francisco ● Shanghai ● Shenzhen ● Singapore ● Stockholm ● Sydney ● Warsaw

The information given in this document concerning technical legal or professional subject matter is for guidance only and does not constitute legal or professional advice.  Always consult a suitably qualified lawyer on any specific legal 

problem or matter. Bird & Bird assumes no responsibility for such information contained in this document and disclaims all liability in respect of such information.

This document is confidential.  Bird & Bird is, unless otherwise stated, the owner of copyright of this document and its contents. No part of this document may be published, distributed, extracted, re-utilised, or reproduced in any material 

form.

Bird & Bird is an international legal practice comprising Bird & Bird LLP and its affiliated and associated businesses.

Bird & Bird LLP is a limited liability partnership, registered in England and Wales with registered number OC340318 and is authorised and regulated by the Solicitors Regulation Authority (SRA) with SRA ID497264. Its registered office and 

principal place of business is at 12 New Fetter Lane, London EC4A 1JP. A list of members of Bird & Bird LLP and of any non-members who are designated as partners, and of their respective professional qualifications, is open to 

inspection at that address.

Thank you
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