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I.I' INTRODUCTION

Major technology companies including Facebook, Google, Twitter, and
Microsoft issued a series of joint statements ahead of the 2020 U.S. election.
Those brief boilerplate readouts were products of an election integrity working
group comprising industry leaders and U.S. government agencies.' Cooperation
between industry and government tightened as election day approached.
Platform officials on mushrooming “trust and safety” teams repeatedly
highlighted the importance of close coordination with the FBI and the
Department of Homeland Security’s Cybersecurity and Infrastructure Security
Agency (CISA) to secure the election.”

While collaborating with government agencies, platforms countered a
White House campaign to discredit the election results. Despite past reluctance
to do so, Twitter, Facebook (now Meta) and others famously deplatformed
former President Trump for inciting violence in the aftermath of the January 6
capitol riots. They also sanctioned domestic militia groups and individuals.?
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Although essentially labeling the U.S. President a national security threat was
unprecedented, blocking accounts for security reasons had by then become a
common platform practice worldwide.?

On another front, platforms have ramped up their capacity to address
global conflicts. For example, Facebook formed a Strategic Response Team in
the aftermath of the 2017 Myanmar atrocities* and the company’s contribution
to violence in global hot spots elsewhere.® Members of the team have
“experience in foreign affairs or conflict situations.”® Its leader has said that
“[t]here’s a lot of similarities there between government and military and
Facebook.” 7 Platforms have been embroiled in the Taliban takeover of
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Afghanistan following the U.S. withdrawal,” geopolitical conflict in India,'” the
recent military coup in Myanmar,'" and violence in Gaza and Israel.'” They have
operated elections and conflict “war rooms.”"# Facebook, for one, now has
about 40,000 people working on trust and safety.'® The entire U.S. foreign
service numbers roughly 15,600.'4

These are but a few illustrations of a significant recent phenomenon.
Leading technology platforms—Facebook, Google, Twitter, and increasingly
other companies'®—have gradually recalibrated their organizational structures,
policies and practices to better meet geopolitical and security challenges
incidental to their business operations. The challenges
include counterterrorism and both foreign and domestic violent extremism,
election integrity, influence operations and other harmful disinformation,
global conflicts, related interactions with governments, and other tasks that
we typically associate with national foreign and security bureaucracies and
think of as government responsibilities.'® As a corollary, increased platform
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engagement with security and geopolitics has created a complex government-
platform nexus in those areas.

Scholars have examined platform governance predominantly through a
freedom of expression lens. '’ Despite their growing significance, the
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geopolitical and security aspects of platform governance and platforms’ role in
the modern public-private security ecosystem remain surprisingly
undertheorized."”

This paper shifts the focus from platform speech governance to platform
security governance. It argues that key elements of the evolving government-
platform relationship around security and geopolitics constitute indirect and
informal privatization—call it $./41$.-148%?24/@!70! ,-./0123. It is privatization in
the fundamental sense that private actors perform core traditional government
functions.”” But national security by platform also deviates from paradigmatic
theoretical understandings of privatization as deliberate government
delegation to private actors anchored in a legal instrument.™ It is not typically
initiated by a formal legal arrangement, there is no subject matter or
geographic restriction on the scope of privatized functions, and government is
not the gatekeeper. The paper theorizes this novel mode of national security
privatization and considers its implications.

Part Il of the paper examines platforms’ geopolitical turn. It documents the
emergence of geopolitical and security organizational structures, policies, and
procedures within major platforms and their functions. This account is based
on official platform data and a comprehensive analysis of policy documents,
journalistic and scholarly accounts, and informal statements by platform trust
and safety and public policy officials.

Focusing on the United States, Part Ill then analyzes the part-symbiotic,
part-adversarial emerging platform-government relationship around core
national security and geopolitical matters. The relationship involves both direct
cooperation and platforms independently replicating government national
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security and foreign policy practices. Part Il shows that ambient law—
constitutional, statutory, and judicial—facilitates and even incentivizes this
government-platform national security relationship.

Part IV frames national security by platform as a novel form of informal
privatization and examines how it deviates from paradigmatic theoretical
understandings of privatization. | build on important contributions by Kristen
Eichensehr and Jon Michaels,” whose work begins to explore new modes of
national security privatization in cybersecurity and counterterrorism. | propose
a typology of circumstances in which informal de facto delegation of national
security responsibilities to platforms may occur: (1) =.2: 4/2?%/?2 .- %1$4/2 _1$/4!
1$!91>82$38&%/ I constitutional and institutional—in addressing threats that
play out in privately controlled theaters; (2) 7?2&.72%2./#%! <125.217%:4,
meaning informal reliance of government actors on platforms as their long arm
in handling certain issues for political or pragmatic reasons even when
government has authority and institutional competence to act directly; and (3)
,-- 1012341 . 414?274/4/?/84, that is, instances in which platforms openly defy the
government’s explicit position, or supplant government because government
ceded the territory due to indecision, neglect, or lack of interest.”

The first two categories involve a cooperative government-platform
dynamic. The third category covers unilateral platform action. The second and
third category are contingent. The government-platform relationship in those
categories depends on the degree of political and policy alighment among the
legislature, the Executive, the administrative state, and platforms. By contrast,
the first category covers inevitable cooperation driven by hard constraints on
government. It is thus less susceptible to political and policy shifts.” It is likely
to endure even as government contemplates adverse regulatory action against
platforms like reforming Section 230 of the Communications Decency Act.™

Part V builds on this theoretical framework and considers preliminary
regulatory implications. The security lens adds a new facet to a platform
regulation conversation that has so far been dominated by speech, privacy, and

88 1++KUT:4) 9" MF M123) 9:) 34, G2 @.5, YGRAA# +) 20@+6; +, -850, Z1 57 chOR 1 *@F mch* [TUVh\' 1S9’ LF
6123, 1+B2"5[5$/)S " <+#$() 1+, 1650, aa' 5-cFOR 1 -oF Vim] I'[TUVU\'e3) )19 ®)% 6123")*:,"
14B:"5[55/) S™<+#$() I+, 145"0fF 1$9' LF 6123")*:," E..) "~+) Ga+;5(+$");) 1B5+;P) GRo4#"+1G2@.5,)
05"+, 5/+$, +)DH"—+85$/JB)"~+) L#8) " $)*+8& "8, 'ZC"2/+4R0R 1 aF'ZUV'[TUUAN'E3)K)19"4) ¥ 6123")*:
E..)"-+)G&+;5(+$";) 1 Bo+; fF*

60 1+ ) SBHAA W 8 FHF

B8 1+ )5BHEHW" 188 ~FHFmF"

S mh AFLF2FE TUL ; ++)5BheA W 18 888 2F"



)1 STANFORD TECHNOLOGY LAW REVIEW +, ("

competition interests. It highlights certain regulatory concerns that may conflict
with those interests, and it focuses attention on the government-platform
relationship.

For example, scholars have criticized cooperative, informal government-
platform arrangements like the election security working group and the Global
Internet Forum to Counter Terrorism (GIFCT) on freedom of expression
grounds. "® But such soft institutional arrangements might be an effective
second-best approach in the category of hard structural constraints. They are a
substitute for binding regulation made difficult by current interpretations of the
First Amendment. They help platforms and government compensate for
institutional deficits in addressing platform-enabled security and geopolitical
challenges, and they may facilitate a degree of mutual accountability.”®

In the category of bureaucratic workarounds, relying on private actors to
end-run law and procedure could drive 91>8233&$/ foreign and security action
further beyond the reach of Congress and the courts. The government-
platforms dynamic here augments already broad executive national security
authorities to blacklist individuals and groups and to acquire data. As a first
step, this category therefore calls for greater constraints on informal
governmentlreliance on platforms to eschew law, process, and oversight.”” The
category of platforms as substitutes invites discussion of avenues available to
the federal government to undercut platform action when it contradicts U.S.
security or geopolitical interests.™

Finally, there is tension between security and competition concerns in
platform regulation. Platform size and global market dominance might be an
advantage from a national security vantage point. The fewer players are
involved in policing and responding to online threats, the easier it should be for
government to build partnerships and coordinate public-private responses.
Government-platform security cooperation therefore complicates recent
government antitrust action against platforms.#? |

Two caveats are in order. First, there is ample reason to doubt the
effectiveness of platforms’ new geopolitical and security policies and related
organizational changes in meeting the challenges for which they were
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ostensibly designed.”! There is also reason to doubt that platforms are capable
of meeting those challenges, or that they prioritize security and user well-being
over profit. Indeed, critics have argued that platforms’ new policies and reforms
are little more than an elaborate public relations stunt—window dressing to
deflect public criticism and appease regulators.”” Recognizing this, the aim of
my analysis is not to grade platform security and geopolitical performance.
Rather, the aim is to understand and theorize platforms’ security and
geopolitical functions with an emphasis on the platform-government
relationship in these areas.

Second, this paper focuses on the United States. Platforms have performed
unevenly on security and geopolitical matters in other parts of the world.** The
legal underpinnings of the theoretical framework developed here and the
normative calculus in assessing government-platform cooperation are context
dependent. They could therefore be different in countries with other regime
types and public law systems.
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National security by platform has emerged in an ad hoc fashion around
high-profile events such as elections, sectarian violence, and terrorist attacks
without much consideration of the broader questions raised by platform
performance of core national security and geopolitical functions. This paper
brings those issues to the forefront. It develops privatization theory to capture
national security by platform as part of the modern public-private national
security nexus. The analysis should be of interest to scholars of the new post-
2016 world of platform governance, privatization theorists, and scholars of
foreign affairs and national security power.

II.!" PLATFORMS’ GEOPOLITICAL TURN

What, precisely, is new about the relatively recent increase in platform
engagement with security and geopolitics? What precipitated it? What were
the major organizational shifts within platforms that accompanied it? This Part
documents what | call platforms’ geopolitical turn, marking the year 2016 as a
critical juncture. Part Ill then turns to the geopolitical and security platform-
government nexus.

CHl 62131J?4i$8441K¢,-13 . %@!/1!8-17 .-I"8%224/@! . /"% . -&!!

Platforms have been leading something akin to private foreign policies for
a while now. In 2011, an article entitled “Facebook Diplomacy” described a new
Facebook initiative to create a team of foreign policy directors—
“ambassadors”—to represent the company in relations with foreign
governments.” “The move,” according to the article, “has been characterized
as a new, private-sector type of Foreign Service.”** Google reportedly created
a similar program as early as 2006.”° Facebook’s CEO, Mark Zuckerberg, “has so
frequently met with world leaders—as sort of a peer, as Facebook’s large global
audience gives him a hefty constituency in many lands—that people commonly

refer to the company’s ‘foreign policy.””#
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This sort of international advocacy is not in itself surprising for influential
transnational corporations like Facebook, Google and other major platforms.
After all, the United Fruit Company, Exxon Mobil, BP, Coca-Cola and
McDonalds—to name only a few influential transnational corporations—have
long functioned as important geopolitical actors with infamous international
risk management and lobbying apparatuses.”” The fact that large technology
companies perform security and geopolitical functions and develop relevant
organizational infrastructure is therefore a predictable artifact of platforms’
growth and global influence.

Nevertheless, certain platform features and the kinds of products that they
offer make their geopolitical and security role unique compared to more
traditional transnational corporations and other forms of private actor
participation in security and geopolitics.” Platforms are in constant interaction
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with billions of users worldwide and have certain regulatory power over them.%’
They are omnipresent and inherently public-facing. We interact with dominant
multinationals like Shell or Toyota a handful of times per month at most.
Compare that to our daily direct and indirect interaction with Google,
Facebook, Instagram, WhatsApp, or Twitter. Platforms exercise significant
control over global information flows. They operate in a particularly large
number of countries. Almost every significant geopolitical development in the
world, from elections to violent conflict, is relevant to their operations. They
must be vigilant about a breathtaking spectrum of threats from multiple
sources at once and engage in constant enforcement. This is a much larger and
more diverse scale of geopolitical influence and interests compared to even the
most historically powerful traditional transnational corporations.®*

What is more, the geopolitical and security functions of major platforms in
the last few years—while undoubtedly driven by self-interest 3" —have
expanded dramatically. Major platforms have moved far beyond advocacy with
foreign governments centered on traditional business goals, such as steering
local regulation to protect narrow corporate interests, advancing new business,
or protecting global physical assets and employees.
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A series of events around 2016 marked a turning point in how major
platforms interact with the global and security environment.® Key among
those developments was the role of major platforms in facilitating the spread
of disinformation during the 2016 U.S. election, including the Russian effort to
undermine the process.® But the election was hardly the only catalyst for
change. Around the same time, Facebook was accused of contributing to the
spread of violence in global hot spots like Myanmar, Thailand, and Sri Lanka.3*
Platform exploitation by transnational terrorist and violent extremist groups
such as ISIS and Al-Qaeda—which platforms had already acted against at that
point3 —and by domestic actors in various countries received heightened
scrutiny as well,®
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These events provoked a barrage of political, regulatory, and public
pressure on platforms to address the negative geopolitical and security effects
of their products and services.®” Platforms were no longer able to credibly
present themselves as neutral facilitators of speech and benevolent agents of
social organization® or place responsibility for any adverse outcomes with
users. They were forced to contend with the oft-destructive impact of
misinformation, disinformation, incitement, and viral amplification of content
within their domain.*’

Consequently, industry leaders like Facebook, Google, and Twitter—to
varying degrees—have gradually adopted a more proactive approach to
defending their platforms and products against a variety of threats and threat
actors. These threats include the erosion of election integrity, influence
operations, foreign and domestic violent extremism, incitement to violence and
terrorism, sectarian conflict worldwide, and public safety challenges related to
COoVID-19.#
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In other words, platforms have transitioned to proactivity 78@1%$: the
platform. They replaced a relatively passive approach to what users posted with
one that not only seeks to more aggressively moderate content on the platform,
but also to monitor and identify threats in advance on an ongoing basis both
online and, crucially, offline. In addition, platforms have recognized that a
universal, “one content policy fits all” approach would no longer do. Local
culture, sensitivities, and political context, they realized, must be accounted for
in designing and implementing their policies.*”

To that end, major platforms have created or significantly expanded
dedicated teams and procedures to support what they call “trust and safety” or
“integrity” operations. They have invested in building local expertise. They have
developed a universe of related jargon and tradecraft. A steady pipeline of
former national security and foreign policy government officials transitioned to
platforms and transplanted government methods and modes of thinking into
their growing trust and safety and public policy teams.

Since platforms lacked institutional capacity and expertise to
independently contend with such a vast spectrum of geopolitical and security
problems, platforms have also developed relationships with outside
stakeholders to draw on their expertise, seek guidance, and benefit from
intelligence to compensate for their blind spots when it comes to the offline
world.

What follows briefly surveys internal organizational changes within three
major platforms: Facebook, Google, and Twitter. Although similar
developments have occurred in other companies,** | focus on those three
platforms because of their role in recent security and geopolitical crises and the
relative wealth of publicly available information about their trust and safety
practices.*® Part Il then turns to external cooperation and the platform-
government nexus.
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Facebook, Google, and Twitter have all increased the number of employees
with security and geopolitical responsibilities in the last few years. Former
government national security policy experts and intelligence officers
transitioning to the private sector assumed many of these new positions.**
Facebook appears to have made the greatest and most publicized
organizational adjustments. But all three companies have created or
significantly expanded teams whose main task is to address geopolitical and
security threats. They began to communicate related developments through
periodic policy publications, data releases, and blog posts.

DAL 16.%&7115!

Nothing exemplifies Facebook’s geopolitical turn better than the docket of
the newly established Facebook Oversight Board (FOB), Facebook’s semi-
independent organ for reviewing certain content moderation decisions.*> Most
of the cases that have reached the FOB'’s docket to date—covering a miniscule
portion of Facebook’s content decisions—touch on major geopolitical conflicts
or security challenges. The cases implicate Alexei Navalny’s opposition
movement in Russia,*® tensions in Turkey over the Armenian Genocide,*’ the
conflict between Turkey and the Kurdistan Workers’ Party (PKK),*” the situation
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in Myanmar,°? the Israeli-Palestinian conflict,® protests in Colombia,®" the
Indian government’s relationship with the country’s Sikh population,® and the
suspension of former President Donald Trump for inciting violence.>®

ISince 2016, Facebook has tripled the number of people working on trust
and safety issues for the company. As of August 2021, they numbered around
40,000 in total.>* Facebook’s appointments to senior management roles reflect
the company’s effort to recalibrate its organizational infrastructure and
procedures to generate better geopolitical analysis, monitor global threats,
improve response protocols, and deepen ties with government around these
activities. For example, in 2019, Facebook tapped Jennifer Newstead, the then-
U.S. State Department Legal Adviser, for the position of General Counsel.>® The
appointment, among many others, signaled that the skill set Facebook seeks in
its top legal officer is the skill set of the legal adviser to one of the world’s
foremost foreign policy and national security agencies.

The company has also created or reframed dedicated positions to bring
centralized, high-level attention to geopolitical and security threats. This
includes the positions of Head of Cybersecurity Policy, currently held by a
former Director for Cybersecurity Policy at the National Security Council
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(NSC),%¢ and the position of Global Threat Disruption Lead within Facebook’s
Public Policy unit, currently held by a former NSC Director of Intelligence.?” Job
postings for Facebook positions such as “Law Enforcement Signal Intelligence
Specialist” state:

Teams across Facebook are dedicated to preventing real world harm
and countering threats, often working with governments around the
world . . . . Our Strategic Initiatives team, which coordinates efforts
across our law enforcement-related programs, is looking for a Law
Enforcement Signal Intelligence Specialist to identify insights . . . and
drive strategy to enable the company to anticipate and leverage
emerging trends. The position will help us to gain a deeper
understanding of how bad actors use Facebook, analyze current safety
trends, and develop solutions to detect and mitigate risk.>

It is not entirely clear to the outside observer how Facebook’s vast safety
and security apparatus is organized internally, but some details have been
shared with the public or revealed by researchers.5?

# N1?$/82/82212443) . $:1P#1-8$/!ED/28.3#4 31!

To start, Facebook significantly ramped up organizational capacity in the
areas of terrorism and countering violent extremism. Facebook—at its
inception, a social network used for mundane purposes such as keeping up with
friends and sharing photos—now employs a Counterterrorism Policy and
Dangerous Organizations Manager.®' In late 2017, the company had more than
4,500 content reviewers working in “community operations teams” around the
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world to address terrorist content, among other forms of potentially harmful
content.)®” By 2018, that number had increased to 7,500 moderators.5

In addition to “line” content moderators, Facebook has created a team of
counterterrorism specialists whose responsibility is to help develop policy and
review the determinations of content moderators in hard cases. That team
consists of about 150 specialists with backgrounds in academia, prosecution,
law enforcement, and engineering.®® According to Facebook, team members
are proficient in nearly thirty languages to account for local context.

Furthermore, Facebook has said that it works with external partners to get
intelligence and develop insights about threat actor behavior offline and that it
leverages “off-platform signals” to identify dangerous content. Facebook has
asserted that these efforts have significantly increased proactive detection of
organized hate—that is, the percentage of content Facebook removes on its

)$("2)>$$DR)2;41.):'3".) ' 31837036) /'43) TGHSHL"92) ' $<'3; G"'9'H) .T) +'19"1834'$< YRI:419¢"
G2 198)#18) 92)" £) 2395 $0BI: " TGTL41$9:" 19" 1; /0190" 2598) 98’ 19" 2BO8)RE, ' HHET2 ;B! 19"
Y3230 QWK 1S9k RUE) G HISH"0"9/", "9/ 38)" #))23F 14++) HORT:' 7F
B /HE™ U5;5 (M, +0" " F)MA; VD™ 256/)2 " S+ YR * (+6#'5" $)>¥"&" "Her/ = &i0'[()>Fh, TUVA),
30" H#)UG"F22_KmT Ihla(Al?4;72D:3"9D,'; : Bi#)9$8) ' hV, "' ahZ' [d?$9R)RE'T:") . )4BE3190, - '

0 24:12D:39D,"; - B&#) 9%8) 'V, "¢'a, VVI' 6" /HE"™,"; : B&#) 9$8) ' hT' [) #$44190" 4378 (*2) >$$Di:"
TWSC=$>"WS2B' ) G#3M1TP) /163783 ; G h) /) )#B'9) 2) 11 B8P 43) 11 PY) 26" $<'2598) 96
G$/)¥'w$9, :"B190" &3"¢' (*"2)>$3$D' 9%+ 3":"h,1UU' 2$94) 9%’ G$/ )% 6Bh:" "4$;9/'¢3) " +$i/ '
G))&190"43) ' 3M90" 0% 6™4D' S 2D)%>)4@" :)&' 79" 6"'B' $< TUVh'F'F'F'F'89" $&3) %' +$i/:,"63)Bi. )"
“/1)/ G E3) 1 "G) 9; G $<' 2598) %' G/ )b ePh:t " SR B 19" #23" ¢z 4B
)G#:$B))'3)"/'2$;9'79'63) """ 14" ) 1038’ G$9%3:g\F' NO'63) ' +$iD" $<' 2$98) ' G/ )4 'e$h:," 1))’
@)9W™B'L/ (/) H+17(&.,)C7 ;4:BK; )10 " - N2+ :8" 1 Q)6 +B™ (J&i+ 2 )2 )85 7)1 ; /B+B. ) +AL+01/%6 "B/
[TUVZAE';+4).; " KA$OT2D, * —+)U+2)D " 4+8$"&;, "  B&#'O$R) 'Val'K"8) 'K*$O12D, 05 5(+)"—+) +#<)t")
M, +@" "F) *-#") 1+£") 25"-) "—4) 2-85;",-18,-) 1-"""$/8 O-s) J+ 2 [HF TI,' TUVZ\,
3" H)NG"F22_ZIANCME (42" 1)B'O)+EPO, *—+)*htt : <HM. ™ "8PJ*—+)1+,&+")154+;) "Wkt +@ " *F)
R™ (H#" & SO E<+85, %, (, "[O>FT,"TUVZ\,'3a#:"_#)%G"F22_11 1 cheWZar

)EB6$91D™ CT2DYH' K' CHI"'9' (1:3G™9," SHR() Z:+;""$;P) S"2) L+) 2" 1 $"+8) " 8; <,' (0" 1++2)
O . (++="[1;9)'VL,'TUVh\,' 38&#:* _#)%G"F22_HcCOmSL=4'6$9712"" C12D)%e' k' CH1"'9" (1:3G™'9,"
SHA()Z 2 +;"" ;P L—#")E&+) L+) 1 "58/)" ") 1"HO)E-+#() "H)*+8&"8;"; ) (#0"1++2)0 5. (++-)[0%.Fa,'
TUVa\,"38#:"_#)¥G"F22 m6QHIGa! )

)" '24;12D:3"9D," ;:Ba#) 9$8) hV,' &' ZF ("2)>$$Diz -)"/" $<¢ 2$; 0 H)HSH:G' WST2B' 3"
"//%)::)/'43) TGHSHE92) ' $<*$2"P) / )RH) 12 ) 19" 3T: ) "M dg'R319D '3 8'43) ">T00) &' HFT19% $<"
$)"HOT90"<BH' G)'T: <10 ; %4190" B ; &' 3B+ :2") "I $H) U "1$9'8$" ) 9<B2) '@ ;1/)119) : ' 2$9:7:4) 9¢*B"
"9/")<«)241.)*B'HI/" 19" GB")R#)1)92)," ; 947'B$;i.)'3"/'¢$' G"9"[) '83) " :2"%) 43"% (") >$$D'
$HE8):"8,") )9 +3)9":$G)>$/B'01.) 'BS; 1 $G) '$<'43)'9; G>) B ; 43", ) $) "H9"$'
+Hi#'BS ;% 3) "/ S 97T 9/ 19/ ) k89 +3 83 G) "9 19 Q)G " $< 190 ; D) ' 2. )% @),
2;%;4"D9$+)/@),'3".790"63) "WA3E'#) $#) '6$'>) "> '1$' /$'43) 'W@34'43790: Fg I (1" & a, " VVF'



*( STANFORD TECHNOLOGY LAW REVIEW +, ("

own initiative, before users report it.%% According to Facebook’s community
standards enforcement report for the first quarter of 2021, the “proactive rate”
for content it enforced against based on its dangerous organizations policy was
99.6%.56

Facebook has also increased enforcement against domestic terrorism and
violent extremism, especially in the wake of the 2020 U.S. election and the
January 6, 2021 Capitol riots. It did so despite internal pushback due to concern
over political blowback.%” Facebook removed tens of thousands of accounts,
pages, and groups belonging to militarized groups such as the Proud Boys, as
well as “violence-inducing conspiracy networks” like QAnon.®> At the time, the
company said it had identified “over 890 militarized social movements to
date.””?
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Similar developments occurred in policy areas other than counterterrorism
and violent extremism. Since 2016, Facebook significantly ramped up its efforts
to “stop information operations, including those that target elections.””* Those
efforts have a strong geopolitical tilt because they emphasize state-backed
influence operations. “Foreign-led efforts to manipulate public debate in
another country” and “[o]perations run by a government to target its own
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citizens,” according to Facebook, are “particularly egregious” forms of
deception on the platform.””

Facebook’s cybersecurity, threat disruption, and global elections teams
tasked with these responsibilities include members with “backgrounds in
cybersecurity, digital forensics, national security, foreign policy and law
enforcement.” " The teams collaborate with governments and other
stakeholders worldwide to “proactively monitor” threats.”® They engage in
“deep investigations on platforms” to uncover “coordinated inauthentic
behavior’—an ill-defined term Facebook coined. ™ They synthesize
technological insights about threat actor methods and other information
gleaned from the platform with information about offline behavior and
relationships available to the government and other players.” Insights about
threat actor behavior in turn inform the development of technology for
automated defense at scale against similar threats.”® Recently, Facebook began
to target . ?/=&$/thlaccounts that coordinate social harm on the platform—not
just fake accounts and diversion designed to conceal who is behind harmful
operations.””

A central element of this evolving policy and practice has been turning the
focus to online and offline user conduct, as distinct from moderating pieces of
content as they are posted on the platform.”” The focus on behavior inherently
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involves proactive research and analysis reminiscent of traditional government
intelligence analysis work.>? For instance, Facebook must identify the interests
and geopolitical objectives of Russia and be familiar with the actors spreading
disinformation on its behalf to prepare for a U.S. election. It must understand
Iran’s global and regional posture to counter influence operations backed by
Tehran.

Proactive monitoring and analysis of coordinated inauthentic behavior on
Facebook’s platforms have produced multiple takedowns of networks and
content in the last few years. Facebook boasted a 99.8% “proactive rate” on
fake accounts for the first quarter of 2021.>' The company advertises these
takedowns as they take place or in cumulative monthly reports, which it started
issuing in early 2020.>" The first network Facebook took down in 2017 was
linked to the Russian Internet Research Agency (IRA) and its effort to influence
the 2016 U.S. election.™ In late 2019, Facebook reported that it had removed
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fifty networks engaged in coordinated inauthentic behavior worldwide the
previous year, many ahead of major elections.”® That number doubled to one
hundred by August 2020,”* with around ten additional takedowns announced
each month since.™

These efforts have proved somewhat successful in preventing foreign
election interference. In the aftermath of the 2020 U.S. election, Facebook
reported that there were few successful attempts by foreign actors to spread
disinformation, and that the small number of operations that were detected
did not gain much traction. Facebook attributed this to platforms making it
difficult for foreign-backed networks to use methods deployed in 2016. Instead,
a key challenge became what Facebook officials have called “perception
hacking” —efforts by various actors to create the impression that foreign
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influence was much more significant than it was, undermining voters’ faith in
the validity of the election outcome.”®

U.S. elections have not been Facebook’s only focus. In 2018, the company
launched a global Election Operations Center employing intelligence and policy
experts.” Recently, it floated the idea of establishing an Election Commission
to advise on related decisions.” Facebook has issued updates about its
preparation for elections in a variety of countries. For example, ahead of the
2019 United Kingdom general election, Facebook’s head of U.K. public policy
announced the formation of an Elections Taskforce with national, regional, and
headquarter representation to work on, among other things, threat
intelligence. The task force was touted as a war room of sorts to complement

12? Facebook took similar

the other ongoing security efforts described above.
steps ahead of elections in Indonesia,'”* Australia,’”” Thailand,'”* and India,'?®

among others.'?
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Facebook has ostensibly taken steps to avoid repeating what took place in
global hotspots like Myanmar and Thailand. The company was slow to respond
to the spread of propaganda and incitement on its platforms in those conflict
areas, contributing to large-scale sectarian and religious violence. In Myanmar,
many blamed Facebook for contributing to mass atrocities against the Rohingya
minority.'”® Consequently, Facebook created a Strategic Response team to
tackle escalation to violence in conflict areas.'”® The team has been described
as the “latest evolution in the Silicon Valley’s culture: less ‘move fast and break

2127

things,

717>

and more thinking through the harm they are adding to half a world
away.
Like the other Facebook security and geopolitics teams discussed here, the
Strategic Response team consists of individuals with experience in government,
military, and geopolitical risk assessment in large multinational corporations.'*”
The team is designed to fill a coordination gap among Facebook’s various units
in responding to global conflicts. It reports directly to Facebook’s senior
leadership. Its tasks include recommending technological product adjustments
to make it more difficult for disinformation and propaganda to spread in conflict
areas, coordinating the platform’s response where there are indications on the
ground that a crisis could be imminent, and advising the company on capacity
building for these tasks.'"'
Recent Facebook actions attempted to implement some of the lessons

learned from past conflicts. In the wake of the February 2021 military coup in
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Myanmar, Facebook did not wait long before deplatforming the entire
Myanmar military (Tatmadaw) and linked entities.''” In a different context,
Facebook dispatched its top global affairs and public policy executives to meet
with Israeli and Palestinian officials during the May 2021 clash between Israel
and Gaza and sectarian violence within Israel.'** This was in response to
criticism that Facebook was not doing enough to curb the spread of violence
through its platforms. The platform also adopted the “war room” model from
the election context. It formed a “special operations center” to monitor the
situation and improve enforcement against disinformation, incitement to

violence, and coordination of violence in real time.!'3

AL <#//82!

I0ther major platforms have created similar intelligence analysis, policy,
and outreach units, albeit on a smaller scale compared to Facebook. Twitter has
similarly expanded its organizational infrastructure to better address security
and geopolitical threats to its platform. Contending with geopolitical threats
was not a task that Twitter had emphasized prior to 2016, as the company’s
acting General Counsel conceded in a 2017 testimony before a Senate Judiciary

subcommittee.!'*
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Like Facebook, Twitter has emphasized the security and geopolitical

challenges of terrorism and violent extremism,"*®

"'6in its post-2016 efforts to protect the

election integrity, countering
influence operations, and COVID-19
platform from abuse. Twitter's Safety and Site Integrity teams lead the
company’s efforts to identify and investigate suspected platform manipulation
and other violations of Twitter’s policies. The Twitter teams partner with
governments, law enforcement, and industry peers to “improve our
understanding of the actors involved in information operations and develop a
holistic strategy for addressing them.”''” Those working on these issues within
Twitter include “data scientists, linguists, policy analysts, political scientists, and
technical experts.”'"> The company has vowed to bring in additional personnel
to support platform safety work.'™

As part of the reforms introduced post-2016, Twitter has expanded its
biannual transparency report—which originally focused on disclosure of
information about government requests Twitter receives under various legal
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authorities—to include sections on the enforcement of the Twitter Rules.!™

The reports show that like Facebook, Twitter engages in proactive enforcement
against terrorism and violent extremism, which requires independent
monitoring and intelligence. For example, between July and December 2020
alone, Twitter enforced against 58,750 unique accounts under this policy. The
company asserted that 96% of those actions were taken on the platform’s own
initiative without first being reported by users.'™

Election integrity has been another key security challenge that Twitter has
prioritized. Around the 2020 U.S. election, the company took steps to limit the
spread of disinformation and incitement to violence under a combination of
policies, including policies on civic integrity and against glorification of violence
and coordinated harmful activity. ' For instance, following the January 6
Capitol riots, Twitter suspended upward of 70,000 QAnon-associated
accounts.'"® The company also famously suspended President Trump.'™ !

Like their Facebook counterparts, the Twitter site integrity team’s
information operations work focuses on enforcement against coordinated and
deceptive behavior. Twitter’s public disclosure policy with respect to such
behavior focuses on activity verifiably attributable to state actors.'™ The
company now maintains a public archive of tweets and media connected to
state-backed information operations.'"® The dataset includes accounts linked
to China, Russia, Saudi Arabia, Ghana, Nigeria, Iran and several other
countries.!”” To date, Twitter has disclosed over 85,000 accounts linked to
state-backed information operations.'™

Twitter has said that disclosure of state-sponsored manipulation of the
platform is in the public interest because “people and organizations with the
advantages of institutional power and which consciously abuse our service are
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not advancing healthy discourse but are actively working to undermine it.”'#?

Much like Facebook’s framing of state-sponsored coordinated activity as a
particularly “egregious” threat, "' Twitter’'s emphasis on state actors in its
disclosure policy highlights the geopolitical nature of these efforts.

Qi 8119-8!

Google and its parent, Alphabet, have arguably been the least transparent
and forthcoming about their internal efforts to tackle threats to the company’s
various products. Still, what we do know about Google’s current posture
indicates that it has engaged in similar institutional capacity building in the
areas of security and management of geopolitical threats.

Most notably, Google formed a Threat Analysis Group (TAG) to counter
government-backed attacks across its platforms, including YouTube.'*" TAG’s
current head is a former Australian intelligence official, and it has been
described as a “small intelligence agency” and “one of the nation’s massive
private counterespionage efforts.” '* The group began producing public
updates about its work in August 2018, covering issues such as state-sponsored
activity, the maintenance of platform integrity, the protection of users from
government-backed hacking and disinformation, and COVID-19.'#

Like Facebook and Twitter, Google has highlighted its efforts to counter
“coordinated influence operations” both online and offline through
cooperation with other stakeholders, among other measures.'#* For instance,
in 2019, TAG announced that Google acted against Russia-affiliated influence
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operations targeting several nations in Africa.'” The company noted that this
move was consistent with similar Facebook action. The operations involved use
of inauthentic news outlets to promote Russian interests.'#

In early 2020, Google’s head of Trust and Safety outlined the company’s

efforts to combat election interference ahead of the 2020 U.S. election:

As part of our ongoing efforts to counter interference on our platforms,
we work closely with other technology companies and government
agencies, such as the FBI’s Foreign Influence Task Force, on referrals
and leads. Alongside my colleagues at Google’s Threat Analysis Group,
and at YouTube, we work closely to identify bad actors, disable their
accounts, warn our users about them, and share relevant information
with industry officials and law enforcement.'#”

Google has harnessed Alphabet’s in-house think tank and technology
incubator, Jigsaw, to support this work. Jigsaw’s mission is to “identify emerging
issues . . . that threaten open society” and to build technology to address
significant security challenges.'® Two of its four main areas of work are
disinformation and violent extremism.'3” Jigsaw research supported Google’s
investigation into foreign interference in the 2016 U.S. elections.'®!

Finally, Google created new intelligence synthesis and risk assessment roles
such as a “Trust and Safety Lead for Intelligence and Insight” and a “Strategic
Intelligence Manager for Emerging Trends and Risk Management.” '*" The
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company hired counter-terrorism specialists and other subject-matter

experts.'3#

I1I.! THE PLATFORM-GOVERNMENT NEXUS

The previous Part focused on platforms’ internal efforts to build
organizational capacity to meet a variety of security and geopolitical challenges
affecting their products. This Part turns to the external aspects of these efforts.
It considers the expansion of inter-platform cooperation and the broadening of
the platform-government nexus in addressing key national and global security
challenges facing governments and platforms alike. It also explores how
platforms have replicated traditional government national security practices.
The final section of this Part reflects on the role of existing law in enabling and
facilitating these dynamics.

CAl' K#2&W/ M- . /0123H81>82$3&$/IN11, &2 41$!

The past few years have seen growing cooperation between platforms and
other stakeholders to address global and national security challenges. Some of
this cooperation focuses on ad hoc information sharing and responding to
specific incidents, while other, long-term forms of cooperation are reminiscent
of institutionalized inter-agency processes or traditional international
organizations.

DA R &B/HNES/&2& 1 IN1L, &2. /41 %!

It has become increasingly common for platforms to work together against
specific actors and information operations. Platforms often announce the
identification and removal of information operations simultaneously or in close
proximity, reference other platforms’ actions in announcing their own, or
include boilerplate language in their takedown announcements to the effect
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that industry partners and law enforcement have been notified.'33 The practice
is reminiscent of how nation states often collaborate in publicly attributing
cyberattacks to state actors.'3* One recent example is the large-scale takedown
of accounts and pages associated with QAnon. YouTube made the move shortly
after Facebook banned related users and content from its platform in October
2020.'3°

There also appears to be an open line of communication among platforms
and government to share information, identify threats, synchronize policy
responses, and coordinate with law enforcement. '*® Platforms at times
explicitly state that government tips prompted their enforcement action. For
instance, in September 2020, Facebook and Twitter said that they acted against
a Russian-backed fake user network attempting to spread disinformation based
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on an FBI tip. The operation was reportedly originally identified by U.S.
intelligence agencies. 37 Twitter publicly thanked the FBI for providing
intelligence about an Iran-based network that attempted to influence discourse
about the 2020 U.S. presidential debates.'®> After the 2020 elections, platform
executives said that “a number of our major takedowns were tipped by
government partners.”'4’

In other cases, platforms acted in proximity to similar government action,
suggesting a possible connection between the actions. For example, Facebook
and Twitter’s mass deplatforming of accounts linked to the Russian IRA closely
followed the designation and indictment of the group by the U.S. government.
One month after the Treasury Department announced new IRA sanctions,'*!
Facebook removed over one hundred IRA-associated accounts across its
platforms.'#"
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In addition to ad hoc cooperation around specific incidents, platforms
appear to be entrenching cooperation among themselves as well as with other
stakeholders in certain critical policy areas by creating new institutions. Two
key examples are the 2017 formation of the Global Internet Forum to Counter
Terrorism (GIFCT) and platforms’ periodic meetings with government agencies
regarding election integrity in the framework of a designated working group.

The GIFCT is an initiative Facebook, Microsoft, Twitter, and YouTube
spearheaded in response to pressure following major terrorist attacks that
impacted platforms.'#* The live-streamed 2019 Christchurch terrorist attack
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added impetus and urgency to this initiative.'*® Other tech companies have
since joined the GIFCT. The GIFCT was established with significant international
weigh-in from both government entities and NGOs.'4*

The GIFCT aims to foster and structure counterterrorism cooperation
among industry players, civil society, academia, governments, as well as supra-
national bodies such as the United Nations Counter-Terrorism Executive
Directorate and the European Union.'*® The objective was “to engage in shared
learning about terrorism,” develop best practices for guidelines development
and policy enforcement, and promote counter-speech in tandem with civil
society on an international scale.'® An important component of this initiative
is the Industry Hash Database. Originally an EU Internet Forum tool, the
database allows companies to create “digital fingerprints” for terrorist content
and share it with other participating companies.'#’

In the areas of election integrity and influence operations, Facebook,
Twitter, Google, and other platforms formed a working group with U.S.
government agencies. The working group meets regularly.'*> Meetings took
place as often as once a week in the period before the 2020 U.S. election.'®”
Facebook’s Head of Cybersecurity has said that the goal of these meetings “isn’t
necessarily to talk about specific instances, but to talk about the trends, the
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challenges we’re seeing in foreign interference, and to ask [whether] our
industry [is] doing everything . . . to get ahead of this problem, and [whether]
government [is] doing everything . . . and how we share information.”'>' He
expressed satisfaction with the work of the group and hope that it evolves from
a voluntary forum into a more formal arrangement.'®" It is difficult, however,
to evaluate the work of this group independently because we know very little
about it beyond buzz-word laden one paragraph-long press releases and public
commentary.'>

JN V&, #%. /439152 14413, -181>82$3&$/IM1-#4%0!C, , 21 . %=&4!!

The recent geopolitical and security turn of major platforms also manifests
in the adoption of national security policy practices and tools that governments
have employed for decades. Clearly, the policy options available to platforms
are different than those available to states. Platforms can set standards and
rules for their users, create and terminate business partnerships, and adjust
technology. They can take various measures to control content on their
platforms, including labeling, de-ranking, applying amplification restrictions,
removing specific content, banning certain advertisements, or even
deplatforming users and networks wholesale. But they lack government’s
coercive power, including the ability to use force.

Nevertheless, the menu of options available to the major technology
platforms coupled with their role in modern society still gives them ample
restrictive power and an ability to impose meaningful sanctions on individuals
and groups. Platforms have wielded this power in part by transplanting
frequently used government national security tools and methods into their own
practice. The fact that many platform officials in trust and safety roles have
previously held government national security posts has contributed to the
importation of government practices and thinking into platform operations.'%?
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One area in which platforms have essentially replicated a well-established
government policy approach to geopolitical and security threats is the
designation and sanctioning of organizations and individuals, their associates
and supporters.'®® This method mirrors a familiar U.S. government practice of
designating individuals and groups for various sanctions to address national
security threats.'>®

U.S. government designation mechanisms include dozens of sanctions
programs. They target multiple states and transnational threats like malicious
cyber activity, terrorism, and proliferation of weapons of mass destruction.'®®
The United States also blacklists individuals for national security reasons via no-
fly lists and other travel restrictions. Blacklists have even been compiled to
identify targets for lethal counterterrorism strikes abroad.'®’

The designation process and its implications vary depending on the specific
authority and context, but they all authorize government to single out
individuals and groups for national security or geopolitical reasons, to impose
sanctions based on that designation, and to pursue those .441%t./&: with
designated individuals and groups with additional sanctions. The same basic
method drives platforms’ enforcement policies against dangerous
organizations and coordinated inauthentic behavior. Platforms curate lists of
banned users and groups. In lieu of travel restrictions, asset freezes, and
economic ostracization, this method translates in the world of platforms to
content and access restrictions on users either due to their own conduct or
because of their association with other users, groups, or networks. Platforms
add their unique toolkit of sanctions to the economic or movement restrictions
of government sanctions.

Both Facebook and Twitter’'s terms of service include a section on
dangerous organizations and individuals that provides for designation and
sanctioning of users. Facebook’s community standards provide that “[iln an
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effort to prevent and disrupt real-world harm, we do not allow organizations or
individuals that proclaim a violent mission or are engaged in violence to have a
presence on Facebook.”'> This includes organizations or individuals involved in
terrorist activity, organized hate, and organized violence. Facebook provides a
non-exhaustive definition of organizations that fall under this rule.'®”

Facebook gradually expanded the enforcement of this policy from terrorist
organizations that drew attention in earlier stages of Facebook’s
counterterrorism and counter violent extremism efforts—ISIS, al-Qaeda, and
affiliates—to other terrorist groups, hate groups, and militarized organizations.
It extended the policy to domestic groups like QAnon and participants of the
January 6 insurrection.'®' Facebook’s recently leaked Dangerous Individuals
and Organizations list includes thousands of groups and individuals.'®"

Importantly, QAnon and other groups that Facebook and other platforms
enforce against are not necessarily designated by the U.S. or other
governments. The platform blacklisting enterprise involves a large degree of
independent policy discretion. To mention another example, when Facebook
deplatformed the Myanmar military over the February 2021 coup, it also
banned linked commercial entities which it identified independently based on
a UN report.'6#

Likewise, Twitter’s rules and policies provide that “[t]here is no place on
Twitter for violent organizations, including terrorist organizations, violent
extremist groups, or individuals who affiliate with and promote their illicit
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activities.”'®® The rules state that the platform’s assessments in this context
“are informed by national and international terrorism designations.” '%* In
addition to following government designations, Twitter has its own
criteria.'® The policy states that Twitter examines group activities both on and
off the platform.'® YouTube’s community guidelines similarly ban content from
violent or terrorist organizations. The platform’s public rules on this issue,
however, are more rudimentary and vague than those of Facebook and
Twitter.'®”

Much like governments have done with their own designation mechanisms,
platforms have extended the practice beyond just counterterrorism and
preventing violent extremism.'®> The growing practice of identifying and taking
down networks behind influence operations and other forms of inauthentic
behavior is based on the very same logic.'””

In sum, platforms replicate government sanctions lists and expand them.
They add another layer to government economic or physical movement
restrictions by imposing global restrictions on content and access to their
products. As | show in previous work, government designation processes—
often heavily based on classified material and loose criteria—have notorious
due process deficits, and in the United States, they are exceedingly difficult to

171

successfully challenge in court. Although platforms must comply with
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government-imposed sanctions against third parties,'”” they have gone beyond
what is strictly required by law. '™ Platform amplification of government
designations enhances the individual liberties harms folded into this
government practice.'”®
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Where do the platform geopolitical and security policies and practices
considered thus far meet U.S. domestic law?'7* Is there even any law to apply
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to these practices? After all, we are largely concerned here with how private
actors self-regulate to conduct their security and geopolitical affairs: how they
organize their security and policy bureaucracies, how they develop their
policies, how they enforce them against users, and how they collaborate with
other stakeholders—domestic and international, governmental and non-
governmental.

To be sure, there is plenty of restrictive federal and state law that governs
various aspects of platform operations, either directly or indirectly. Trademark
and copyright law,'”® various privacy requirements,'’® law pertaining to data
handling,'’” general corporate, antitrust, and criminal law, and other bodies of
domestic law all apply to platforms, and platforms must comply or face
sanctions.

Nevertheless, existing statutory and administrative frameworks generally
do not regulate the core platform geopolitical and security practices analyzed
in the previous sections. Even certain statutes that regulate private actors
specifically to protect security and geopolitical interests, like the Foreign
Corrupt Practices Act of 1977 (FCPA)'” and the Committee on Foreign
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Investment in the United States (CFIUS) mechanism,">” are only peripherally
relevant to these practices.'”",
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Similarly, constitutional obligations that could constrain platforms acting in
the security and geopolitical space are at present inapplicable to the
relationship between platforms and their users as a matter of law. Despite
significant scholarly debate about requiring platforms to adhere to
constitutional obligations such as the First Amendment and procedural due
process, extant law continues to preclude such application.'>" Courts have
generally declined to utilize the state action doctrine—which imposes certain
public law obligations on private actors when they perform state-like
functions—to subject platforms to constitutional duties.'>*

Consequently, these various legal frameworks do not regulate in any detail
the subset of platform activities, still peripheral in the general scheme of their
operations, that relate to monitoring and addressing geopolitical matters and
security threats such as terrorism and violent extremism, influence operations,
election integrity, and a global pandemic. They do not meaningfully constrain
practices like intelligence synthesis, threat analysis, related information
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sharing, policy development, or platforms’ enforcement methods against
security threats.

At the same time, several domestic law elements boost and facilitate
platforms’ geopolitical and security practices. The combination of the absence
of direct legal constraint and the existence of facilitating legal mechanisms
creates a legal environment that allows platform-government cooperation
around geopolitics and security to flourish. The next section explores enabling
legal factors.

"N ES$.7-4$9!U&9.-16. /124!
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The cornerstone of the existing legal framework that allows platforms a
wide margin of discretion in moderating user-generated content and
developing related policies is the widely discussed and frequently criticized
Section 230 of the Communications Decency Act.'>® Section 230 precludes
platform liability for most user-generated content. This protection allows
platforms to self-regulate and moderate content by enforcing against users
who violate their rules or abstaining from enforcement without fear of endless
litigation.">*

Section 230 has been the subject of intense criticism of late, including both
political attacks demanding that it be revoked and expert calls for reform.'>®
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Some judges have also called for a reevaluation of the scope of Section 230
immunity to compel platforms to address harmful uses of their technology,
particularly those that facilitate terrorism and other national security threats.'>®
The main point for our purposes is that Section 230 has created a legal space in
which platforms are currently allowed to address violative and dangerous
content or conduct within their purview largely as they see fit. Section 230
shields these practices by protecting platforms from legal liability. If future
congressional Section 230 reform follows recent judicial recommendations, it
would lead to more—not less—platform enforcement in the geopolitical and

security space.
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Economic sanctions and other trade restrictions that the U.S. government
imposes on foreign relations and national security grounds constrain platforms
the same way they constrain any other private actor. But in an environment in
which platforms increasingly feel compelled to proactively contain negative
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security and geopolitical implications of user activity,'>” sanctions also have an
important enabling function. Government sanctions lists are a resource that
platforms can replicate and expand upon in their own enforcement activity.
They help compensate for platform expertise and capacity gaps in identifying
bad actors. They provide political cover because platforms can justify their own
enforcement action by arguing that they relied on authoritative government
determinations that certain groups and individuals engage in unlawful activity
or pose a national security risk.

U.S. trade law is rife with authority to impose national security trade
restrictions and barriers.'>> One form of national security trade restriction
germane to the operations of technology companies is the Commerce
Department’s Entity List, which subjects persons and entities to special export
licensing requirements for national security reasons. >’ Another widely
deployed method is the growing use of individual economic sanctions. !
Several statutes authorize such sanctions, including the 1977 International
Emergency Economic Powers Act (IEEPA),””" the Antiterrorism and Effective
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Death Penalty Act of 1996 (AEDPA), " which governs Foreign Terrorist
Organization (FTO) designations, ?® and other specific statutes.

IEEPA and other economic sanctions, FTO designations under AEDPA, and
Entity List restrictions reach many aspects of platform operations. They prohibit
platforms from doing business with designated actors and determine what
procedure they need to follow if they choose to export technology to Entity List
designees. ”® However, it is not entirely clear what these designations and
restrictions mean for what happens 1$ the platforms. Must a platform remove
all content posted by a person or entity subject to economic sanctions under
IEEPA or AEDPA? Must it block their accounts? Would sharing ad revenue with
terrorist content creators constitute material support for terrorism, which
could violate a criminal prohibition"?® and expose platforms to civil liability?"?’

7):8; 28159, ) HSHT: G, "9/ 9" 2412 Uk <T2DI9GF HAYH'Z_VV,'43) ' ADTE) /' 18"8) - YR#""9/) /'43)"
H#4"2012)"19'43$:) ") "1 "9/ >)BSO/FB9/1.1/ ;") 2598 G2 " 9241$9:"3" . ) #"B) /" -1Q9T<T2" OB
U TO'AFLFHS2B'$O' Y 1T 1)) 261$9'G) /74190, "9/ 28> h: ) 2 WRBF'53) ATE) /1188) '3 1
1GH#S$:)/':"9201$9: ") *'6) /' 4$'63K) "k HS G B9, OSHS'KSH) " ' 1BH" 'C)*""h; -, 'C ;3 9/7,'2) 9™
HAN2"" 1)#:>12," 23908, B"X,' 0)>"989," 01>B" ' 1$G™1", 1:/"9." J)G)9,' “)9)P; )™ "9/"
SIG>">+)F'53$;:"9/:'$<19/1.1/ ;™. 9/ Y ORT) '3 .)">)) 9'/) 189""E) /*; 9/ ) '63) - ) H$H2T) oF'
1++'23"23D$,"; : BU#'9$8)'Veh, g VUZ]bZZF"

$.4 HORIR) HESHT: G™"9/"Me<) 267. ) 'L) 43 W) 9" 4B H28'$<'VZZ, W; >FOFOSFVUMDV] T, VUL 8V TVin'
[VZZCV

$.29" AFTF2F ' Waz["\[V\' [:6"0190"43"8" " 04$ ; #' G"'B'>)' /) 109") /' 9" (BN'I' T8 T:"<$¥) 189" "9/"
)90"0) ' 19" &) HABHT:4" 267, 88" 63" 43K) "8)9:" 63)" AOTE)/" 1878) <" B 18" 9"WIS9™\F &' AFLFPF t
Waz["\[T\[\:4"4190'43"¢43) '5h) " ;¥B'G"B') )P) ™'9'(BNiz "2 )6z, 432 ) 1S 1/196 T8/ G 8 "™
CHESIGBC2) 2HGTO M M 9201$9:, 9/ T8 M) 9'G) Gk G B'>) /) 9T) / AFLF T/ GT: SOV
S, L4++6)41/1, 2% ; 98) H19Q" HG ) H12"iz" HZ . )h: "7) ' 534 ; 03" 1"927$9: H28, "W >F' OF O$F" W b,
VIV'Le 8 aac [TUVhWMR) 2N/ )HOSFV] .amz,'a] () /F 1) @Fma, VZ I [TUVa\V [2$92) %9798 1 5 -7 "
B9, "9/ O$HE3' KSH)"\F' 53)" IGHT2"U$9:" $<' -"9201$0:" . "4B' "22$4/790" §$' §3)' /):109"¥$9"

#)%:$9'+183719"AFLFY ; 47: /1281$9"'9/ ") - 8124159 :'$9'/$19@"> ; :19) : :'+183'¢3) GF'53%$: ) '+3%'/) ™
+183'/):109"8) / #)%:$9:,792*; /190'AF1F#)h: $9:'+3$'/$':$,":D">)190'/) :109""¢) /'43) G:)*. ) :F'
G )L IR)2;81.) Sh/)%h: 45 %: ;O AS MW" 445 .1/) " 211 "9/ 2HIGT9" " #) 94T - <$H'63%: )’
+3$'7$8) $H2$9:#7) 8% 1$8) 1" 92019 F UGB, " R)H'E3) 18"8) L) # WG 98'/) :709"8) -
"9'(5N';9/7)KHMLWH, 43)'58)": ; ¥B'L)#"HG ) 0GB J >;47:'9$8 )X T4) /4S5 J >*$2D8:"":2)6e,!
§3%:) #4$. 1719018 G U™ - ; #HSK' G"'B'<"2) " WMIGT9"™' :"'9281$9:" ; 9/)W'&3) ' G U 1 ; HHSU
:6858)" [;+4) Va' AFLF2F t' T]]ZC\, "9/ 19" 921 19: 41 §1$9:" G 5 &' K)HSHE (5N' "'z 1)&:F' N9 §3)"
IGH#12"41$9:'$<' /) 1109 1$9:" ; 9/)%')"23" " ; 43$H1B,' 1)) M) 9™ 23"23D$," *~+) CT1T) Ut<<+;)"-4)
RHSHS)3+4" 25" SHAOID 1 H O +44 ™ 85; "=/ HSS LS SHSO1HS, 5™ $; ) -+ NS +SH'S ™ S| 205<55#.)
27 185 0/sA/C [HIFVU, TUVZ\, 388" #)4G""F22_mpAaiCTpcr”

8. Cl++':$;%2):'216) /*; - B&#'9%8) : ' TUTHTU]F

$.)'Va'AFLFF t T ] ZHF

$Va' AFFFET] TP



1" H9%&% NATIONAL SECURITY BY PLATFORM " &%

What about allowing ISIS to reach supporters by recommending ISIS accounts
to users? >

Several courts have recently addressed these questions in cases brought
under the Anti-Terrorism Act (ATA), which imposes civil liability for material
support for acts of international terrorism.”? Appellate courts have reaffirmed
that Section 230 of the CDA grants platforms extensive immunity from liability
not only for content but also for the output of their recommendation and ad
algorithms.

In 612%&! >Al 6.%&7115, the Second Circuit Court of Appeals affirmed the
dismissal of a lawsuit by terrorism victims alleging that Facebook provided
material support to Hamas, a designated FTO, by hosting Hamas content and
facilitating Hamas recruiting by recommending Hamas accounts. The Second
Circuit held that Section 230 barred the plaintiffs’ claims, and the Supreme
Court denied certiorari.”"" Chief Judge Katzman, dissenting in part, would deny
Section 230 immunity for claims concerning Facebook’s recommendation
algorithms. He called on Congress to limit Section 230 immunity for functions
that facilitate terrorism and other harms.™"

A similar 9th Circuit case, 81$B.-8B!>A! 8119-&,"** grew out of ISIS-linked
attacks in Paris, Istanbul, and San Bernardino. Victims sued Google, Facebook,
and Twitter pursuant to the ATA for hosting and recommending ISIS content to
users, funneling a percentage of advertisement revenue to creators of ISIS
videos, and allowing ISIS affiliates to connect and organize on their platforms.
The majority again found that Section 230 of the CDA barred most of the
plaintiffs’ claims. Nevertheless, the Court held that Section 230 does not
categorically bar Google’s liability for sharing advertisement revenue with ISIS
affiliates.”*® The concurrences again called for Section 230 reform along the
lines of the 612%&!>A16.%&7115!dissent.”*4
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Despite platforms’ broad immunity from material support claims based on
content and recommendations, it appears that platforms remove content
under their own dangerous organizations and other relevant policies out of an
abundance of caution.”® For instance, when the U.S. government designated
the Iranian Revolutionary Guard Corps (IRGC) as an FTO under AEDPA,
Facebook removed content posted by IRGC affiliates from Instagram even
though it remains an open question whether merely hosting FTO content
constitutes material support for terrorism. ' As we saw, courts have precluded
civil liability, and the question of whether platform-hosted content constitutes
material support for purposes of the criminal material support statute has yet
to be tested in court.”'” This example illustrates that government sanctions lead
platforms to enforce against users beyond what the law strictly requires.

As Part IIl.B shows, platforms have replicated the method of designating
individuals and groups for sanctions on security and geopolitical grounds. Like
government, they now curate lists of banned users and subjects of increased
monitoring. They rely on U.S. and other government sanctions in identifying
groups and individuals for enforcement action.”"> They expand government
lists by applying their own designation criteria and exercise independent
judgement as to which users to enforce their policies against. In other words,
sanctions laws facilitate and enhance platforms’ own blacklisting practices.

Al 6123.-1.$:1F$0123 . -IU. <IES012%&3&$/! . $:1Y . /118 . -1"&H224/ 0!
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A variety of laws allow government agencies to obtain user data from
technology companies. Like any other entity, platforms must comply with
lawful subpoenas, warrants, and court orders that require such disclosure,””
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including requests under the Foreign Intelligence Surveillance Act (FISA).™"
Scholars have identified ways in which platforms push back against government
secrecy requirements and law enforcement assistance requests.” Platforms
can and have challenged action they viewed as government overreach using
various techniques. "# As Alan Rozenshtein observes, these methods of
resistance belie “the common assumption that the government always gets its
way” and that technology companies that contribute to government

surveillance “operate under a ‘regime of automatic compliance.” ™3

Nevertheless, platforms comply with the majority of government requests.”
In addition, several authorities outline either non-judicial or voluntary
disclosure procedures specifically in the area of national security. One example
is National Security Letters (NSLs). NSLs are generally issued by the FBI to obtain
information from companies to advance national security investigations.
Recipients of such requests are subject to a secrecy requirement and are not
allowed to disclose them to the public.”"® Platforms and rights advocates have

attempted to push back against the secrecy requirement but have largely been

$5¢'($%)7109'898)1@)92) "1 ;%. )7#""92) 'H28' $<'VZha, "W ; >FOF O$F ZIb IV, ZT' 18" Vha] '[2$/1<1) /*
":"G)9/) /1192 88) %) /1) 28189 $< TU AFLF PRV

889" 1+4°L))D:,'; < BAAOSE) 'Vad' 1$P)9:38)19,';  Ba#'9$E) 'Var"

S 1$P)9:34)19," ; : BEA 9$8)" VaFr' 1$P)9:38)19'/)98I<T) =" 1) )™ £)2397X ;) ' 43" £) 2395 $0B"
2BGH"IT)'3".) ) GH$B)/ 43 #; :3'>"2D "0"19:4 05. KOG 98 )X ; ) G ) 98 #i$2) / ; ¥1: G
"9/ RIQI$;19) 1, £)23981$@12" TR TG, "9/ #5128 GSSMPUISOF (T " VTTommE 24)
6123")"1," E..) "—+) Gh+;5(+$";) 1B5+;," ; 2B&#) 9$8)" TT,' &' ZT]' [cH' )@™T:412," 84"9:"201$9"
KIS0 314 +TE3" 2B HHSH §1$O, 10+ 3123'43) ' THG 25 BH) ') ' $IB'S'E3) RE) 04" 12 K S/ )
S >HS)9™ H#)2IT) 1, T: D) B S TIOR3 ) ABH) 'S $H) 90) 9/) /, < G $. 190" 28 > SH " WI$O"
§3"043) 198) *18) 92) @) 927) : HK) <) Hg\F"

$56'1$P)9:36)19,"; - B&#'9%8) 'Va, U VTIF

887l B+FI+;";) 476) CiH+e) IBHTE<<#"$) MEZ;," =++,*") B(/:.</(":09) 1'<h) —"xq) 2o(F,
3% #)HG 22 alCIDMOOWS D™4+8$<+$") 3+F:+;";) "7) 3+<"4+) 2°$"+$") D 4+$<+$")
3+<"4#) 3+F:+;";) @0) "-+) Ui<<@+;P) CE'+() VH'; =4+, B/ (i05) I<F
34" #)UG 22 JCMIIOMIOL) D™ 4+8$<+$")3+F 1 +;";)4"8) C;+8) I # CH"+() 1"#"+;,' (/0" 1++2)
5(/:.</("-0=)2(F)388#:"_#)KG"F22_(" mKhI=Aq4IBh" e<<#"5" $)3+F 1 +;"; 5168 05(/ - .</ (7 2 0=,
36#:N #)NG"F22_JZAZbaT=5"

$$CVa' AFLF2F £ ThUZ[™\, [2\F 14+ =""99"3' C*$230Q) 3>",'G&™ , +;;) L5"-" 2")G&™ , + (- &+) U#"5 " $#.)
I+, 28 0)1+""+; S OMER; " E<+$(<+$")35/-";,'mZ'19aa+*2)AROR! “@F] ch, Tch'[TUVC\ dM"23'B) "%’
§3)"'(C8';:):'0)9:'$<'43%;:"'9/:'$<'010: 4$'$>0"19'2; :4$G)WFFFEH""9: 24159 %) 2$4/ - § - ;23"
1)284/: ") *'6) /'6$'8) H#3$9) 2", NG ' DREIG) 1 1'0) 1, '$979) 'S ; G 1, ' +) )z, '$H'(2) >S D!
G)::"0) LF U$G' ).12)" #S.1/ )k 1"2D" BF CDI9, =.(Y1,-"".JU+2Y1,-"") IB++,-)
3+/: #"" 8, VTh'=/7@ROn 1 -@F'TTZc, T T'[TUVM\F"



"&( STANFORD TECHNOLOGY LAW REVIEW +, ("

denied by courts.”"® Another example is voluntary disclosure under the Stored
Communications Act (SCA). Among other provisions related to government
information requests, 7 the SCA permits the voluntary disclosure of
communications content “to a governmental entity, if the provider, in good
faith, believes that an emergency involving danger of death or serious physical
injury to any person requires disclosure without delay of communications
relating to the emergency.” > Google, Facebook and Twitter publish
transparency reports detailing government requests they receive, with
separate reporting on requests made under national security laws. #’

Other statutory provisions address informal cybersecurity information
sharing. The Cybersecurity Information Sharing Act of 2015 encourages—but
does not compel—private companies to share information about cyber threat
indicators and related defensive measures by granting them certain protections
for such disclosure. " The Cybersecurity and Infrastructure Security Agency Act
of 2018 (CISAA 2018), *" which reorganized the Department of Homeland
Security by creating the Cybersecurity and Infrastructure Agency, also calls for
public-private information sharing. For example, Section 2202 of CISAA 2018
authorizes the Secretary for Homeland Security to coordinate various aspects
of cyber policy with the private sector and to synthesize information originating
in the private sector.”# Section 2202 highlights counterterrorism information
sharing, but, as we have seen, the Department of Homeland Security has been
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engaged in continuous cooperation and information sharing with platforms on
matters of election security as well."#

Voluntary information sharing provisions such as the ones discussed here
lubricate platform efforts to cooperate with government to identify and combat
threats to their products in contexts such as influence operations and
counterterrorism. Although platforms have made efforts in recent years to
draw attention to their resistance to certain government data and content
requests, # the previous sections show that they have cooperated with
government on these matters extensively. Statutory provisions that encourage
informal private-public information sharing on security and geopolitical issues
facilitate, rather than constrain, such practices.

Existing law allows platforms to engage in geopolitical and security
practices and self-regulate in this context without meaningful legal constraint.
At the same time, several legal factors bolster these platform practices and
create avenues for informal cooperation with government around them.

IV.! NATIONAL SECURITY BY PLATFORM AS PRIVATIZATION

Thus far, we explored the rise of the geopolitics and security bureaucracies
of major platforms, their methods and practices, and their relationship with
government. That relationship involves threat analysis and policy development
cooperation, information sharing, and platforms replicating government
practices and methods. A mutually beneficial, at times even symbiotic,
relationship has emerged between platforms and government agencies in
addressing certain important national security and geopolitical challenges. On
other fronts, however, platforms and government have clashed. Ambient law
does little to constrain these practices and interactions. In fact, it often
facilitates and enables them.
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This Part proposes to understand and think about these trends as instances
of indirect, informal national security privatization. Subpart B examines
national security by platform through the lens of privatization theory. Before
turning to the theoretical discussion, Subpart A offers a descriptive typology of
the emerging platform-government national security and geopolitical nexus.
The typology breaks down national security by platform into three analytically
distinct privatization modes. Each mode deviates from the privatization
paradigm along similar lines, but also has unique drivers, features and
implications for the government-platform national security and geopolitical
relationship.

CN Z._, ,i$9M2>_/iB. [41$IN . /891244

Situations in which informal privatization of national security powers to
platforms has occurred to date can be analyzed under three main categories:
(1) =.2:2 4/22%/22.-1%1$4/2 .48/4; (2) 7?2&. 2. /01 <125.21?%:4; (3) ,-./01234! .41
4?74/4/?/&4h More than one category may apply to a single area of platform-
government security or geopolitical interactions. In some interactions the
interests of platforms and government align. In others they may conflict. In yet
others, platforms have built coalitions with certain players within government
even as other key government actors’ preferences and policies pointed in a
different direction.

YL 20122022 NL$4/2 . /A1

Platforms control a main theater where major modern national security
threats and geopolitical dynamics play out. Government actors must rely on
platforms to overcome hard constitutional and institutional constraints on their
ability to address an expanding category of security and geopolitical challenges.

Constitutional constraints prevent government from taking matters into its
own hands. As the law currently stands, the First Amendment likely precludes
direct government regulation of content on platforms. Government cannot
mandate the removal of content at odds with U.S. national security and foreign
relations interests or block users and groups in real time. It cannot dictate
related platform policy or directly set platform enforcement priorities. * Nor
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can government step in and operate on private platform infrastructure to
monitor and respond to threats like online influence operations and foreign and
domestic terrorism. The Fourth Amendment and existing statutes that allow
government to obtain data from platforms limit government’s access to the
daily intelligence that platforms generate across policy and security
challenges.

Institutional constraints similarly force government to rely on platforms
substantially in the security and geopolitical space. Platforms created a problem
by allowing offline-world security and geopolitical threats like disinformation
and violent extremism to thrive and by amplifying them online. But
paradoxically, platforms are also the actors best institutionally placed to
spearhead efforts to address it. Platforms have the advantages over
government of technological expertise, control, and dispatch in their domain.
They are on the digital frontlines. They have intimate knowledge of the
technological aspects of their own products, services, and infrastructure, their
vulnerabilities, and the technical means to overcome them. They constantly
monitor user activity and have a deep understanding of online user behavior
that government is unlikely to equal even if it throws additional resources and
personnel at the problem. #”
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Government-platform institutional disparity in this context also means that
a government effort to command platform geopolitical and security practices
through traditional regulation is unlikely to be effective, even if there remains
a degree of unrealized space to regulate platform security and geopolitical
practices within existing constitutional boundaries."*
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Traditional regulation, or command-and-control regulation, mandates
specific outcomes through universal rules. Scholars have long argued that this
form of regulation falls short in governing complex private sector activities,
especially ones that involve the exercise of broad policy discretion.””®? Rigid ex
ante rules are insensitive to diversity among private companies or the full range
of contingencies that they may face. Furthermore, as Kenneth Bamberger and
Deirdre Mulligan put it, regulators “have neither the resources nor the vantage
to attain the granular knowledge necessary to combat risk within individual
companies.. .. [U]lniform, static, approaches to regulation are particularly inapt
to contexts characterized by rapid changes in technology and market
infrastructure.””'

Platform security and geopolitical activity is exactly that kind of context.
Security and geopolitics are fast-changing, constantly evolving policy areas. It is
difficult to predict where, when, and how the next bombing, influence
operation, or military coup might take place. Platforms are closer to the (online)
scene, have better technological understanding of both online threats and
potential technological solutions, and are relatively nimble as compared to
government bureaucracies. This is therefore a textbook context that invites a
different kind of government role, one that draws inspiration from the “new
governance” school of thought about regulation. Among other regulatory
techniques, new governance approaches emphasize policy experimentation
through iterative and flexible long-term public-private partnerships among
multiple stakeholders.”®” Government no longer functions as “a singular source
of policy expertise and legal command,” but instead assumes the role of a
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facilitator and focal point that brings all the relevant players together to
develop and implement policy. %

Given the constitutional and institutional constraints on government,
government is not as well placed as platforms to directly manage platform-
enabled threats and geopolitical challenges. Public-private partnerships
therefore become essential. Government is compelled to rely on platforms for
information and operational access. Government also has incentives to
empower platforms through informal cooperation, concrete tips, and threat
analysis sharing if it wishes to be effective in online threat monitoring and
response within fairly tight constitutional constraints.

To date, scholars and practitioners alike have argued that cooperation
among national security agencies, private technology companies and other
stakeholders is imperative to address novel cybersecurity threats. ® Discussing
a new NSA public-private Cybersecurity Collaboration Center designed to allow
NSA and private companies to share information, NSA’s Director of
Cybersecurity said that “[w]hat we get from the private sector is we get reach
into places that NSA doesn’t go.”"%* He added that private companies offer the
NSA a “sensor net” and that “what they’re observing fills in that blank spot that
we don’t see.”"

However, discussion of the importance of public-private national security
partnerships has so far focused on cybersecurity in the narrow sense, that is,
protecting U.S. networks and ensuring the continued functioning of critical
infrastructure. *® Public-private cooperation is just as critical for addressing
other kinds of online national security and geopolitical challenges, beyond
simply protecting the functional integrity of computer networks. Platforms’
involvement is essential for responding to the modern incarnation of an
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important category of national security and geopolitical threats, and
government has no choice but to rely on their cooperation because they control
key channels through which threat actors operate. ®” Government is even more
dependent on platforms here than in the narrow cybersecurity context because
of the added First Amendment restrictions on its freedom of direct action."”

A J?28. M2 /#N125.217% - 4!

There are reasons other than overcoming hard constitutional and
institutional constraints that may bring government agencies and individual
actors within agency bureaucracies to operate through indirect and informal
cooperation with platforms on national security matters. It might sometimes
be convenient for government actors to use platforms as bureaucratic
workarounds even when government has legal authority and institutional
competence to act on its own. Government actors, particularly in the Executive,
may use platforms to advance policies and outcomes that would otherwise be
more difficult for them to realize because of legal, pragmatic, or political
obstacles."?
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U&9.-l 174/ %-&4] w2/ /=2179=! . - Bi$t4/2_[>&) ,21%& 228! . 1! W22 3>8$/!
4274/ . $/4>8!1-89.-128_?42838&$/44 As we saw in Part III.C, platforms are largely
unconstrained by constitutional, administrative, and statutory legal obligations
that often limit the government’s own freedom of action.™' Such obligations
include the First and Fourth Amendment, constitutional due process
obligations, the administrative law requirement of fact-based, rational decision
making, "*" and substantive and procedural statutory criteria for applying
certain measures like economic sanctions or imposing criminal liability for
material support for terrorism. #

Platforms are also all but immune to judicial review of their content
moderation decisions thanks to Section 230 of the CDA. "™ Despite the
increased deference government traditionally gets in the areas of foreign affairs
and national security, the possibility of judicial review and intervention still
lurks in the background—especially when government acts against identifiable
individuals and entities.

Therefore, relying on platforms as the governments’ long arm has the
advantage of allowing national security and public safety agencies to advance
certain actions when they prefer not to follow the legal procedures and
obligations that would apply to their actions had they acted themselves. This
could happen when agencies or individuals within them find legal requirements
too cumbersome, when it is doubtful that the situation meets applicable legal
criteria such as substantive statutory requirements or procedural and
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evidentiary requirements, or when agencies would like to avoid setting a
precedent for future government action. It is much easier to rely instead on
platforms exercising their far less regulated policy and enforcement discretion.

Because of the informal and opaque nature of these kinds of interactions
and the dearth of reporting about them, it is difficult to point to a concrete U.S.
example of government reliance on platforms to cut through legal and
procedural requirements. But examples from other jurisdictions are illustrative.
The Israeli State Attorney’s Office operates a cyber unit whose role is to
informally reach out to platforms and request that they remove content that
the State judges to be dangerous or unlawful. *® There is no legislation
authorizing this practice. Bureaucrats in the cyber unit and their colleagues
could address user behavior they judge problematic through multiple
conventional legal routes: obtaining a court order to remove content, initiating
a criminal investigation, imposing sanctions on users, or availing themselves of
numerous counterterrorism authorities under Israeli law. Instead, the State’s
Attorney’s Office prefers what amounts to picking up the phone and asking
relevant platform officials to have content removed.® A similar “internet
referral unit” exists in the European Union. ™’

IM2.93 . /! , 1-#%0! 2& .41$4A Government actors may rely on platforms as
bureaucratic workarounds for pragmatic policy reasons. Urgency is one such
reason. Warning a platform official about a potential imminent threat could be
faster and more effective than mobilizing an unwieldy interagency process to
address the threat through government channels. Moreover, government often
has reasons to obscure its role in identifying or acting against online threats,
such as protecting sources and methods or avoiding an overt standoff with a
foreign actor. As Kristen Eichensehr observed in the cybersecurity context,
attribution of cyberattacks to foreign actors is an area in which government has
sometimes opted to act through private actors instead of publicly attributing
attacks itself.”

ML/, -0 174/ . %-&4]! %2%?3>&$/! #5/&2%.-1 ,14/#%.-! 1,,144/#15h Indirect
privatization of government tasks to platforms can be the result of internal
tensions within government. It could be a way for the Executive to act in
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contravention of Congress’s stated preferences or to circumvent congressional
oversight. And it can serve as an outlet for sidestepping obstacles <#/=i$ the
executive branch.

”"5? One

As the saying goes, the executive branch is a “they,” not an “it
frequent source of internal friction is disagreement between the civil servants
in the administrative bureaucracy and political leadership. Nowhere have these
tensions been more apparent of late than in CISA’s cooperation with platforms
to protect the credibility of the 2020 U.S. election, fight unfounded claims of
election fraud, and counter exaggerated rumors about foreign interference.
While this was taking place, the Trump White House mounted a political, legal,
and media campaign alleging massive voting fraud and asserting that the
elections had been “stolen,” ™' contrary to the assessment of the
administration’s own election security experts.™" The President even fired
CISA’s head for refusing to align with the White House. **

Meanwhile, as Part 1ll.A.2 shows, CISA engaged in close cooperation with
platform trust, safety and election integrity officials in the framework of the
election integrity working group around goals and insights that aligned with the
agency’s own assessment—not that of the White House. Although we know
little about the content of these frequent exchanges, one could speculate that
the forum and the personal working relationships that developed around it
became conduits for advancing CISA’s threat assessment and enforcement
priorities through platforms while trying to avoid overt clashes with the
president and his close environment.

Political-bureaucratic tensions about threat assessment and related policy
may drive agency experts and career civil servants in the national security space
to work with platforms through informal cooperation mechanisms and the
cultivation of personal working relationships. Such use of platforms as
bureaucratic workarounds allows agencies and actors within them to
circumvent political roadblocks and advance goals discouraged or actively
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opposed by political leadership. If you will, it is an avenue for bureaucratic
resistance.”™?

QAL M-./012341. 41" 274/4?/84!

The previous categories involve different versions of collaborative
government-platform dynamics. In this final category, platforms act unilaterally
to fulfill traditional government national security and geopolitical functions as
4?74/4/?/&4 for government. Platforms do so when their policy preferences
contradict government’s selected course of action, or when they are required
to fill a policy void left by government due to indecision, neglect, or lack of
interest.

One example of confrontational substitution is platforms’ role in
countering domestic violent extremism under the Trump administration.
Platforms have taken the lead in developing and enforcing policies against
home-grown militarized movements. While the Trump White House tacitly
encouraged groups that propagated violence and conspiracy theories, *
platforms enforced against users and accounts connected to such groups. The
QAnon wholesale deplatforming and the aftermath of the January 6 capitol
riots are key examples."® Another Trump administration example is platforms’
effort to combat COVID-19 disinformation even as the administration—
including the President himself—avoided action, denied the scope of the crisis,
advocated against taking precautions, promoted untested or harmful cures,
and propagated unrealistic projections about vaccine development and
distribution.™®

In other cases, platforms have assumed traditional government geopolitical
and national security functions by default, due to government inaction or
withdrawal from certain policy areas and regions where platforms operate. The
absence of a clear United States policy on certain geopolitical and security
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matters has required platforms to act unilaterally without clear government
guidance.

Such was the case in the wake of the recent takeover of Afghanistan by the
Taliban in the weeks leading up to the U.S. withdrawal from the country.
Facebook, Twitter, YouTube, and others were faced with an urgent need to
decide whether and to what extent to allow the Taliban to maintain a presence
on their platforms as the group was about to become the effective government
in Afghanistan. 7 All the while, governments including the United States
avoided articulating a clear policy on that question.” In other words, platforms
had to decide for themselves whether to recognize the Taliban as the legitimate
Afghan government, while accounting for the group’s longstanding designation
as a terrorist organization subject to U.S. economic sanctions. ®’

Platforms’ policy decisions were expected to have significant external
implications. Recognition of the Taliban would serve a broader legitimating
function. It could influence the policies of sovereigns. And it would create facts
on the ground. Allowing the Taliban to use official government accounts would
perpetuate the perception that the fact of its sovereignty was settled.
Ultimately, Facebook, Twitter and YouTube confirmed that they banned the
Taliban. Facebook invoked its dangerous organizations policy while avoiding the

“

recognition question. "' YouTube emphasized that it complies with “all
applicable sanctions” as well as its own policies prohibiting incitement to
violence."®"

Other examples are platforms’ work to ensure election integrity in other
parts of the world and to prevent atrocities and sectarian violence in global
hotspots. Previous administrations, both Democratic and Republican,

(controversially) prioritized advancing free and fair elections in other
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countries. "* Among many other examples, then-Secretary of State Hillary
Clinton famously criticized Russia’s 2011 parliamentary elections. Her
comments drew the ire of Russia’s leadership and complicated the bilateral
relationship between the countries for years to come. ® By contrast, the Trump
administration largely remained silent about what was taking place in foreign
elections, including in the face of foreign interference by actors such as Russia
similar to patterns identified during the 2016 U.S. election. "®* Platforms,
meanwhile, took significant steps to address election integrity in foreign
countries.

A third example is the ongoing standoff between the Indian government
and platforms. Among several flashpoints in recent months, in May 2021, the
Indian police raided Twitter’s local offices after the platform labeled a ruling
party member’s tweet “manipulated media.” Platform officials complained that
the U.S. government failed to take a clear position to support platforms against
foreign government deployment of coercive power against them. Facebook’s
head of counterterrorism and dangerous organizations said at the time that “I
understand that many folks want [the U.S.] putting more pressure on tech for
a variety of reasons. Fair enough. But there are a host of issues where [the U.S.
government] needs to support tech companies to advance U.S. interests and
values.”"6®

Finally, the Trump administration de-prioritized human rights protection
and atrocity prevention, ® leaving platforms the task of attempting to contain
related crises, at least within their domain. This is not to say that platforms have

engaged in these efforts out of sheer altruism and concern for human rights, or
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that these efforts have been effective. Platforms’ actions have undoubtedly
been influenced by public and political pressure and the threat of regulation as
a result of major past failures in this area. ®” Whatever their motivations,
however, platforms have become more engaged in global crises as the
government all but ceded the territory.

T "?233.20]'Y . /1S -1"eN%224/@17@M- . /0123 IN . /8912841

Table 1 summarizes the categories in which informal privatization of
national security and geopolitical functions to platforms may occur and the
platform-government dynamic that they typically represent. For each category
it notes (1) whether the type of privatization covered is structural—that is,
driven by constant systemic features—or contingent on government-platform
policy alignment and (2) whether it involves platform-government cooperation
or platform unilateralism.

Table 1: Summary of National Security by Platform Categories
!
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Privatization necessary because !
of hard constitutional restrictions 111111

on government and inherent
institutional  advantages  of
platforms (access, technological
expertise, dispatch)
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Government has legal and Platforms act in defiance of
institutional competence to act government or enter a
directly but elects to act through government policy void
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Privatization due to hard structural constraints on government will
probably continue regardless of the degree of political and policy alignment
among Congress, the Executive, and platforms. That category of privatization
occurs because of a constant feature of the modern national security and
geopolitical ecosystem. Government is constitutionally constrained in ways
that prevent it from controlling platform security and geopolitical operations,
and it is institutionally inferior to platforms in this space.

Privatization as bureaucratic workaround is contingent on government
policymakers’” commitment to process and their policy preferences, such as
whether to use platforms to indirectly attribute influence operations to foreign
countries instead of making an official government pronouncement. It is also
contingent on the fluctuating alignment among Congress, political leadership,
and career agency personnel. Admittedly, though, this category of informal
privatization is enabled in part by a structural asymmetry between government
and platforms: platforms are relatively nimble and unconstrained by law in the
relevant sense, ® while government is heavily bureaucratic and constrained by
procedures and legal requirements that do not apply to platforms. This
incentivizes government officials to leverage platforms to take action that
would be far more complicated to undertake through official government
channels. Of course, as platforms become larger and more bureaucratic, the
practical advantages for government in using them as its long arm when it has
the competence to act itself diminish.

By contrast, the category of platforms as substitutes is entirely contingent.
It shrinks when there is a large degree of overlap between platform policy
preferences and those of the administration in power. Under the Trump
administration, platform and administration preferences did not align in many
important contexts discussed in Part IV.A.3. Platforms therefore acted in
defiance of the administration on key security and safety issues and stepped
into policy voids that the administration had left on several geopolitical
challenges.

The priorities of the Biden administration, by contrast, seem to align much
more closely with platforms’ revealed priorities to date. For example, the Biden
administration has signaled an intention to tackle homegrown violent
extremism by ordering law enforcement and intelligence agencies to refocus
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resources on addressing this problem.””? The policy breaks with the Trump
White House’s tacit support for certain domestic militarized groups and is
consistent with platforms’ treatment of such groups thus far. Biden has also
reversed his predecessor’s approach to COVID-19, among many other key
issues. Therefore, clashes between platforms and the Executive on national
security and geopolitical matters in which platforms enter a policy void left by
the Executive should be less frequent under the Biden administration compared
to the Trump administration. This is not to say that they have disappeared, as
the India and Afghanistan examples remind us.””*

The typology proposed here disaggregates national security by platform—
the complex emerging government-platform relationship in the realms of
geopolitics and national security. It allows for fine-grained analysis of its various
aspects. But is this dynamic different than other instances of privatization of
government national security tasks to private actors? How does national
security by platform inform existing privatization theory? The next Part turns to
these questions.

JAY /LS UENR24 QT AIM- /0123154052 t#41S LY L LS L1224
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Privatization of key government functions, including national security
functions, is obviously not a new phenomenon.””" National Security and foreign
affairs have traditionally been viewed as core government tasks. Many scholars
have argued that such quintessential government functions should not be
privatized in the first place.”” But despite the conceptual-theoretical objections
to national security and foreign affairs privatization, in practice one can find
many instances and areas in which private actors have assumed government
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national security responsibilities and tasks. Much of the scholarship on national
security privatization has focused on the military and intelligence spheres. 3
That focus stemmed in part from backlash following the post-9/11 government

|”

excesses and the “surveillance-industrial” complex, 7* as well as the Snowden
revelations, which concentrated attention on the government’s heavy reliance
on private intelligence contractors. "

Nevertheless, national security by platform—the pattern of informal and at
times indirect privatization of major national security and geopolitical functions
that this paper documents—is a relatively new variation on traditional national
security privatization. It can be distinguished in certain key aspects from
paradigmatic instances of national security privatization. It also significantly
expands similar but narrower recent trends in counterterrorism and
cybersecurity public-private partnerships.

DAL ;20 1S -IM2> /8B L /HLSINTI NG, /4154

There is no single account or definition of privatization. But traditional
privatization scholarship has generally conceptualized it as active, deliberate
government transfer of functions and tasks that government itself used to
perform to private actors through a formal arrangement. That formal
arrangement could take the form of contract, de-regulation, statute, or some
other positive mechanism or governmental act. 8

The main U.S. government document setting out privatization-related
guidelines is the Office of Management and Budget’s Circular No. A-76
regarding “performance of commercial activities” by the private sector.””” The
guidelines require government departments and agencies to actively “[i]dentify
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all activities performed by government personnel as either commercial or

|II

inherently governmental.” "> Inherently governmental activities are to be
performed by government personnel, while private actors may be contracted
to perform commercial activities through certain procedures.”? The document
reflects a rigid, formal, legalistic approach to privatization that requires a
deliberate government decision to privatize and seeks to maintain a core set of
“inherently governmental functions” in the hands of government.

Scholars have mostly considered formal and deliberate privatization
arrangements as well. For instance, Gillian Metzger conceptualizes privatization
as delegation of government power. “Privatization,” she recognizes, “can take
a variety of forms,” including “government withdrawal from a field of activity
or from responsibility for providing services, as for example when government

»"'>1

disbands a program altogether or sells off state-owned businesses. Metzger
focuses on “a different and more common model of privatization: government
use of private entities to implement government programs or to provide
services to others on the government’s behalf.” " “Rather than constituting
government withdrawal,” she observes, “this form of privatization is
characterized by a 4=.2$9!of authority between public and private.”>*

Jody Freeman similarly invokes formal and deliberate privatization
methods and arrangements when discussing the meaning of privatization.
Privatization, she maintains, “describes nothing in particular so much as it
suggests a host of arrangements.” "3 She mostly mentions formal privatization
scenarios including the sale of major public enterprises, deregulation,
commercialization of government agencies, removal of subsidies, and
“contracting out”—"“the assumption by private operators of what were
formerly exclusively public services.””* In a recent study of the evolving public-

private system in cybersecurity, Kristen Eichensehr observes that “many legal
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scholars focus on privatization through ‘contracting out’ of government
services to private entities.”>®

The formalistic conception of privatization as active, deliberate
reassignment of previously governmental tasks to private actors through formal
legal arrangements permeates scholarship about traditional national security
privatization as well.”® For instance, P.W. Singer’s “corporate warriors” depicts
the rise of a privatized military industry that sells services, personnel, and
strategic advice to governments worldwide. This kind of privatization involves
formal transactions and contracts. Laura Dickinson’s analysis of government
outsourcing of covert action similarly discusses privatization of foreign affairs

action through “contracting out.””’

"AOF$0123.-1Y L /i1$ - IUeN?28/@IM2E> /1B L /113!

Modern privatization patterns—particularly the rise of powerful
technology companies that exercise equivalents to government powers—have
put pressure on the paradigmatic understanding of privatization. Work on
privatization and national security has begun to explore new, informal, models
that do not fit neatly into the traditional privatization paradigm. Kristen
Eichensehr and Jon Michaels’ work on cybersecurity and informal public-private
counterterrorism partnerships, respectively, are important contributions in this
line of scholarship.™>

Eichensehr describes a government-private system in cybersecurity
wherein private actors increasingly perform arguably public cyber defense
functions such as identifying network breaches and vulnerabilities, protecting
private networks against espionage and intrusion, and attributing attacks to

#2?

foreign actors.””* At the same time, government conducts itself like a regular

market player on cybersecurity matters such as acquiring vulnerabilities (zero-

days) on the black market. She contends that this system challenges what she
#21

calls “procedural” aspects of the common understanding of privatization.
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According to Eichensehr, the cybersecurity public-private system often
lacks a component of active and deliberate delegation or abdication of power
by government. Rather, private actors choose what functions they wish to
fulfill. Moreover, since many cybersecurity challenges and tasks are novel, some
tasks were never performed by the government to begin with. Therefore, it is
impossible to identify a point at which privatization, understood as transfer of
government functions to a private actor, occurred. Consequently, the common
conception of privatization as “contracting out” government tasks via formal
legal instrument does not capture the informal nature of the public-private
cybersecurity relationship.*”" The absence of a formal anchor to govern these
public-private relationships means a large degree of freedom for private actors.
It also leaves government little control over what they do and minimal ability
to inject public law values into their operations.

Michaels’ earlier work explores informal government partnerships in Bush-
era counterterrorism. In contrast to the cybersecurity system Eichensehr
describes, in Michaels’ account government still initiated and set the
parameters for the informal relationship with private sector actors, like it does
in paradigmatic instances of privatization. Michaels depicts “the Executive’s
apparent practice of identifying and then courting private actors, persuading,
coaxing, and sometimes deceiving them to enter into ‘informal’ intelligence-
gathering partnerships.”#**# Yet, these partnerships lacked the hallmarks of
formal legal arrangements. They were “orchestrated around handshakes rather
than legal formalities.”#?3 Their purpose was to circumvent legal requirements
such as obtaining court orders and subpoenas to obtain terrorism-related
information from the private sector.#?*

National security by platform shares similar characteristics with informal
cybersecurity and counterterrorism partnerships. It constitutes privatization in
the fundamental sense that core traditional government functions—protecting
national security and addressing geopolitical challenges—are performed by
private actors. But it diverges from traditional conceptions of privatization on
key dimensions. Transfer of government functions to platforms is not
necessarily deliberate, there is no anchoring legal instrument, and government
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is not the gatekeeper—it does not define the scope of privatized functions or
oversee their performance by private actors.

First, like other instances of informal public-private security relationships,
national security by platform is not explicitly anchored in any formal legal
arrangement—statutory or contractual. Although Part I111.C shows that there is
ambient law that shapes and facilitates the platform-government national
security and geopolitical relationship, there is no statute or contract that
specifically delegates government responsibility for election security,
countering foreign influence operations, terrorism, violent extremism, or global
atrocity prevention to platforms like Facebook, Twitter, and YouTube. The
platform-government relationship around security and geopolitical issues
developed gradually yet spontaneously in an ad hoc fashion around certain
problems and incidents. It is not a product of a considered, deliberate
government decision to transfer its own national security and geopolitical
functions to platforms.

Recalling the typology developed in the previous Part, the category of
platforms as substitutes does not involve any form of active government
delegation. There is clearly no formal delegation or contracting out of powers
when government fails to act and platforms step into the resulting void. Nor is
there any explicit or deliberate transfer of government functions when
platforms counter willful government action. In those cases, government does
not want platforms to act, let alone does it empower them to do so. Platforms
nonetheless choose to act in defiance of government in furtherance of their
own interests, including their reading of public sentiment and the political
landscape.

The other two categories—when government faces hard structural
constraints and when government agencies and actors use platforms as
bureaucratic workarounds—do not involve formal delegation or contracting
out of government functions either. Instead, they involve a complex informal
dynamic of overlapping or complementary action, or in Metzger’s words, “a
4=_2%3$9!of authority between public and private.”#?

In both categories, government does not give power away or transfer full
responsibility for addressing certain national security threats to platforms. It
retains its position as policymaker and enforcer and its authority to, say, impose
sanctions against suspected terrorists and those involved in influence
operations, prosecute them, act against foreign state backers of such
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operations, and so on. Yet, for reasons discussed above, government needs to
cooperate with platforms as a practical and legal matter or otherwise
encourage platforms to act independently in mutually beneficial ways.
Collaboration around takedowns of foreign influence operations, platform
replication of government designation mechanisms, and what amounts to
unilateral platform expansion of government sanctions blacklists are examples
of mutually beneficial platform action that builds on parallel government
action.#?®

Second, and relatedly, government does not set concrete parameters for
many platform security and geopolitical policies and their enforcement, except
by providing and preserving the overarching constitutional and statutory
framework, explored in Part Ill.C, that allows platforms to engage in these
practices in the first place. Unlike paradigmatic cases of privatization, platforms
do not merely execute government policies under government guidance,
criteria, and oversight, or provide government with relatively well-defined
goods and services. They have broad discretion to develop policy on any
security and geopolitical issue they deem important based on their own
interests or to avoid engaging with certain issues.

As we saw in the previous Part, it is not even clear that government is able
to set the parameters. The rise of platforms and other internet giants has bred
new versions of national security and geopolitical problems that government
had not dealt with before. Platforms are arguably the actors with greater
expertise in identifying and dealing with threat actors that dwell online by
virtue of their control of relevant data and infrastructure. This is also another
reason why it is difficult to speak of deliberate transfer of powers and functions
from government to private actors in this context—there was no point in time
in which government was the sole actor in play.

One implication of this is that platforms’ engagement with geopolitics and
security is almost entirely voluntary, and so is their related interaction with
government. Although platforms are subject to certain legal requirements
mandating cooperation with law enforcement, #*’ significant elements of
platforms’ current national security and geopolitical cooperation with
government—such as acting on government tips, sharing information, and
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reporting users—are not compelled by government, but rather are driven by
business imperatives or fear of theoretical government sanctions. Cooperative
government-platform mechanisms that have emerged to tackle election
integrity, foreign influence, and terrorism have been entirely voluntary as well.
Platforms certainly act voluntarily and independently of government when they
function as substitutes for government in the national security and geopolitical
space. While platform officials have expressed their desire to institutionalize
certain aspects of their security cooperation with government in the area of
election integrity, they also have highlighted the advantages of maintaining an
informal, voluntary cooperation mechanism like the current one in order to
promote maximal buy-in from all relevant stakeholders.#?>

The term “voluntary” here may obscure the role of government threats in
nudging platforms to step up their contribution to national security, lest they
face unwanted adverse regulation. Platforms, like other private actors, are
sensitive to what some have termed jawboning—government pressure on
private actors to act a certain way that is not necessarily backed by concrete
legal sanctions.”"” Multiple congressional hearings hauling platform officials
before congressional committees,”"! constant talk of reforming Section 230 of
the CDA, and informal agency pressure on platforms to cooperate on national
security and geopolitical matters could have similar effects to binding legal
obligations. | do not deny that these tactics motivate platform action. | simply
contrast the informal system of national security by platform with paradigmatic
patterns of privatization. The latter are typically structured and anchored in a
formal -&9.- arrangement.

QA Y&<!6& . /22841

The previous Part highlighted the similarities between national security by
platform and earlier instances of informal national security privatization
discussed previously. But it also has new and unique features: the absence of
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subject matter or geographic restrictions on the scope of privatized functions
and the breadth of policy discretion that private actors exercise.

National security by platform significantly expands informal national
security privatization beyond counterterrorism and cybersecurity in the narrow
sense of securing computer infrastructure. Major platforms (private actors)
have assumed a critical role—sometimes in cooperation with government,
sometimes in defiance of government, and other times by supplanting
government—in addressing the full spectrum of security and geopolitical
challenges facing government today.

The breadth of security, geopolitical policy, and execution discretion that
platforms currently exercise is striking. Questions such as what to do about
genocide in Myanmar, what kinds of coordinated behavior constitutes security
threats and require enforcement, what foreign government blowback might
ensue following such enforcement, what is necessary to secure the Indian
election and protect its integrity, how to respond to Turkish demands to silence
opposition,*'" or what constitutes credible information about COVID-19 are
complex and open-ended. They require far broader and more diverse expertise
and greater exercise of policy discretion than identifying individual terrorism
suspects or monitoring violent groups, finding breaches of computer systems,
exposing zero-day vulnerabilities, or even attributing computer breaches to
perpetrators.

In other words, previous instances of informal national security
privatization involved relatively well-delineated tasks and well-defined subject
matter or had dominant technical dimensions. Today, platforms exercise
security and geopolitical discretion and enforcement at an entirely different
scale, often without any meaningful government guidance (or, for that matter,
appropriate platform expertise and resource allocation).

Furthermore, as this paper shows, national security by platform is highly
contingent and dynamic, especially in the third category (platforms as
substitutes). Its scope ebbs and flows depending on platforms’ objectives and
priorities—determined in large part by their business interests—and the
national security and foreign policy priorities of a given congress and
administration. This feature distinguishes it from previously documented
informal privatization of counterterrorism or cybersecurity. Both policy areas
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have been and are likely to continue to be prioritized regardless of political
shifts.

The transition from the Trump to the Biden administration illustrates the
dynamism of national security by platform. After 2016, platforms assumed an
outsized role in addressing national security and geopolitical challenges
traditionally addressed primarily by government due in significant part to
unique features of the Trump administration, and its specific policies on
election integrity, domestic violent extremism, human rights and atrocity
prevention, and the COVID-19 pandemic. The broad scope of national security
by platform under President Trump was in part a result of government
abdication, malpractice, and internal tensions between political leadership and
the national security bureaucracy. An administration that restores government
leadership on all these challenges would reduce the onus on platforms to act as
substitutes for government. As previously mentioned, the Biden
administration’s policies have so far aligned better with platforms’ revealed
policy preferences. As a result, government-platform friction on national
security and geopolitics has diminished, even as the administration signaled its
intent to advance measures adverse to platform interests.*'#

A key exception is the category of cases in which platforms are essential for
addressing national security threats due to hard structural constraints on
government in controlling and monitoring private networks. National security
by platform in this category is similar to informal privatization in
counterterrorism and cybersecurity. Any administration will be forced to rely
on platforms to address threats that manifest in their products. Public-private
cooperation in that area is inevitable regardless of a given administration’s
policy priorities.

V. GOVERNING NATIONAL SECURITY BY PLATFORM

The previous Part developed a theoretical framework for analyzing national
security by platform and explained how it deviates from the established
privatization paradigm. This Part turns to preliminary implications for managing
this government-platform geopolitical and security relationship. The platform
governance and regulation debate has so far been dominated by speech,
competition, and privacy concerns. Applying a security lens to the problem
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highlights considerations that may be in tension with these concerns. It focuses
attention on the government-platform nexus.

Part IV illustrates that national security by platform in fact consists of three
distinct privatization modes, each with unique characteristics. Regulatory
interventions should be tailored to each category. In what follows, | consider
ways to mitigate some of the harmful implications of national security by
platform while leveraging its advantages. The analysis suggests that “soft”
institutional arrangements might be an effective second-best approach in the
category of hard structural constraints on direct government management of
platform security and geopolitical functions. The category of bureaucratic
workarounds calls for greater constraints on 91>82$3&%$/ reliance on platforms
to eschew oversight or procedural and legal requirements that apply to
government actors. The category of platforms as substitutes raises a different
question: should the federal government be able to undercut platform action
when it interferes with U.S. security or geopolitical interests, as the doctrine of
foreign affairs preemption allows it to do with conflicting state action?
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The features of the category of hard structural constraints invite soft,
flexible arrangements to govern government-platform cooperation. Scholars
and practitioners have criticized burgeoning institutionalized long-term
cooperative government-platform mechanisms such as the election integrity
working group and the GIFCT.#'3 They have warned that such mechanisms could
form “content cartels”, allowing one actor—platform or government—to
decide for the entire online ecosystem what content should be allowed and
what content should be banned.** However, informal “soft” cooperative
arrangements have important advantages in this category, freedom of
expression concerns notwithstanding. They offer an alternative to binding
traditional regulation that could help inject public law values into platform
decision-making. They are also a way for both government and platforms to
compensate for their respective institutional weaknesses in addressing online
security and geopolitical challenges.
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First, an alternative to government coercion through binding regulation is
necessary because binding regulation would be an uphill battle. Although
Congress and especially the Executive are often assumed to have broad and
exceptional powers when they seek to advance foreign affairs and national
security interest,”'> the First Amendment is a significant constitutional hurdle
for regulating core platform security and geopolitical practices like writing and
executing content policy.'® Existing judicial interpretations of the scope of the
First Amendment grant platforms a powerful defense against direct
government intervention in content moderation.”"” As Part IV.A.1 shows, even
if the constitutional obstacle proves surmountable, new governance
approaches to regulation prescribe precisely this form of cooperative, flexible
governance mechanisms for private actor conduct that involves large degrees
of policy discretion and uncertainty.

Adding to constitutional obstacles, the government-platform geopolitical
and security relationship here is not governed by contract. This deprives
government of another legal avenue for shaping platform behavior that is often
available in other instances of national security privatization.”*>

Second, soft and flexible arrangements institutionalize all but inevitable
government-platform cooperation in this category due to deep mutual
operational dependence. From the government’s point of view, some degree
of cooperation with platforms is necessary in a world in which private actors
control the theaters where major national security threats play out.
Government has inferior expertise and technological capacity in those theaters
as compared to platforms. It cannot step in and operate directly on platform
infrastructure. #"? This makes government dependent on platforms in this
context.
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Platforms, for their part, need government assistance to help them
overcome expertise and experience gaps in their own capacity to meet a broad
spectrum of geopolitical and security challenges. Platforms are only beginning
to venture into the world of geopolitical intelligence and threat analysis. They
lack government’s institutional memory and decades of accumulated
tradecraft. Government can illuminate platform blind spots about the offline
world and give them a certain degree of political cover. Cultivating government
relationships could also prove beneficial for platform interests beyond security
and geopolitics.*"

If certain elements of platform-government cooperation around security
and geopolitics are inevitable, and binding regulation would face significant
constitutional and practical obstacles, informal institutions become attractive
as a second-best alternative for managing this government-platform
relationship. From a national security standpoint, they facilitate coordination
and help bridge government-platform capacity gaps. They give both sides
visibility into the other’s actions and decision-making. Moreover, informal
arrangements encourage buy-in from platforms and other relevant
stakeholders because they provoke less opposition than binding regulation.*"

Soft and flexible institutions also have normative advantages. They may
facilitate gradual norm development around online security management. In
the long run they may even help build consensus around binding regulation
within existing constitutional boundaries.”"# Moreover, informal cooperative
arrangements provide government with a mechanism for injecting public
interests and public law values into platform decision-making.

Jody Freeman uses the term “publicization” to describe the process of
expanding government’s reach into private realms.”® That process occurs
when private actors commit themselves to public goals in return for accessing
opportunities to provide services or deliver goods in lieu of the government.
The vehicles for imposing public law obligations could be budgeting, regulation,
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or contract. Informal institutional arrangements give government actors a
vehicle for “publicizing” platform security and geopolitical practices despite the
absence of standard mechanisms like contracts or budgetary control that exist
in traditional privatization contexts. For instance, government actors can
condition security and geopolitical information sharing on platforms
subscribing to principles of procedural fairness and privacy when they target
users or networks on security or geopolitical grounds. Over time, they can
influence platform priorities and policies to align them with U.S. national
security and geopolitical interests.

In sum, the features of the category of hard structural constraints make soft
cooperative arrangements an appealing second-best approach for managing
this aspect of national security by platform. If structural factors mandate
platform-government national security and geopolitical cooperation, there is
value in creating institutions for managing it compared to the alternative of
haphazard interactions.

There are important caveats. The normative value of such arrangements
hinges on the degree to which government actors operate in good faith, in
compliance with applicable law, and with the public interest and individual
liberties in mind. Government conduct in relation to platforms may fall short of
that ideal, as recent experience under the Trump administration
demonstrates.*"# Platforms amplify restrictive government national security
practices like blacklisting and surveillance. Institutionalizing cooperation would
entrench this dynamic further.

Still, the risk of government abuse of informal cooperative arrangements
with platforms is not unique to this context. This caveat applies to any aspect
of government action. It is especially true for government conduct in national
security and foreign affairs, which is subject to less stringent constraints and is
far less transparent than other areas of government action. The question is not
whether soft informal arrangements are ideal. They are not, as they may
facilitate a variety of abuses. The question is whether they are preferable to ad
hoc government-platform cooperation.
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The category of bureaucratic workarounds covers instances in which
government actors have legal and institutional competence to act but choose
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to work through platforms for internal political or pragmatic reasons.”"> Some
of those reasons—like urgency or a need to obscure government’s role to
protect sources or avoid international conflict—are arguably benign. Others,
like attempting to accomplish something through platforms without meeting
legal and procedural requirements that apply to government actors or
circumventing opposition from other government actors, may not be.

In both cases, this practice raises concerns. It is undocumented, secret, and
haphazard. Reliance on platforms as bureaucratic workarounds where
government has the capacity to act directly replaces somewhat constrained
government actors with largely unconstrained private ones.”"® It may therefore
undermine congressional and what little judicial oversight exists in foreign
affairs and national security. Direct oversight of platform security and
geopolitical operations is at present minimal. Part Ill.C shows that platform
security and geopolitical action is all but immune to judicial review. Congress
may bring tech platform officials in to testify before its committees, as it has
often done.7 It can address big picture platform regulation issues within
constitutional boundaries. But Congress lacks the tools, bandwidth, or political
incentives to oversee the minutiae of daily platform security and geopolitical
policy development and enforcement. It cannot influence those activities
through appropriations as it does with respect to national security and foreign
affairs activities of government agencies.*"

Another concern in the category of bureaucratic workarounds is the use of
platforms to flout ordinary government processes and substantive legal
requirements that apply to government action. As Part Il shows, platforms take
cues and accept intelligence from government actors regarding where to search
for deceptive or otherwise harmful behavior and against whom to enforce. It
would not be a stretch to speculate that government actors might encourage
platforms to engage in heightened monitoring or impose unilateral restrictions
against certain individuals and groups that they cannot or will not indict or
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sanction through formal legal channels. #?

In those scenarios, platforms
effectively act as the Executive’s long arm.

Regulatory interventions should therefore begin with tightening
constraints on 91>82$38&$/ actor reliance on platforms to advance security and
geopolitical goals through bureaucratic workarounds. This is low-hanging fruit
because Congress and certainly the Executive have authority and capacity to
streamline this process and increase oversight to protect against abuses. The
constitutional obstacles that exist with respect to platform regulation are not a
factor here. Several preliminary directions for accomplishing this are worth
considering.

One category of interventions may be aimed at increasing internal
government transparency with respect to this practice. Agencies may require
that their officials document and periodically report to agency leadership
informal requests and intelligence tips shared with platforms.**' Congress may
require such reporting through legislation. It would be difficult for the Executive
to credibly object to the sharing of information with Congress that it was willing
to share with private actors on state secrets or executive privilege grounds.
Although transparency has limits and may impose policy costs without really
facilitating robust oversight,”" limited reporting requirements should not be
particularly onerous. In addition to enabling some internal oversight, these
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interventions could deter use of platforms to circumvent procedure and law
that applies to government absent a compelling policy rationale ##

Another technique may be for agencies with security or foreign relations
missions that interact with platforms to issue guidance that would clarify the
circumstances in which agency actors may operate through platforms. Such
guidance could outline legitimate policy reasons for government actors to use
platforms as their long arm instead of acting directly, such as the need for an
urgent response, protection of government sources and methods, or
concealment of the government’s role in order to avoid overt confrontation
with a foreign country.

This is easier said than done. It is hard to clearly distinguish compelling
policy reasons from instances in which government players only seek to end-
run applicable law and procedure. It would be harder still to prevent reliance
on platforms to circumvent internal political opposition to a certain policy
course. The aim of the discussion here is not to outline a concrete roadmap for
such guidance. Rather, the aim is to point to the need for structuring
government actors’ discretion in using platforms as bureaucratic workarounds.

NAl M-./0123IM28&3, /#1$X!

Unlike the previous two categories, the category of platforms as substitutes
does not involve government-platform cooperation. Platforms act unilaterally,
and they either defy government or step into a policy void. The latter case is
not inherently problematic from a governance standpoint. For better or worse,
private actors operate in geopolitical and security contexts all the time.”3 The
former case, however, raises a complex question: is there room to constrain
platform geopolitical and security action when it clashes with explicit
government foreign or security policy? If platforms are increasingly stepping
into government’s shoes in the foreign and security arena, and if their scale of
operations renders their influence comparable to sovereigns, should they be
aligned with U.S. national foreign and security policy? Or should policy pluralism
in this space be encouraged?

The question invites comparison to familiar doctrine that allows the federal
government to undercut competing actions by other actors in the foreign affairs
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and national security realms.”* Courts have invoked the doctrine of foreign

affairs preemption to strike down state measures that contradicted federal

##5

foreign relations statutes, treaties, and international executive

agreements.”® The Supreme Court even preempted state action that touched

on foreign affairs in the absence of controlling positive federal law.*’

Underlying the various strands of the foreign affairs preemption doctrine is

the notion that “foreign policy attitudes” are “of course . . . matters for the

Federal Government,”##

n#3?

and that the nation should be “one as to all foreign
concerns. The Supreme Court has invoked a diversity of justifications for this
doctrine. One line of justification focuses on preserving the federal

governments’ foreign relations prerogatives.*3!

Another line of justification
invokes functional considerations, such as preventing international conflict or
confusion about United States foreign policy among foreign nations.

Full consideration of the applicability of the preemption rationale to the
government-platform relationship exceeds the scope of this paper. But it is
clear that existing judicial justifications for the doctrine in the federalism
context are not translatable to the government-platform relationship.
Platforms are not states. They are not sovereigns, and they are not a part of the

U.S. federal system. They are global companies. They do not speak for the
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United States, and—unlike states—their pronouncements on geopolitical and
security matters cannot be imputed to the United States.

Moreover, there are good reasons to preserve government-platform policy
pluralism. Major platforms can (in principle, if not in practice) leverage their
power and social influence to serve as a check against government abuse,
negligence, and excess. Platforms have done so in several contexts in the past.
To cite a recent set of examples, platforms’ actions on COVID-19 and domestic
violent extremism helped offset negligent or harmful government action. As we
saw in Part |, platforms have acted to counter COVID-19 disinformation and
worked to highlight credible sources about issues related to the pandemic.
Likewise, when the Trump White House fanned domestic violent extremism
and avoided meaningful steps to prevent resulting violence, platforms helped
contain violent groups by acting against QAnon, the Proud Boys, and other
militarized movements, and eventually deplatforming the President himself for
inciting the capitol riots.”"

KAl N.,/?28!

The previous Parts focused on potential regulatory interventions in each
category of national security by platform. Before concluding, one last
observation is in order about the impact on platform regulation of national
security by platform as a whole. The government-platform mutual dependence
in national security and geopolitics makes it likely that national security by
platform will endure even in the shadow of clashes between government and
platforms concerning other aspects of their activities. Despite recent high-
profile government efforts to take on platforms by stripping or limiting their
Section 230 liability protections and initiating antitrust action, ** both
platforms and government have strong incentives to preserve a cooperative
relationship on issues such as disinformation, foreign influence operations,
election integrity, and foreign and domestic terrorism.
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Furthermore, many experts and policymakers have argued that the size and
market power of major platforms like Facebook, Google, and Amazon are
unsustainable and that it is necessary to break them up or to prevent them from
acquiring new companies. #3 But from a national security vantage point,
platform size and the dominance of several major players might be an
advantage. The fewer players involved in policing and responding to online
threats, the easier it is for government to build partnerships and coordinate
public-private responses to geopolitical and security challenges.

In other words, policymakers will have to balance competition and speech
interests with national security interests in devising platform regulation. Those
interests do not point in the same direction. National security regulators may
want to avoid action that would diminish major players’ market power or their
ability to address national security and geopolitical threats within their domain.
Their relationships with platform officials in the trust and safety space and the
revolving door between government and platform in those areas create a risk
of regulatory capture. If the past is any indication, national security agencies
are a powerful government constituency. This may complicate efforts to
promote regulation adverse to platform interests to advance other societal
goals, such as ensuring the free flow of information, protecting user privacy,
and increasing competition.

VI.!' CoNcLUSION

Platforms’ geopolitical turn and their evolving relationship with
government around security and geopolitical issues is an emerging component
of the new world of post-2016 platform governance. This paper analyzed the
government-platform nexus in these areas as an instance of national security
privatization and situated it in the broader context of privatization theory.
National security by platform is a complex, part cooperative, part adversarial
public-private relationship. Some of its elements are likely to endure even as
government clashes with platforms on other fronts. Others are contingent on
the identity and policies of a given administration and the extent to which they
align with government priorities. Studying and evaluating these dynamics is
crucial for understanding the modern national security ecosystem and the role
of law and institutions therein. The paper lays a foundation for that discussion.!
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