Computer
& Internet
Lawyer

The

Volume 26

▲

Number 9

▲

SEPTEMBER 2009

Ronald L. Johnston, Arnold & Porter, LLP Editor-in-Chief*

Data Security Requirements Evolve:
From Reasonableness to Specifics
By Lothar Determann and Jesse D. Hwang

G

overnment agencies and businesses around
the world have been subject to data privacy and security legislation for decades.1 Historically, most laws have focused on consent and
notification requirements, as well as substantive
limitations on the collection, use, and transfer
of personal data. Relatively few statutes have
expressly addressed requirements pertaining to
entities’ data security safeguards; and, those that
have legislated on the issue have simply set forth
a general reasonableness standard. But, when
California enacted the world’s first data security
breach notification law in 20032 and companies started reporting security breaches en masse,
the great threat that lax security standards pose
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to personal privacy and other individual interests became abundantly clear to the public. Since
then, most US states have followed California’s
lead and passed data security breach notification
laws. More recently, lawmakers in the United
States and elsewhere have started prescribing very
specific technical and organizational measures
intended to ensure that companies take more
comprehensive steps to prevent security breaches
and protect the data and privacy of consumers,
employees, and other individuals. Businesses of
all sizes and industry sectors should take note of
these evolving new rules in order to comply with
applicable laws and mitigate the risks of devastating security breaches.
The extent to which businesses collect, store,
manipulate, transfer, and otherwise process personal data depends on their business needs and
legal obligations to collect and retain information. All businesses process some personal data;
at a minimum, they handle contact information
of their own employees, customers, and business
partners. Most businesses also process more sensitive data, such as payroll information, consumer
purchase histories, data from credit card transactions, and other financial and medical data.

Secur ity
Because no two companies share the exact same
business focus, data processing practices, or threats to
data security, each finds itself in a unique position to
determine appropriate data security measures for itself.
Because security threats are constantly evolving, it is
no surprise that legislatures and enforcement agencies
have initially addressed data security threats by requiring entities that process personal data to implement
“reasonable” security safeguards at first, and then developing more specific requirements for certain industries,
data categories, and transaction types. These first-generation data security laws helped identify issues and
generate a general public awareness, but triggered little
proactive planning from most businesses. Most companies either found themselves outside of the law’s scope
or tended to consider their measures reasonable until a
security breach occurred. Consequently, outside highly
regulated industry sectors, data security measures have
historically been largely ad hoc and incident-driven
as opposed to holistic and strategic. More recently,
however, data security laws have become increasingly
detailed as to required measures and broad as to covered
entities. A new generation of data security laws requires
relatively specific security measures from virtually all
businesses.
In this article, we will provide an overview and
update on data security laws with a particular focus
on the new generation of legal requirements that have
been recently enacted in state legislatures and some foreign countries.

Federal Law
Federal law is currently sectoral in nature in that the
extent to which data security safeguards are regulated
depends on the types of personal data, data subjects,
and industry sectors at issue. Currently, the federal data
security regime encompasses both statutes that prescribe specific security safeguards and those based on
a general reasonableness standard. The Health Insurance Portability and Accountability Act (HIPAA), for
example, applies primarily to health care companies
and prescribes specific administrative, physical, and
technical safeguards along with required and suggested
implementation specifications to meet HIPAA standards.3 The Gramm-Leach-Bliley Financial Services
Modernization Act, in addition, contains a Safeguards
Rule that sets forth fairly specific security requirements
for businesses that provide certain financial services or
products.4 Federal laws that require data security safeguards under a relatively flexible reasonableness standard include the Children’s Online Privacy Protection
Act, which aims to protect information collected from
children online.5
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Beyond such sectoral requirements, the Federal
Trade Commission (FTC) has pursued data security risks and breaches as incidents involving “unfair
or deceptive”6 practices.7 Historically, the FTC has
brought such actions under a deception theory of liability, arguing that breaches of representations by businesses to consumers to protect personal data constitute
deceptive trade practices.8 More recently, the FTC
has pursued businesses under an unfairness theory
of liability, arguing that simply failing to reasonably
protect personal data constitutes an “unfair” business
practice.9 While enforcement generally concerns consumer-related data, the FTC has the power to take
action against businesses that experience security
breaches involving personal data of any kind, including employee data, for example.10 FTC consent orders
typically enjoin businesses from making deceptive representations in the future and require the implementation and maintenance of a data security program and
independent security audits for a number of years.11
Security measures do not have to be foolproof to
be FTC compliant; rather, they must reasonably protect personal data.12 While 15 U.S.C. § 45 does not
define “unfair,” “deceptive,” or “reasonable,” the following practices are generally considered a violation of that
provision and an unreasonable risk of a security breach,
based on FTC enforcement actions to date:
• Weak passwords to computer systems;
• Employees who are untrained in data security or
privacy;
• Unnecessary retention of personal data;
• Insufficient data discarding practices;
• Unsecured mobile devices;
• Sporadic security audits and investigations;
• Inadequate methods to detect unauthorized access to
data; and
• Storage of sensitive data in readable, accessible, or
unencrypted form.13

General Tort Liability
Businesses that fail to protect data can be liable
under common law tort principles. These principles, by
their very nature, do not specify the security measures
required to maintain a successful action and instead
operate according to general concepts, such as duties of
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care, reasonableness, and negligence. Individuals may sue
under a tort theory of negligence if they can prove that
1. The defendant had a duty to secure the personal data
or system;
2. The defendant breached that duty;
3. The breach was the proximate cause of harm to the
plaintiff; and
4. The plaintiff suffered actual harm or damages.14
In January 2007, for example, a class action was filed
against TJX after a security breach involving thousands
of customers, who alleged that TJX did not disclose the
breach for more than a month and was negligent in protecting the personal data.15 But, courts have been hesitant to find standing and damages except when plaintiffs
can show actual harm. Determining the amount and
type of injury that is necessary for a prima facie case will
be a key issue in future negligence-based cases.16
Whether and to what extent businesses have a duty,
from a tort law perspective, to implement security measures to protect personal data is not yet settled. But,
given the growing number of industry standards and
data security laws (as discussed in this article), it seems
likely that lawsuits will eventually establish that such
duties of care exist, especially when statutory requirements like the HIPAA Security Rule directly apply.17

Industry Regulation
Some industry groups require very specific data
security standards and sanction participating businesses
that do not comply. The Payment Card Industry Data
Security Standard (PCI DSS), for example, is comprised
of administrative, physical, and technical safeguards and
is used around the world to protect organizations that
process credit card holder data from security vulnerabilities such as fraud and hacking. Any company processing, storing, or transmitting credit card holder data
pertaining to any card branded with the logos of JCB
International, Discover Financial Services, American
Express, Visa, Inc., or MasterCard Worldwide must be
PCI DSS-compliant. Non-compliant companies risk
losing their ability to process credit card payments and
being fined and audited.18

Foreign Laws
Entities in the United States can also be subject to
foreign data security standards if they receive and process
personal data from jurisdictions abroad, especially member states of the European Economic Area (EEA). In
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general, transfers of personal data from the EEA to the
United States are prohibited by Directive 95/46/EC,
even in the intercompany context.The Directive is very
broad in scope and applies to all industry sectors, types
of businesses, and categories of personal data.19 Data
transfers are generally prohibited, unless certain conditions are met, including the following:20
• The data controller21 in the EEA and the recipient in
the United States adhere to a data transfer agreement
that incorporates model clauses22 approved of by the
EC Commission.
• The recipient in the United States adheres to the
US/EU safe harbor23 privacy principles and has completed a self-certification with the US Department of
Commerce regarding the same.
Most states generally regulate data
security with statutory provisions that
require safe data handling practices
and/or notification in case of a security
breach.
In both cases, the recipient in the United States has
obligations to protect the personal data received from
the EEA. One of the safe harbor principles pertains to
data security and requires participating organizations to
implement “reasonable precautions.”24 Similarly, in both
the controller-to-processor25 and controller-to-controller
versions of the model clauses, recipients must implement
technical and organizational safeguards that are “appropriate” for the risks associated with the contemplated
processing and the nature of the personal data to be protected.26 There is no definition of “reasonable precautions” or “appropriate” in either the safe harbor privacy
principles or the model clauses, respectively. Accordingly,
there is little explicit guidance in these materials on
the administrative, technical, or physical safeguards that
would be required or would meet European standards.
With respect to safe harbor, guidance from the FTC
would probably be the most persuasive, since currently
only entities that are subject to the authority of the FTC
or US Department of Transportation may participate.
In the case of the model clauses, the term “appropriate” would probably be interpreted under the law
of the EEA jurisdiction in which the data exporter is
established, as stipulated by the model clauses on the
issue of governing law.27 Section 9 of the German Federal Data Protection Act, for example, requires “technical and organizational measures” to secure compliance
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with substantive statutory requirements and refers to an
attachment within the statute that lists certain protection concepts, albeit no specific technical measures.28
The 2007 revisions to the Spanish Data Protection Act
go into more detail and define various documentation, authentication, access control, and other security
measures.29 Italian law goes into yet more details and
regulates, for example, how often companies must reset
the passwords of users who have electronic access to
sensitive versus non-sensitive data.30

Data Security Requirements of US
State Laws
In the United States, most states generally regulate
data security with statutory provisions that require safe
data handling practices and/or notification in case of a
security breach. Like those at the federal level, state data
security laws are either generally applicable and vague
(i.e., the “reasonableness” standard) or sectoral and
specific, varying by type of personal data, data subject,
and industry.
Data Security Breach Notification Laws
Typical state security breach notification laws generally require businesses in their respective jurisdictions
to notify affected residents if unencrypted personal data
under the businesses’ control is acquired in an unauthorized manner.The first such law was enacted in California
in 2003,31 and it has influenced the passing of similar legislation in 43 other states. Earlier this year, new laws were
enacted in South Carolina32 and Alaska,33 bringing the
total number of states that do not have any kind of security breach notification law to six: Alabama, Kentucky,
Mississippi, Missouri, New Mexico, and South Dakota.34
States with such laws typically differ in the scope of
personal data that is covered, the requirements on the
notification’s timing, whether notice to authorities or
other consumer-reporting agencies is required, penalties and enforcement, requirements on the notifications’
content, and the exact situations in which notification
is necessary. In general, the states provide an exemption from notification requirements if the personal data
that was compromised was encrypted (so long as the
encryption key was not compromised as well).
Although these laws do not discuss any particular data security safeguards, these notification laws
motivate businesses to improve (or at least implement
some) security measures in order to avoid the costs and
bad publicity that can be associated with data breach
and non-compliance. These laws also aim to prevent
instances of identity theft and other forms of fraud by
putting victims and the authorities on notice shortly
after a breach occurs.
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Recent developments indicate a possible trend toward
more demanding state security breach laws. In Texas,
the governor signed a bill on June 19, 2009, effective
September 1, 2009, that adds health/medical information and information on the payment of health care to
the scope of data covered by the state’s security breach
notification law.35 Few other states have similar provisions for this type of personal data.36
Maine’s governor also signed legislation recently, on
May 19, 2009, limiting to seven days the time that a
breach notification may be delayed following a determination by law enforcement that notification will not
compromise a criminal investigation. Prior legislation
merely stated that notification could be delayed in light
of pending criminal investigations, but did not specify a
timeframe for notification.37
Recent developments indicate a
possible trend toward more demanding
state security breach laws.
Perhaps more significantly, California’s legislature is
currently considering updating its pioneering security
breach notification law by setting forth requirements
for the contents of notifications, which many state laws
do not do.38 In particular, the proposed language would
amend the prior law by requiring that any entity that
must issue notice include in the notification:
• The name and contact information of the entity;
• A list of the personal information at issue;
• The date or estimated date of the breach,
• The date of the notice;
• Whether notification was delayed as a result of a
criminal investigation;
• A general description of the breach;
• The estimated number of persons affected by the
breach; and
• Contact information for the major credit reporting
agencies if the breach involved a bank account or
credit card number, a Social Security number, or a
driver’s license or California ID card number.
The proposed language also gives business entities the
option to disclose:
Volume 26 • Number 9 • September 2009
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• Information about what the entity has done to protect
the victims; and
• Advice on how a victim can further protect himself or
herself.
New York is also considering a bill that expands the
content of security breach notifications to include:
• Contact information for the entity that experienced
the breach;
• Information concerning steps taken to mitigate risks
of identity theft;
• Contact information for the Consumer Protection
Board; and
• Information on steps that individuals can take to protect against identity theft.
Furthermore, both California’s and New York’s proposed
laws contain provisions that expand involvement of
government authorities in cases of security breaches.
California’s proposals, for example, would amend prior
law by requiring entities that must provide notification
to more than 500 California residents as a result of a
single breach to also submit notice to the state Attorney
General. Similarly, according to New York’s bill, entities
that experience breaches of computerized data affecting
more than 500,000 people would be required to provide
a second notification within 120 days of the initial notice
to the Cyber Security and Critical Infrastructure Coordination, Consumer Protection Board, and the Office of
the Attorney General in order to allow those agencies to
evaluate the response.39
Legislation in Minnesota,40 though not a notification law, imposes statutory liability on retailers in case
of a security breach. Specifically, this legislation (the
first of its kind) makes it illegal for merchants to retain
certain kinds of card data, such as cardholders’ personal identification numbers (PINs), for more than 48
hours after a transaction is authorized. If an entity is
non-compliant and there is a breach of that entity’s
(or that entity’s service provider’s) system, then that
entity is required to reimburse financial institutions
for “reasonable actions undertaken by the financial
institution as a result of the breach in order to protect
the information of its cardholders or to continue to
provide services to cardholders.” Although the statute
provides a list of such costs, for example, refunds for
illegal charges, costs of replacing cards, and costs of
notifying consumers, it is not exhaustive, implying that
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merchant liability under the new law may be extremely
broad. In particular, non-compliant entities are liable
for costs from damages paid by financial institutions to
cardholders injured by a breach. (The statute became
effective on August 1, 2007, with respect to data
retention and on August 1, 2008, regarding liability
for security breaches).41 Other US states have not followed Minnesota’s lead in this respect, perhaps because
they perceive financial institutions less as victims and
more as the cause of problems, given relatively lax
lending and credit card issuance practices by some
institutions.42
Existing State Laws Requiring Data
Security Safeguards
Rather than mandating specific administrative, physical, or technical security safeguards, state statutes that
regulate data security have primarily done so with a
reasonableness standard.43 In California, for example,
a “business that owns or licenses personal information about a California resident shall implement and
maintain reasonable security procedures and practices
appropriate to the nature of the information, to protect the personal information from unauthorized access,
destruction, use, modification, or disclosure.”44 Similarly,
Nevada currently requires all business entities that
“maintain records which contain personal information
of a resident of [Nevada]” to “implement and maintain
reasonable security measures to protect those records
from unauthorized access, acquisition, destruction, use,
modification or disclosure.”45
As to the question of what is “reasonable” within the
meaning of the state statutes, state agencies offer some
opinions, guidance, and recommendations. California’s
Office of Information Security and Privacy Protection (OISPP) not only assists individuals with privacyrelated concerns and coordinates with law enforcement
but also recommends information-handling practices to
businesses and policy changes to the state government.46
Web sites for both the OISPP and Nevada’s Bureau of
Consumer Protection link to the Federal Trade Commission’s (FTC) Web site for guidance on safeguarding
personal data.47
Beyond such general requirements, businesses in
both states that disclose personal information (as they
define that term) about residents to third parties must
do so pursuant to a contract in which the third party
agrees to also implement and maintain reasonable security practices.48 In California, businesses are required
to take reasonable steps to destroy customer records
with personal information that no longer needs to be
retained,49 and businesses may not require individuals to transmit their Social Security numbers over the
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Internet unless the connection is secure or the data is
encrypted.50
Current Nevada law, in particular, sets forth a specific
duty to implement technical safeguards: A business must
encrypt certain consumer data if it electronically transmits the data outside of the business’s secure network
(by means other than facsimile).51 Currently, Nevada law
does not require businesses to encrypt the same information if it is merely stored, for example, on a laptop, so
long as it is not transmitted. Encryption also provides a
safe harbor under Nevada’s security breach notification
law, thus providing further incentive to encrypt personal
information.52
Rather than mandating specific
administrative, physical, or technical
security safeguards, state statutes that
regulate data security have primarily
done so with a reasonableness
standard.
Legislation from Oregon, on the other hand, represents a bridge between the first-generation laws that are
based on a vague reasonableness standard and those of
the next generation, which specify specific data security
safeguards.53 Section 646A.622 of the Oregon Revised
Statutes, like the California and Nevada provisions,
requires businesses that process consumer personal data
to implement and maintain “reasonable” data security
safeguards. This Oregon provision, however, sets forth
a number of options that businesses may take to meet
this standard, essentially codifying a definition of “reasonable.” In particular, businesses subject to Oregon’s
law are deemed in compliance if they comply with
the Gramm-Leach-Bliley Act,54 HIPAA,55 or a state
or federal law that provides greater protection than the
Oregon law.56 Businesses are also considered compliant if they implement an information security program that includes certain administrative, physical, and
technical safeguards enumerated by the statute.57 These
enumerated safeguards, however, are not as comprehensive as those prescribed by the Massachusetts Regulations discussed next.
New Massachusetts Regulations
Massachusetts’Office of ConsumerAffairs and Business
Regulation (OCABR) promulgated the Massachusetts
Regulations58 pursuant to the Chapter 93H59 of the
General Laws of Massachusetts in September 200860
and amended them in February 2009.61 The Massachusetts Regulations are especially significant to the field of
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data security law as they forge a drastic departure from
previous first-generation state legislation to requirements for specific administrative, physical, and technical
safeguards on a comprehensive level.
Covered Entities
The scope of covered entities is broad, as the Massachusetts Regulations apply “to all persons that own,
license, store or maintain personal information about
a resident of [Massachusetts].”62 The term “person”
includes natural persons, corporations, and other legal
entities.63 Thus, the Massachusetts Regulations can
cover even business entities outside of Massachusetts
if they possess “personal information” about Massachusetts residents. As applied, then, the Massachusetts
Regulations probably cover any business with employees or customers who reside in Massachusetts and any
service provider or retailer, for example, that maintains relationships with such businesses. Compliance
by covered entities is required on or before January 1,
2010.64
Covered Data
The scope of the data covered is limited to the term
“personal information,” meaning a Massachusetts resident’s “first name and last name or first initial and last
name in combination with any one or more of the following data elements that relate to such resident: Social
Security Number; driver’s license number or stateissued identification card number; or financial account
number, or credit or debit card number . . . .”65 “Personal
information,” however, does “not include information
that is lawfully obtained from publicly available information” or from government records lawfully made
available to the public.66
In particular, the Massachusetts Regulations’ requirement to implement and maintain an information security program applies to “any records”
containing “personal information.”67 “Records” are
defined broadly as “any material upon which written, drawn, spoken, visual, or electromagnetic information or images are recorded or preserved, regardless
of physical form or characteristics,” implying a broad
scope of media to which the Massachusetts Regulations apply (including paper, electronic, or other forms
of media).68
Summary of Obligations
The Massachusetts Regulations first and foremost require a covered entity to develop, implement,
maintain, and monitor a “comprehensive, written
information security program” in order to protect
personal information records. The Massachusetts
Volume 26 • Number 9 • September 2009
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Regulations seem to provide some degree of flexibility
in whether a program is compliant by allowing covered entities to tailor them according to the size,
scope, and type of covered entity, the entity’s available
resources, the amount of data to be implicated, and the
need for security and confidentiality of the personal
information at issue.69 Nevertheless, the Massachusetts Regulations still enumerate a number of specific
administrative, physical, and technical safeguards that
must be implemented for all covered entities. A summary of the Massachusetts Regulations’ requirements
follows.70

• Limiting the personal information collected and retention period to that reasonably necessary to accomplish
the purpose of collection;

Administrative Safeguards

• Implementing restrictions for physical access to
records;

• Limiting access rights to those who need-to-know to
accomplish the purpose of collection or comply with
retention requirements under law.
Physical Safeguards
• Preventing terminated employees from accessing
records;

• Educating and training employees on data security;
• Identifying and assessing risks to data security and
confidentiality;
• Evaluating and improving current safeguards (including employee training, monitoring employee compliance, and detection/prevention tools for security
system failures);
• Verifying that third-party service providers with access
to personal information can and will apply compliant
security measures;

• Storing records in locked facilities, storage areas, or
containers.
Technical Safeguards
Covered entities that electronically store or transmit
personal information must also include the following in
their written, comprehensive information security programs with respect to computer and wireless systems:71
• Secure user authentication protocols, including
— Control of user IDs and other identifiers;

• Identifying what records, computer systems, and media
store personal information;

— Secure methods for assigning passwords or use of
identifier technologies, such as biometrics;

• Regular monitoring of the security program’s
operation;

— Control of passwords so that their location or formats do not compromise data security;

• Annual review of security measures or whenever there
is a material change in business practices;

— Restricting access to active users or user accounts;

• Documenting actions regarding breaches;

— Blocking access to user identification after multiple
unsuccessful attempts to gain access

• Reviewing events and actions taken after incidents, if
any, to make changes in business practices relating to
data security;

• Secure access control measures that restrict access to
records to those who legitimately need to know and
assign unique IDs and passwords;

• Appointing at least one employee to maintain the
security program;

• Encryption of all transmitted records and files that will
travel across public networks or transmit wirelessly to
the extent technically feasible;

• Implementing policies that address storage, access,
and transport of records off the business premises by
employees;

• Encryption of all personal information stored on
laptops and other portable devices;72

• Imposing disciplinary measures for violation of the
security program;

• Monitoring of systems for unauthorized use of, or
access to, personal information;
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• Up-to-date firewall protection and operating system
security patches;
• Up-to-date versions of system security agent software, patches, and virus definitions, including malware
protection (or software that can be supported with the
same).
Given the scope of the Massachusetts Regulations,
achieving compliance will likely require significant
resources. Covered entities will need time and organizational coordination to review and revise existing
policies, as well as the means to implement the required
technical measures. In particular:
• Businesses may have to engage external service
providers to determine whether their encryption
technology and other IT resources comply with
encryption requirements (assuming there is no existing in-house IT staff or consultant).73
• Businesses may have to purchase new computer
hardware or software depending on whether current
equipment can run software that secures electronic
records and can receive security updates.74
• Businesses may need to hire consultants to implement some of the required technical safeguards, such
as user identification protocols, secure access control
measures, and firewalls. If there are no in-house IT
resources, then businesses will probably need to hire
someone to provide these services/resources.75
Compliance efforts should be fairly demanding, especially since the Massachusetts Regulations address not
only IT policy but also administrative safeguards that
touch upon how covered entities deal with third parties and administer human resources. For example, the
Massachusetts Regulations require reasonable steps to
verify and ensure that service providers that have access
to personal information can and will comply with the
Massachusetts Regulations themselves. Thus, covered
entities will have to perform more due diligence when
engaging service providers and possibly renegotiate
service contract terms. Indeed, a prior version of the
Massachusetts Regulations required covered entities to
contractually obligate service providers to maintain the
safeguards and to obtain written certification of a compliant written, comprehensive information security in
place prior to granting access to personal information.
Compliance could be disproportionately timeconsuming and costly for smaller businesses. Massachusetts has recognized the demanding nature of its
8 • The Computer & Internet Lawyer

regulations. Because of current economic circumstances,
in November 2008, OCABR initially extended the
original compliance deadline of January 1, 2009, to assist
businesses experiencing financial difficulties.76 OCABR
again extended the compliance deadline in February
2009 to the current January 1, 2010, date.77
The ultimate influence of the Massachusetts Regulations, however, is unclear at this point due to their relatively recent passage, but also because of a bill that was
proposed in the Massachusetts legislature out of concerns
regarding the regulations’ enforceability and impact on
small businesses.That bill78 would amend Chapter 93H79
of the General Laws of Massachusetts and prohibit
OCABR from promulgating regulations that require
entities “to use a specific technology or technologies,
or a specific method or methods for protecting personal
information.” If the bill passes, the Massachusetts Regulations may be further amended to be less comprehensive or specific, and some particular provisions, such as
those on data encryption, may be omitted altogether.
Indeed, the Massachusetts Regulations’ influence on
other states will likely also be weaker if the bill passes
because it also states that any “person who is required to
comply with federal laws, rules, regulations, guidance, or
guidelines safeguarding personal information is deemed
in compliance” with Massachusetts data security law,
effectively deferring to federal data security law that
may or may not be as specific or comprehensive.
New Nevada Law on Data Encryption
As discussed already, current Nevada law requires
“data collectors,” defined broadly, to implement and
maintain “reasonable” security measures to protect records
of certain personal information.80 While Nevada has
not changed its general reasonableness standard, it has
supplemented these requirements on May 30, 2009,81
effective January 1, 2010,82 with a new provision on
data encryption requirements:
• Covered data collectors that process credit or debit
card payments for goods or services must comply with
the PCI DSS; and
• All other covered data collectors may not (1) move
“data storage devices”83 containing non-encrypted
personal information outside the control of the data
collector or its data storage service provider or (2)
electronically transfer non-encrypted personal information (other than by facsimile) to a person outside
the data collector’s secure system.
In addition, previously Nevada prohibited only
businesses in Nevada from electronically transferring
Volume 26 • Number 9 • September 2009
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non-encrypted personal information of customers (other
than by facsimile) to a person outside the secure system of the business in § 597.970.84 The new provision
repeals § 597.970 and expands the scope of Nevada’s
encryption requirement to non-customer personal information as well.
All businesses have to design and
implement security programs that
meet the ever-increasing minimum
legal standards and sufficiently guard
against business risks.
The provisions are significant developments in state
law because they mandate encryption of personal information in transmission and in storage. No other state
laws currently require encryption to this extent, besides
the Massachusetts Regulations. Perhaps more importantly, the Nevada amendments define “encryption” by
specifying encryption technology, and safeguards that
protect the cryptographic keys, that are adopted by an
established standards-setting body, such as the Federal
Information Processing Standards issued by the National
Institute of Standard and Technology (NIST).

Toward State Requirements on Specific
Data Security Safeguards?
Some of the developments that we have discussed
regarding new state data security laws seem to indicate
trends toward more specific regulation of security safeguards for personal data categories that virtually all businesses must process.
First, the Massachusetts Regulations (depending on
the outcome of pending legislation) will likely be an
important nationwide standard by which businesses
will be evaluated in the area of data security. On their
face, they “apply to all persons that own, license, store or
maintain personal information about a resident” of Massachusetts.85 Because most businesses involved in interstate commerce process personal data about individuals
from all over the country, the Massachusetts Regulations may have extra-jurisdictional effect on businesses
located outside of Massachusetts. Due to the relatively
unprecedented nature in which the Massachusetts Regulations comprehensively mandate specific data security
safeguards, other state courts and legislatures may look
to the Massachusetts Regulations for guidance when
interpreting or making law. Because the Massachusetts Regulations may signal a nationwide trend toward
comprehensive state regulation of businesses’ internal
data security safeguards, businesses everywhere should
Volume 26 • Number 9 • September 2009

examine the Massachusetts Regulations and address
their requirements. Whether the federal government
will introduce harmonizing data security legislation
remains to be seen. Legislators in both the House and
the Senate are currently working on draft legislation
that addresses data security.86
Second, because Nevada defines “encryption” to be
PCI DSS-compliant or technology adopted by established standards setting bodies such as the NIST, 87 such
guidance could be persuasive in other jurisdictions that
require encryption or provide an encryption safe harbor
for security breach notification laws but do not define
that term precisely. Both the Massachusetts Regulations and the amended Nevada law, for example, require
encryption of personal information in transit and in
storage.88 It is unclear, for example, what sort of commercial tools would satisfy the Massachusetts Regulations’ encryption requirements, since their definition of
the term makes no reference to technical specifications
or an industry standard.89

Practical Implications for US Businesses
All businesses have to design and implement security
programs that meet the ever-increasing minimum legal
standards and sufficiently guard against business risks.
Fewer and fewer companies can afford to ignore data
security challenges based on exemptions from sectoral
laws or confidence in their own reasonableness until
an incident occurs. Given the arrival of more specific
data security requirements, companies will have to move
away from incident-driven ad hoc responses to strategic
data security programs, document, verify, and audit their
processes, acquire and maintain adequate technology for
information security, investigate and negotiate the data
handling practices of service providers, and implement
other measures that meet legal requirements. As companies revise their security policies and address compliance
monitoring and auditing, however, they should also take
note to avoid violating the privacy rights of employees
and others, a consideration that conflicts somewhat with
data security.90
While some companies will find that the costs
of compliance exceed their available resources and
budgetary constraints, this should not prevent any
organization from at least taking initial steps to assess
risks and compliance shortfalls and address high-priority risks one at a time. Large domestic and international businesses, in particular, may opt to comply with
the strictest requirements out of all the jurisdictions
in which they operate so that they can uniformly use
data across geographic regions and business lines despite
diverging legal requirements across the United States
and around the world. Such a strategy will protect the
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entire organization more effectively, avoid a need to
keep data and databases separate, and harmonize different practices throughout the organization.
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