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Introduction 
 
Thank you for soliciting comments on the collection and use of the Social Security 
number (SSN) in the private sector.   
 
The Commission's guidance to consumers on avoiding identity theft includes this advice: 
 

Don't use an obvious password like your birth date, your mother's 
maiden name, or the last four digits of your Social Security number.1 

Mounting evidence suggests that some credit grantors engage in the practice warned 
against in the Commission's identity theft materials, albeit with the full SSN: they use the 
SSN as a password in verifying an individual's identity. 
 
This practice is irresponsible and makes identity theft a simple crime to commit.  The 
SSN is already used as a record locator by credit grantors and consumer reporting 
agencies.  And therefore, businesses engaging in this practice are not only using the same 

                                                
1 FEDERAL TRADE COMMISSION, FACTS FOR CONSUMERS, May 2006, available at 
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt01.shtm 
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identifier for both identification and authentication, they are using an obvious one to do 
so. 
 
Additionally, other data provided on credit applications, such as name and address, are 
being ignored by some grantors, making identity theft trivially simple to commit.  As 
more fully explained below, the development of "synthetic identity theft" documents 
these troubling identification/authentication schemes, and suggests that simple changes in 
authentication practices could reduce incidence of identity theft.  That is, rather than 
adopting expensive and more invasive authentication mechanisms to prevent identity 
theft, the Commission should first explore the efficacy of simple steps, such as matching 
the SSN to basic identifiers, including the name, address, and other data currently present 
on credit headers.  
 
Comments 
 
Our comments below on lax authentication practices and synthetic identity theft focus on 
the following topics specified by the Commission: 
 
2. The Role of the SSN as an Authenticator 
 
• The use of the SSN as an authenticator – as proof that consumers are who they say 

they are – is widely viewed as exacerbating the risk of identity theft. What are the 
circumstances in which the SSN is used as an authenticator? 

• Are SSNs so widely available that they should never be used as an authenticator? 
 
4. The Role of the SSN in Fraud Prevention 
 
• Many segments of the private sector use the SSN for fraud prevention, or, in other 

words, to prevent identity theft. How is the SSN used in fraud prevention? 
 
5. The Role of the SSN in Identity Theft 
 
• Which private sector uses of the SSN do thieves exploit to obtain SSNs, i.e, SSN as 

identifier or SSN as an authenticator? Which of those uses are most vulnerable to 
identity thieves? 

• Once thieves obtain SSNs, how do they use them to commit identity theft? What 
types of identity theft are thieves able to commit with the SSN? Do thieves need 
other information in conjunction with the SSN to commit identity theft? If so, what 
other kinds of information must they have? 

• Where alternatives to the SSN are available, what kind of identity theft risks do 
they present, if any? 

 
Many companies use the SSN both to identify an individual when an account is 
established, and later as an authenticator or password to access the same account.  
Wireless phone companies, for instance, commonly used this scheme to secure customer 
records.  The practice made pretexting for phone records trivially easy, as private 
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investigators have access to databases of SSNs that could be used to satisfy the carriers' 
authentication systems. 
 
In our comment, we focus on a different, but similar practice: one where credit grantors 
use the SSN both to identify an applicant and to authenticate the applicant, sometimes in 
combination with the date of birth.2  This practice makes identity theft trivially easy.  All 
a thief needs to do is make an application with a SSN of another and a date of birth that is 
consistent with the SSN's issuance.3  
 
A series of lawsuits against credit issuers for negligence in opening new accounts to 
impostors shows a pattern of such authentication practices.  These practices result in 
approved applications where there is a SSN match, even where other information on the 
application is obviously wrong.  This reliance on the SSN as identifier and authenticator 
allows even unsophisticated individuals who have little personal information of another 
person to obtain credit accounts.  For instance, in Wolfe v. MBNA America Bank, the 
plaintiff alleged that MBNA issued a credit card to an impostor without verifying any of 
the application information: 
 

…Limited discovery has shown that an MBNA-hired "telemarketer" 
supplied MBNA an "application" in Plaintiff's name, replete with 
critical false, missing, and incomplete information (wrong address, 
wrong phone number, "nearest relative" who was not near or a 
relative, and a host of blank lines on its forms).  MBNA had no 
signature and turned a blind eye to red flags: a 21 year-old college 
kid supposedly earned $55,000 annually, but no employer's name 
was listed.  Before suit was filed, MBNA's [sic] internally 
documented the reality: "Nothing was verified."4 

In that case, MBNA America Bank argued that the law imposed no duty to verify the 
identities of customers or non-customers.5  This raises an obvious question: if the issuer 
believes it has no duty to verify applicants, but nevertheless does so using widely-

                                                
2 It is possible that other information from credit applications, such as name and address, 
are used in the authentication process, but they are weighted in such a way that errors still 
result in new accounts being issued to impostors. 
3 Free, publicly-available databases explain the relationship between SSNs and their 
issuance dates.  See, e.g. COMPUTER PROFESSIONALS FOR SOCIAL RESPONSIBILITY, 
STRUCTURE OF SOCIAL SECURITY NUMBERS, May 15, 2001, available at 
http://www.cpsr.org/prevsite/cpsr/privacy/ssn/ssn.structure.html; SOCIAL SECURITY 
ADMINISTRATION, HIGH GROUP LIST AND OTHER WAYS TO DETERMINE IF AN SSN IS 
VALID, Aug. 16, 2007, available at 
http://www.socialsecurity.gov/employer/ssnvhighgroup.htm. 
4 485 F. Supp. 2d 874 (WD. Tenn. 2007)(quoting Plaintiff's Response in Opposition to 
Defendant MBNA's Motion to Dismiss Fourth Amendment Complaint)(attached). 
5 Defendant MBNA America Bank's Memorandum of Law in Support of its Motion to 
Dismiss Plaintiff's Third Amended Complaint for Failure to State a Claim for Which 
Relief May Be Granted at 7-8. 
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available personal information, how can one insulate oneself from identity theft, short of 
obtaining a credit freeze?  The court acknowledged that credit issuers, "have become the 
first, and often last, line of defense in preventing the devastating damage that identity 
theft inflicts.  Because the injury resulting from the negligent issuance of a credit card is 
foreseeable and preventable…under Tennessee negligence law, Defendant has a duty to 
verify the authenticity and accuracy of a credit account application."6  Thus, the court 
allowed a negligence claim to proceed against MBNA for exposing the Plaintiff to 
identity theft through lax authentication practices. 
 
In other cases, a similar set of facts are alleged pointing to lax identity verification 
practices.  For instance, in Vazquez-Garcia v. Trans Union De P.R., Inc., an impostor 
successfully obtained credit with a SSN that matched the victim's but an incorrect date of 
birth and an address thousands of miles away from the victim.7  In United States v. 
Peyton, impostors obtained six American Express cards using the correct name and SSN 
of victims but directed all six to be sent to the impostors' home.8  In Aylward v. Fleet 
Bank, a bank issued two credit cards based on matching name and SSN but incorrect 
address.9 Finally, in Dimezza v. First USA Bank, Inc., an impostor obtained credit with a 
matching SSN but incorrect address.10  
 
Credit granting practices that rely excessively upon the SSN have given rise to the 
problem of "synthetic identity theft," a form of new account fraud where the impostor 
creates a new identity.  The new identity is comprised of some information from a real 
person, which the thief enhances with fabricated personal information.11  For example, 
the impostor may use a real SSN, but a falsified name and address.  A synthetic identity 
based on some real information, and sometimes supplemented with artfully created credit 
histories, can then be used to apply for new credit accounts. 
 
The synthetic identity theft problem is not well elucidated, and is only discussed in detail 
in a handful of newspaper articles and industry white papers.12  For instance, the Salt 
Lake Tribune outlined the problem in June 2004:  
 

                                                
6 485 F. Supp 2d at 882. 
7 222 F. Supp. 2d 150 (D.P.R. 2002). 
8 353 F.3d 1080 (9th Cir. 2003). 
9 122 F.3d 616 (8th Cir. 1997). 
10 103 F. Supp. 2d 1296 (D.N.M. 2000). 
11 FDIC, PUTTING AN END TO ACCOUNT-HIJACKING IDENTITY THEFT (Dec. 14, 
2004), available at http://www.fdic.gov/consumers/consumer/idtheftstudy/index.html;  
FRED H. CATE, INFORMATION SECURITY BREACHES AND THE THREAT TO CONSUMERS 
(2005), available at 
http://www.hunton.com/files/tbl_s47Details/FileUpload265/1280/Information_Security_
Breaches.pdf. 
12 See e.g. IDANALYTICS, NATIONAL FRAUD RING ANALYSIS, UNDERSTANDING 
BEHAVIORAL PATTERNS, Feb. 2005. 
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Making purchases on credit using your own name and someone 
else's Social Security number may sound difficult -- even impossible 
-- given the level of sophistication of the nation's financial services 
industry…But investigators say it is happening with alarming 
frequency because businesses granting credit do little to ensure 
names and Social Security numbers match and credit bureaus allow 
perpetrators to establish credit files using other people's Social 
Security numbers."13  

The same article reports that Ron Ingleby, resident agent in charge of Utah, Montana and 
Wyoming for the Social Security Administration's Office of Inspector General, as stating 
that SSN-only fraud makes up the majority of cases of identity theft.14 Other initial 
indications suggest that it is a growing problem.  According to Mike Cook of ID 
Analytics, a company that specializes in the reduction of fraud risk, synthetic identity 
fraud "is a larger problem than [standard new account] identity theft and is growing at a 
faster rate."15 
 
A sophisticated example of the crime is illustrated by a case brought by the U.S. Attorney 
for the District of Arizona in August 2006.16  The indictment charges two men with a 
variety of federal crimes for allegedly using real SSNs from credit reports and fabricated 
names to apply for credit cards.17  One of the defendants owned a small consumer 
reporting agency, and apparently has a high level of sophistication in credit practices.18  
The pair established credit histories for synthetic identities by reporting favorable 
payment information to consumer reporting agencies.  These reports made the synthetic 
identities appear to be real people with a record of paying bills.  The defendants then 
allegedly obtained 250 credit cards from fifteen banks, and charged $760,000 to these 
synthetic identities.19 
 
These cases suggest that simple changes in authentication practices could reduce 
incidence of identity theft.  That is, rather than adopting expensive and more invasive 
authentication mechanisms, the Commission should explore simple steps, such as 

                                                
13 Lesley Mitchell, New wrinkle in ID theft; Thieves pair your SS number with their 
name, buy with credit, never get caught; Social Security numbers a new tool for thieves, 
The Salt Lake Tribune, June 6, 2004, at E1 
14 Id. 
15 Mike Cook, The Lowdown on Fraud Rings, 10 COLLECTIONS & CREDIT RISK 6 (2005), 
available at http://www.idanalytics.com/pdf/CCRAugust05MikeCook.pdf. 
16 William Carlile, Two Indicted in Credit-Card Scheme That Used SSNs From Credit 
Reports, 5 PRIVACY & SECURITY L.REP. 1257 (2006); Donald G. Aplin, Privacy, Security 
Protection Will Remain Key Part of FTC's Agenda, Majoras Says, 5 PRIVACY & 
SECURITY L. REP. 1552 (2006). 
17 United States v. Rose, CR06-0787PHK-JAT (VAM) (D. Az. 2006), indictment filed 
Aug. 22, 2006 (attached). 
18 Rose, Indictment at 2. 
19 Rose, Indictment at 3-4. 
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matching the SSN to basic identifiers, including the name, address, and other data 
currently present on credit headers. 
 
California has attempted to address identity theft by requiring certain credit grantors to 
comply with basic, but heightened authentication procedures.  California Civil Code § 
1785.14 requires credit grantors to actually match identifying information on the credit 
application to the header held at the consumer reporting agency.  Credit cannot be granted 
unless three identifiers from the application match those on file at the credit bureau. The 
categories to be matched include "first and last name, month and date of birth, driver's 
license number, place of employment, current residence address, previous residence 
address, or social security number."  These procedures are only required in situations 
where an individual applies for credit at a retailer. 
 
While much of the information qualifying for matching purposes under the California law 
can be obtained through publicly-available sources, the ease with which impostors can 
obtain credit even with fabricated data suggests that a simple requirement to actually 
check applications could reduce the incidence of identity theft.  This simple approach 
could be tested empirically without risk to consumers or the economy: the Commission 
could acquire a representative sample of successful fraudulent credit applications and 
analyze them for the presence of incorrect identifying information.  Based on relative 
rates of error, the Commission could determine the minimum number of identifiers or 
combinations of identifiers that should match on an application before credit is granted. 
 
Respectfully submitted, 
 
/s 
 
Chris Jay Hoofnagle 
Senior Staff Attorney 
Samuelson Law, Technology & Public Policy Clinic 
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