Automated License Plate Readers
A National Association of Criminal Defense Lawyers (NACDL) Primer*
WHAT IS AN ALPR?
An automated license plate reader (ALPR) combines high-speed cameras with image-processing technology
to identify vehicles by their license plates. Through fixed cameras mounted on places like streetlights and
highway overpasses or mobile cameras secured to vehicles, ALPRs can capture thousands of images per
hour, which can then be stored in databases. The images frequently capture a substantial part of the vehicle,
including its occupants and immediate vicinity. 1 The part of the image featuring the license plate is then
converted into machine-readable text. The images and license plate text are coupled with information on the
time, date, and GPS location of where the vehicle was seen (together, “license plate data”). 2

HOW ARE ALPRS USED?
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Police departments and federal agencies, including U.S. Customs and Border Protection,3 are increasingly using ALPRs to
connect license plates with crimes and infractions. 4 Immediately after capture, images are compared against a “hot list” of
vehicles of special interest, generating an instant alert for a law enforcement officer to act upon. However, with knowledge that
ALPR hits can be fallible,5 several law enforcement departments have created internal policies that recommend a certain level of
verification before effectuating a stop based on the hit.6 In addition to single-instance checks, law enforcement may employ
ALPRs in other ways. Law enforcement may use ALPRs in real-time for “geofencing,” or use stored license plate data to trace a
person’s past movements, verify witness descriptions of vehicles, and plot vehicles that were present at a particular location.7

HOW IS THE DATA STORED?
ALPRs indiscriminately capture license plate data of all vehicles in range, which is often stored in databases accessible by
individual law enforcement agencies and may be pooled together into regional sharing systems. 8 Law enforcement agencies may
retain the collected data for weeks, months, or even years.9
Law enforcement agencies also partner with private companies that have built enormous databases of license plate data from
around the country, typically by installing ALPRs on vehicles driven by repossession agents. With over 2.2 billion data points,
companies like Vigilant sell access to their databases to local and federal law enforcement agencies.10 Currently, just twelve states
have any regulations regarding public and private ALPR use and the retention of collected data. 11

LAW ENFORCEMENT’S JUSTIFICATION
To date, there are no reported judicial decisions on the constitutionality of prolonged location tracking using ALPRs. 12 Federal
and state courts have held, however, that single-instance database checks of license plate numbers, including by ALPRs, are not
searches under the Fourth Amendment.13 They reason that the license plates are in “plain view” and therefore do not pass the
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“reasonable expectation of privacy” test.14 Following from this, law enforcement authorities have argued that ALPRs simply
automate and facilitate the large-scale capture of license plate data and, as such, similarly do not implicate the Fourth
Amendment.15 Some concede, however, that the extensive collection, retention, and sharing of license plate data, so as to
systematically track the movement of vehicles, may raise privacy concerns.16

POTENTIAL LEGAL ARGUMENTS
1.
2.

Discovery: If it is unclear how law enforcement deduced the location of a vehicle in your case, consider making detailed
requests in discovery for information on the use of ALPRs. If insufficient information is provided in the first instance,
consider filing a motion to compel.
Exclusion: Consider the following arguments to exclude evidence collected by an ALPR as they apply to your case:
a. Suppression: A motion to suppress ALPR evidence may be supported by the following arguments:
i. An ALPR hit alone is insufficient to support an investigatory detention. Officers must take additional steps to
verify these hits; otherwise, the stop is improper and the fruits of the stop are eligible for suppression.17
ii. The use of ALPRs violated state statutory requirements (e.g., location records were maintained longer than
allowed, prior to an investigation).18
iii. The use of ALPRs for a prolonged period to track a person’s location implicates the Fourth Amendment, and
needs to be supported by a warrant based on probable cause. 19
iv. The use of ALPRs to track a person’s location may implicate the First Amendment right to keep one’s
associations private,20 and may implicate the Equal Protection Clause of the Fourteenth Amendment if such
tracking is based on classifications such as gender, race, religion, or political preference. 21
22
b. Admissibility: A Daubert/Frye hearing is required to ascertain the qualifications of expert witnesses and the
reliability of their testimony on the use of the ALPR. Courts and law enforcement policies have explicitly
acknowledged that ALPRs and license plate databases are fallible.23
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