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TO: Hembers oJ the Secretary 1 s Advisory Comnri t tee on 
Automated Pl' r s onal Data Systems 

Enclosed is a draft thematic outline for a report by the Committee 
which Chairman Gronwers has requested that I send to you. 

This outline should be perceived as tentative as to both form and 
content. It was prepared by me on the basis of sub-committee dis
cussions held at Harvard La\v School on June 2-3 in >vhich Dr. Grommers, 
Layman Allen, Arthur Hiller, Joe Heizenbaum, and Carole Parsons and I 
participated. 

You are requested by Dr. Grommers (1) to prepare in writing any changes 
(addition, deletion, re-wording, re-structuring, etc. etc.) in the 
outline which you \V"ish to propose and (2) Lo send these in vrriting to 
me in time for reproduction and cli.~~ t~ ibut i ,...n t:u <.~] t :1(~tnh -.! :t:- s, (o r ) to 
bring them in sufficient quantity for such di.si-rHn1ti.on, at the next 
meeting, June 15-17. 

The schedule of Lbc meeting \· i J 1 <:n•·.J .l cl ::~ :•.: ::;:; 1'~ t-.ir· · .,..o discuss t h e 
outline and pl O[,Ut:.ul chaHges. lt ,;.::, tl0,: 1 IIO\·J<::'ver, )rn:~:nrl<·:d to free,ze 
the outline. beyond future change .:·· ;_ . tJ::.c: r. C.!e t ing . 

You are also r e quested by Dr. G l.OililllL'J S 1 11 r-·up<·n .J1 ·:~i:" L"Li.ug j. <Ul. 

proposals of (1) what work you feel needs Lo b ~ don~ i n .. r~lation lu 
t~e preparation of ·a report bas~d on ~!iis ~u~u;nc ~s :.: ~_l'~.f~1"~1" .:\or _as --:: · ·-~-,:··.--:: · -·· :·:.· 

·-·-·~··· yQ"u \oJOUld · change i"t.) - ·e ~g_: information to .· be obtained;- ·anal)7 Ses, ' - ' r ': ' ' •• 

and other papers to be prepared, e tc. . , ; ( 2) hm·! you bd i.cve this uork 
might best be done; (3) \oJhat you eWe ~filling to cormnl t yourself to do; 
(4) what persons or organizations ou s ide tlk Conlffii ctee and HEH you 
suggest might be dram1 upon to help. 

~~~~~~;.·7· 
-·· 

N.B. The outline does not attempt to deal fully uith the i s sue of the · _ 
. 12.r~f~ <\NSl STAN!).t\RD IDENTIFICATION OF- INDIVIDUAI .. S - EDR -IN.ft;> R1viJ,TI-orr~ ..:.- ~ := -::--~~:.-;-
:INTERCHANGE. He_ pJ an that Sheila Smythe \v-ill make the pre sentat:i-on ·at -=- ;:;.__ __ -
the meeting which her illness forced us to omit at our las·t. meeting,' · -
(Hay 18-19) and \ve will then discuss the questions set forth in the. 
schedule for the last meeting. ~- ~ · 

-. - -- - - jJ ~~ d [.?;~\ -~--: !'~~ ~~:'·\~..:. - -.- --: : :-:..:_~::> -:: ~ -
- - - David B.H. Nartin 

Executive Directpr 

DBHM/sac - -· ··-lor-••- -- . ---- -- . .. ~ . 
\e \ _ __.. .. - -..-...------:~- ~ 
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Defi ni t ion of aulo:naled personal data systems in t erms of funci·io11~11 

ch :tr c c t eri;.l tics. 

l. Collection of data about individuals. ~ ) ~~t..~) L f/1~ ·· "' 

2. Indexing of d~ta. ~ 

3. Assembly and storage of data in machine readable form. f"v\.,v.-0/'vnL-Or-e...... 

4. Electronically controlled manipulation, retrieval, dissemi nat ion 
or other use of data . ft\..__v....w-fl./l'lvOI'{ •. , CLQ...L.o__jA..r 

) 

II. Types of uses of automated personal data systems. 

1. Record-keeping. ~ 

2. 

3. 

4. 

5. 

6. Other? 

IV. Demonstrable and alleged benefits of the use of automated personal 
data systems-. ------~·· ··-·_: -- --~= ~:· .,:_:"-- ·- - ~- "--! .;. : ~ 

": -· .,.. - . ... .: -
-~. - ----.,. -· ·----.... :-~- . -.-=:-.:::::=:::-::::~.;..-::;;::.:.:-:-===--··. :..:.· ~-. =~: :· .._ .. =·:,_~-~=- :··.:-..:: .::---:-.:-_ ~ -~~::.~t:.i."~~~ :·::; ;;..:_::._ ~::·.-: .,-=.. ~_;; -- ·- . 

··: .,, # ::: 

Inc·reased efficiency as· ·measu"i·ecl" by_ d:i,mi'riished unit cos·t ·of · .~. :·: _ -~ --~ . . ~;.--:.,._:.~,;. -.. 
performing a given function. ~~' ~.J;7LT!.--fu...,1 ~k111::~ 

f. 
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2. Increased effectiVLn.: s~, as Lht= resu] L of jmproved capacity 
to control (plan , 0xecutc and evaluate) the performance of a 
given function.11)W-a._. ) ~lvl"ILbl'e,.... 

3. 

4. 

5. 

Liberation of peop l.c f rom dreary, repetitive tasks. /nu.-of\....1rtA/-L 

Performance of functions '\vhose scale or required r 'ate of speed 
would othenvise exceed the caRacity of human beings, however 
well organized and directed. ~U!..Q/l.Sru.JLu-c.Q.' ~/3-o..-v-e..'Q 

Increased rationality of decision-making as a consequence of 
the ready availability of large bodies of information presumed · · 
relevant to the decision-making task at hand. ) 1 ~' (J.. ddc) {YIM-e.lurur( 

6. Other? 
·)~0 

V. Demonstrable and alleged undesirable consequences of the use of 
automated personal data systems. 

1. Elimination of low-skilled clerical jobs. /~t:L(f 1 ~~ 

2. 

3. 

Increased opportunities to make decisions for or about individual 
unfairly' umvisely' inaccurately or impersonally. /~; 
8~Tl 
Add-ed inducement to people who work j n c. o<11p lr. x o·,- l arge volume 
enterprises to feel unaccountable an d t:o act i1:respons ibly or tf 

insensitively. ~ , ~..:.,. Lt.\., JU)-Lt:Z.~ ~ ......... ) IJU-Lc..»-l n~ 

Enlarged risks that pri·\'acy Hill bn c1i.mj rd.shr:,;:i./n;_t1.JJ.J .J ~Vl.A'\..1 4. 
/. ("J' 
1 ~· . ,s . rhe~.; _ sys t t:ms. ~ :·_., .=~r:- i~d . t0: . . . , . , ._, ·_d. :::~()~}))it:~ effect, " 
1 ,. ·-· <~: :i,.e • . They may L1<.L..1L..; "'-1" .~.L[,;_.__.._.:iut1 1.;1 J.rtJjvidtt:=tls to f'.<erclse 

~~:~~.:~~'Pill1J':0'~;o;;::;;;:~~·~ 
6. The use of the se systems is s aid to induce attitudes of 

alienation from t h e using insti t u t i ons an d their managers on 
the part of people affected by their u s e. 

• - - • " • ! :. ' ~· .,.. ... • J ,. -. • r 

7. TLe fragillty--· of·:system::i' in .-the- coat~x i: · a£-:--h-igi.i'l_~com~ ie;_ ·ana· . · 

• l 

interdependent- socie-ty : is · ·said to _· l)ut-- i inpor tant- ~qcial o-p erations~ 
in peril of ser~ous dis~n as scale and linkage of systems 

grmv. 0~'1'\.1; . J ~ ·----~-- _ ~-- ~--~-'---- -·~- , __ ---- ... --- . - . ' - -- . . - ~-~ -- --· " . ·-------- ... . ---

8 :. The : sc.i=iJ~ -~r:,g __ G_o_mpl~x{t)::=oL.sorue .:_.systcms--is.: sai.d-to-~ lead- t~ .- · ': _:_:'..:.~~~·- --
conditions in which their users either do nof recognize cir fuliy - --- · 
understand the systems' potential for error or failure or when 
they ·~o recognize or understand, ar~ constrained from. trying to .. -· ---

. - change the systems by cqnsj,_der§l_tj_OJ}_$_. 9f s;ony:e_11ic.nc!= or by _. inertia ; ,: .. -.. ·--.~::. : ___ _ 9: ;0~~:~~\, ~Cipv ,~~;-~~-~·~~~,~~~e:;M;~t:a'-.:-'1~: 
' t 

i 
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VI. Proceduics for idantifyin~ and assessing the consequences of using 
automated personal data systems . 

A. Examination of pre:va:Lling nssumption s r (d.ati.vc to automated 
personal dala sy~; l:L!ms, for 0.:-,:«mplc : 

~~ 
1. That automated personal data systems are useful; ~ • ~1 

· 

2. That th6 costs of these systems accrue exclusively to the 
institutiO.ns or groups that establish, maintain and use .(1~ 
them or are distributed eq~ally throughout the society; ~)-_~-(/' 

3. Society's appetite for information about its members places 
an irritative, grm.;ring and potentially intolerable burden 
upon the individuals and groups from -.;.;rhom the data are being 
collected. This burden falls especially heavily upon the 
underprivileged; ~) ~~ 

. 4. There are economies (of cost, timeliness and accuracy) 
for users of information, and · f or the individuals from 
or about whom information is col lected to be achieved 

:~;~~!~e P~~!~~~s ~lh~f!i;1"(J:_eQa1d :;;;;;r M~~~" ~"'-; ~ 
5. That usin g e v ~u Lh : mo s~ ~Jv~n~·cd t~chnology leaves t hese 

systems vu ln·:,r.-ab] (•. t n n::i .· !~~· 01·: a sr::d c ,;:1i.ch soci e t y cannot 
afford to coun tena!lc c; /A.}tt-t...f., L,U~,__kvc.-n-v. ; ~ 

6. The use of au t o;nat~ d p (~r:~ona] d<::: :.1 :,:·· :-;;··. ·:• :: for research 

7. 

or statisti ca l r epo rt i ng and analys i s do~s 111 t pos~ a 

significan t thn~at t;) p J:'f v . ·l c _~', ; , (t;w.~"·'. ·a~~/t:!!:{c!;:~:~;;;~~-.:; .. 
That mere reliance on the individu~ l · s a~s ertion of legal ·· 
rights is an adequate constraint on potE·Dtial abuse of these 
systems;~1 ~1-'f-

8. That a socially powerful process n eeds to be created to 
provide an adequate constraint on potential abuse of these 

-·· :~-.·· ~,.·- .: -:,-~~ •· • ~~~~:~h~c:;'. :)~~·~'i" t'' \\ · ; r ·:;)::';~.·~~-~· .~-i _: · _ c , '" ·•. 

B. Stipulation of principles that should be adhered to in designing an 
automated personal data system, for example: 

1. The benefits and burdens of the system should be analyzed as 
part of the assessment of manpower, financial and other costs 
and benefits_for any proposed activity Hhose implementation 
lvill require an automated personal da-ta S) sLL.m: ~ lk I 

. ... ~- ":-.. ,..,-
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2. The boundaries of the system onJ tlie extent.: u J. LLS us(~. 

shottld not exceed the authority 'l.ltd c:.c c o Lu ttEbi.li.t~.r of those 
in charge of the function(s) that the sy s tem i s bE>ing de:s1gned 
to serve; 

3. Decisions about the purposes fo1 •l1icl th'~ systc,m •.·?:LlJ h· u s ed 
and hmv- it will interact \dth tt:e indj v iduals from or about 
whom it will process information should be made. and under
stood by line management of the orgLnization Lhat \vill use 
the system and not left to information spe:cialists, systems 
analysts and technicians, or consultanls; · 

4. Decisions about what information \·7ill be collected from or 
about individuals and hmv that jnformation uill be used 
should not be made exclusively by the collectors and/or 
users of the information; ~/,~ 

5. Absolute data security is not attainable in any system; a 
degree of security can be achieveJ by a combinatjon of 
administrative and technica l i.ef.LUJ: co,; : .. ].,. :o c-c.u; it:'' l- l • t; si!Old 
should be related to the sensitivity of the. date<' !.n que"tion .I 

a~isk Of breach Of da ti:~ S t.::' U.:.. i~·-:. ; \AJO-A.R.. 1 1\Je{j_ ) ~9'/'"'ktt.-/1(/ nu~ 

6. The mechanism to determine 1· h ·~ ""<iHv .;i" , ,., d~ f ~ <. i nt,1r1 

dra\v on the attitudes of L' • ,. .] • 5.. ..• , , 
uhom information will be , .. ,~~ 

7. Other? 

Stipulation of operational char ,!, u J ·, 

·o an automated personal daca ~ · : ~ 

l. Specification of information tc. , 

2. Determination of any assurance of c.Jr: .. ;_,-;., a:.ia~ ... · .. i.J ;)'-' g ivc::n 
to informants; ~~ 

3. Determination of what information \Jill b~ storeJ in machi ne 

4. 

readable form; ·~~.; \~~: .• ·~ ': 01: . <~4 . ~-: . '-

Determination of any· prov~
1

si~ns - for ·updating, correct.in~;- o'r ·.1 -:• 

expunging information; ,J-c....-vh~L-> 
'' 

,·, ! ~ l 

~ 

5. Determination of any provision f:or.-?fs.pe.r1?i.ng · .. of- ~r::t<':-!n<1ti.:"\7l; -- .....__._ -- 4 .... ~,;.::::.. 

6. Determination of data security features ; /Jt;..tr
1 
~U ~ ~;, 

,, ' '"~ ;•':.: J • •, • "' I • 

l . , 
: ,.~· •. t!: . .;'\ • i·- ~ 
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7. Determination of any provision fo1· linl~agc nf s~ stem uith 
other systems; 

8. Other? 

Procedures to protect individuals in relation to the use of 
automated personal data systems. 11~, ~~~~) ~~ 

A. Stipulation of legal rights of individuals relative to information 
about them and to decisions or actions affecting them \vhich · are 
based on such information, for example: 

1. To know that an information record \vhich may be retrieved by 
reference to, or is indexed under the individual's name or 
coded identifer is to be maintained; 

2. To know what information is stored in such a record and 
whether the storage is automated or not; 

3. To have such a record maintained accurately at all times 
by the system, provided that the individual docs not 
unreasonably withhold information needed therefor; 

4. To have a copy of such a record; 

5. To have such a record altered or supp l eml·nt.ed; 

6. To have such a record expunged; ~ ,,. <A-?;. 

7. To know what access is p r i L ~~d ' • ': l ~: \'1 ,, '-.,,. '( L~ ... ' ' 

8. To know \vhat use is n ,, ... '"'1 ~ 

9. Other? 

B. Stipulation of sanctions and mt:as U1:e::; o .i. ;:t..clJ·e.;,, [,n infringement 
of legal rights of individuals stipulat L~d under A, above, for 
example: 

L Penalties on o"t"ganizations in --;· hich su..:lt .i.P':"-:.·:i.y~·.:::t .. _,t: 
occurcj 

2. Penalties on individuals by \·7hom infringement is committed; 

. - . 

. .. . 

3. Correction of decisinn or actjnp -~~ult"n~ ~l 1 "1JC L. :.. r ~ ... ! 1~ t.. ~ c. u "L , 

4. Compensatory and/or punitive damages paid to individual \vhose 
right was infringed; 

5. Other? 
,__ - .. -;-;·.. .. '! -- l 


