DEPARTMENT OF HEALTH, CDUCATION, AND WELFARL
OFFICL OF THE SECRETARNY

WASHINGTON, D.C, 20201

SECRETARY'S ADVISOPRY COMMITTEE ON
AUTCMATED PEHRSONAL DATA 5Y51 EMS

June 7, 1972

TO: DMembers o! the Sceretary's Advisory Committec on
Automatecd Personal Data Systems

Enclosed is a draft thematic outline for a report by the Committee
which Chairman Grommers has requested that I send to you.

This outline should be perceived as tentative as to both form and
content. It was prepared by me on the basis of sub-committee dis-
cussions held at Harvard Law School on June 2-3 in which Dr. Grommers,
Layman Allen, Arthur Miller, Joe Weizenbaum, and Carole Parsons and I
participated.

You are requested by Dr. Grommers (1) to prepare in writing any changes
(addition, deletion, re-wording, re~structuring, etc. etc.) in the
outline which you wish to propose and (2) to scnd these in writing to
me in time for reproduction and distributicon to &l woembers, (ox) fo
bring them in sufficient quantity for such disiribution, at the next
meeting, June 15-17.

The schedule of the meeting will svovide ~wmsla tiss To discuss the
outline and proposcd changes. 1L Ls a0, however, intonded to frecze
the outline beyend future change oL _uac nceting,

You are also requested by Dr., Grommers o prepare Ln woliing yow

proposals of (1) what work you feel needs to bu dene in.relation to
the preparation of a report based on this cutlinc as diaLtéd {or as-
yéu would change it) - e.g. information to be obtained; analyses,

and other papers to be prepared, ctc.,: (2) how you lieve this work
might best be done; (3) what you are willing to commit yourself to do;
(4) what persons or organizations ocuiside the Committee and HEW you
suggest might be drawn upon to help.

N.B. The outline does not attempt to deal fully with the issue of the
Draft ANSI STANDARD IDENTIFICATION OF- INDIVIDUALS- FOR INFORMATIOV2—~"’“*
INTERCHANGE. UWe plan that Sheila Smythe will make the presentation at —
the meeting which her illness forced us to omit at our 1last. meeting,
(May 18-19) and we will then discuss the questlons set forth in the
schedule for the last meeting. =

ol e _David B. H Martln e
Executive Director
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DBHM/sac
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June 7, 1972

Draft
Thematic Outline of Report of
Secretary's Advisory Committee on
Automated Personal Data Systems

Definition of automated persomal data systems in terms of funciional
characterigtics.,

I3
1. Collection of data about individuals. Cl%jé J SL/”44*7L¢£/“// ey
3, Endestng oF data, OO
3. Assembly and storage of data in machine readable form./WLuxJLneakﬁ,

4, ZElectronically controlled manlpulation, retrieval, dissemination
or other use of data. |y A ng‘gllln)ao‘m/

v

II. Types of uses of automated personal data systems.

1. Record-keeping. SQAAM%T

2. Management of operations.‘%,vfigjGQL&ZIUULJjbakq%f<)/7Leec£,nxjr(,,)#ﬁmJQa»duj
. - Staidstical reportlng and analysis. WVGHS, NCES’ /\/CSS &9_.,() Ba/ﬁ,of)ﬂ/ /47%&@

W . ;
4. Research — LijL ﬂj%fﬁﬂtfzcz GL&?’ e ,LﬁW/tl Lfﬂ/u“,

5. Intelligence kl&ﬁll&jl ,él&a)eztx,/ chbiz/

Cux

6. Othex?
I71. Principal applications of automated personal data systems i 1S
: ~dreas of use. - - et e ie e e S s s ey 2 0§ Rt Syt

»g A .4 n vim ..-\~ Lyt p-‘jv“‘-
Y ¥ £ Wl hlw.

b

rduvaéion ~ for wﬂiﬁileeoéf' u%%ﬁubQ&} CAaja l—ui4wﬂw ﬁﬂu4L
2. Heath—»&i¢dﬂWMW1&}d xﬁ4%74%£t 19&*“%¢\

3. Income Malntenance) Ot‘ﬁj Z'ﬁJ93%(/L*') SSH

) (EéﬁigﬁP of the areas listed, a description
= A e ed otha309§p¥LsLn gadold ke lessams,,

1 SR __Soc1a]_<crv1c Lol
7 T Fge Jew— i futurc, appllcatlons g o

- Consumer Serv1ces ) édgz%/%/ /71M{LAJnoT{_ A,:“}_awmt_

6. Criminal Justice )/@CJZQ@Cf

e Other':?:'ﬁ: B

.-...._g_ ) Bt ot S e ,7
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IV. Demonstrable and alleged beneflts of the use of automated personal iy
daLa systems. i : oo ot e , S T T T

e i A e A s S S

1. Increased eff1c1ency as measured by d1m1nlshed unit cost of A =
performing a given functlon. b%%j 6k4 /KLj?Ju)/7LKCAﬁL5%{, H



6.

Increased ef{fectivenuss as the resull of improved capacity
to control (plan, cxecute and cvaluate) *he performance of a

given function. Weltce. , Muthnpre

Liberation of people irom dreary, repetitive tasks. //loc

Performance of functions whose scale or required rate of speed
would otherwise exceed the capacity of human beings, however
well organized and dirccted. LN SUAUEY aC

\J

Increased rationality of decision-making as a consequence of
the ready availability of large bodies of information presumed
relevant to the decision-making task at hand. /7. /» ly, (€

)]
Other? g W

V. Demonstrable and alleged undesirable consequences of the use of
automated personal data systems.

L.

2.

3.

_ change the systems by con31derat10ns of convcnlcnce or by. 1nerr1a‘

Elimination of low-skilled clerical jobs.*V%/&ilﬂaMdé7/ S&¥a7diQ&JJ

Increased opportunities to make decisions for or about 1nd1v1duali
unfairly, unwisely, inaccurately or impersonally. rv4££&,

4Lkgﬂbm®

Added inducement to people who work in complcx or large volume
enterprises to feel unaccountablc and to act jivresponsibly or
insensitively. /¢~Lw Mlen) Loecze bain Jlouxoézﬁsirtz

Enlarged risks that privacy will bn diminished./7bbUbuUJ émbhdm/

These SySt&mS‘ﬂVf\>,1d to 4 tal, Yehilling :effeet, ).

s RS AR A P R

‘i.e. . They may iaduce an esh;uL;Lun in individuals Lo -exercise

their rights of fy-r ociation, or free

movement. IKLQQLA ,h)egzmqﬁyuuvu élivvbﬁﬁiﬁ ,@ZL%JLCtu 8“*“4

The use of these systems is said to induce attitudes of
alienation from the using institutions and their managers on
the part of people affected by their use.

The fragilitﬁ“of‘EyStems“in'fhé’cénﬂext'Cf“highﬂﬁ”éomhlei and
interdependent society is said to put important social operations.
in perll of serious disruption as scale and linkage of systems

grow. G e L{f}‘ Sy ) o | Pe 6+
) J

$Ler§gale and comple :ofwsoﬁemsystCmswis:said,to:leadvte;—wme4%411§]?}j¥~-w
conditions in which thelr users either do not recognize or fully
understand the systems' potential for error or failure or when

they do recognize or understand, are constrained from trying to




VI. Procedurus for 1dc1LL£ying and assessing the conscquences of using
automated personal data syst

A. Examination of prevailing assumptions rclative to automated
personal daLa svstums, for exanpla:

2 45 Lwaiem:
1. That automated perbonal data systems are useful; ZhUﬂiy ék&%¥£ /

2. That the costs of these systems accrue LXClUSLVEly to the
institutions or groups that establish, maintain and use Q
them or are distributed equally throughout the society; LA”??QLVO <j

3. Society's appetite for information about its members places
an irritative, growing and potentially intolerable burden
upon the individuals and groups from whom the data are being
collected. This burden falls especially heavily upon the
underprivileged; 6L”ﬁ§2AA/O/; o

4, There are economies (of cost, timeliness and accuracy)
for users of information, and for the individuals from
or about whom information is collected to be achieved
through pooling data in centralized systems ov by linking o
separate systems: x§k42L¢} Ci@[l J@> A}aAJU ﬂ%wamawuﬁmg 6%ﬁy?4*aj£lkﬁﬁﬁ

J

5. That using even ih: mose advenced Lechnolc es these
systems vulnorable to micase on a scale vwhich society cannot
afford to countenance; pad, LU643;4 @g)uwxﬂ] ﬂuJLQgA“

6. The use of automated personal data awsyo e for research
or statistical reporiing . and a
significantc threat o privaey;

S %sﬁgéb GJMQ

UM1V&13 Gous mui pose a

\J?rrufw A Wu@&wﬂﬂ i

£y

(\ﬁ SR f.um

7. That mere reliance on the znul‘!uugl s assertion of legal ’
rights is an adequate constraint on potential abuse of these
systems; "Y1 llo 0, Q>Mﬂ44ﬁflw

8. That a socially powerful process needs to be created to
provide an adequate constraint on pOt&ﬂtl&l abuse of these

}?systems Khwﬁékxv

e D, OEhEET LR
B. Stipulation of principles that should be adhered to in designing an
automated personal data system, for example:

1. The benefits and burdens of the system should be analyzed as
part of the assessment of manpower, financial and other costs

- and benefits for any proposed activity whose implementation .
will require an automated personal-data systom;

-



6.

The boundaries of the system and the extent ol its use

should not exceed the authority oud acceuntability of thosc

in charge of the function(s) that the svstem is being designed
to serve;

Decisions about the purposes {eov vhicl the system will he uscd
and how it will interact with tne individuals from or about
whom it will process information should be made and under-
stood by line management of the organization that will use

the system and not left to information specialists, systems
analysts and technicians, or consultants; '

Decisions about what information will be collected from or
about individuals and how that information will be used
should not be made exclusively by the collectors and/or
users of the information;

Absolute data security is not attainable in any svstem; a
degree of security can be achieved b) a combination of

administrative and technical i‘catus L security Lihresnold
should be related to the sen91tav1tv [ the data'in quecstion
and the risk of breach of dato secu:ity: V/&AQ fJ&(j_ kﬂbg9w”?**
The mechanism to determine ©h £ iviis af dsra cheopld

draw on the attitudes of ii caned iy T
whom information will be /

Other?

Stipulation of operational charicue
o an automated personal da:

1.

Specification of information

Determination of any assurance of
to informants;

Determination of what information ‘111 be stored in mach
readable form;

Determination of any prov131ous for updaLlng, correcting, or /vl

expunging information;

Determination of any provision for d:qp

Determination of data security features;




-5~ .
7. Determination of any provision for linkage of svstem with
other systems;
8. Othex?

VLI. Procedures to protect individuals in relation to the use of
automated personal data systems. 7.0/ - 1

A. Stipulation of legal rights of individuals relative to information
about them and to decisions or actions affecting them which are
based on such information, for example:

1. To know that an information record which may be retrieved by
reference to, or is indexed under the individual's name or

coded identifer is to be maintained;

2. To know what information is stored in such a record and
whether the storage is automated or not;

3. To have such a record maintained accurately at all times
by the system, provided that the individual does not
unreasonably withhold information needed therefor;

4, To have a copy of such a record;

5. To have such a record altered or supplemented;

6. To have such a record expunged;

7. To know what access is pormiit

8. To know what use is n-d

9. Other?

B. Stipulation of sanctions and measures ol vedress for infringement
of legal rights of individuals stipulated under A, above, for
example:

1. Penalties on organizations in vhich such irfrirgor.onn
occurs;

2. Penalties on individuals by whom infringement is committed;
3. Correction of decision or actiorn resultine fion such infrd

4. Compensatory and/or punitive damages paid to individual whose
right was infringed;

5. Other?



