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Changes in Technology and the Meaning of PII



Three Approaches to PII in US Law

1. Tautological g
Approach

2. Non-Public 
Approachpp

3. Specific Types p yp
Approach



No uniform international definition of PII

• PIPEDA uses term  PIPEDA uses term  
“identifiable” data

• Tendency is for 
b d d fi iti  f broad definition of 
PII: PIPEDA reflects 
EU perspective



EU approach to PII

Broad definition:

“information relating to 
an identified or identifiable
person”person



Identifiable = identified

Personal data if “the 
reference person is                  reference person is                  
identifiable”

Dammann  KommentarDammann, Kommentar
zum BDSG, (Simitis, ed., 
2011)



Problems of De-Identification 



Internet Movie Database



PII and non-PII-- not a fixed line

Impact of technology Impact of technology 
developments and 
social practicessocial practices



Abandon PII?



Abandon PII?



Keep PII?  Abandon PII as Regulatory Concept?

J t Just 
l  regulate 

data? 



PII 2.0

• Identifiablity is a continuum of risk.

• A standard not a rule

N   h d “ ff ” i h  b  il d F i  I f i  P i• Not a hard “off-on” switch, but tailored Fair Information Practices



PII 2.0: Three categories

Identified
Identifiable
Non-Identifiable



Risk of Identification

IDENTIFIEDIDENTIFIED
V hi hVery high 

risk
Moderate 

riskrisk

Nontrivial 
risk

Very low 
risk

ZERO RISKZERO RISK



PII 2.0: Three categories

Identified
• plus identifiable data

when significant probability 
of linkage to specific personof linkage to specific person

IdentifiableIdentifiable
Non-IdentifiableNon Identifiable



PII 2.0 -- Dangers of “Release and Forget”

Need for: 

Track-and-audit approach

Risk assessmentsRisk assessments



PII 2.0 = compatible with “privacy by design”

Privacy protection Privacy protection 
embedded in 
technological 
design and business design and business 
practices



Takeaway 

• Great legal 
uncertainty about uncertainty about 
concept of PII– and 

 ld id  b ion worldwide basis

• Hard to predict 
impact of privacy p p y
law on businesses: 
a source of riska source of risk



Thank you!


