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PROCEEDINGS

DR. GROMMERS: Good morning.

I think we are all ready to get down to business.

I think.all of you who are going to join us are here. I don't
see Arthur but I suppose he will be here.

- I understand one of our subcommittees met until mid-
night last night, and that seems to indicate that at least one
set of you is making substantial progress -- (laughter) =-- I am
an optimist about what that means.

And the way the morhing is going to go, we will
start with these three.presensations, and if it goeé well and
we have some time, then I would like to have Lois Elliott speak
before lunch so you can have all afternoon to work together.

If the discussion goes long, then we will have Lois
presentiﬁg in the afternoon.

So without further ado, John Gentile will present to
you some of his thoughts about these problems.

MR. GENTILE: I was just asked to make some observa-
tions, and I was asked by Gertrude a moment ago ;f this was a
committee report, and I don't have an answer for that because I
don't know which of my observations developed in committee and
which were thoughts I had before we came together.

With regard to the outline that we have submitted
by the Harvard gfoup, I have some comments on that.

DR. GROMMERS: There are those who might object to
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us being called the larvard group.

MR. GENTILE: The group who met at Harvard.

(Laughter.)

0f course the gut issue that faces me in looking at
that outline is: How much better off will we be after we have
a report that covers those things in the outline and is sub-
bitted and published as a document?

And this led me right into a review of the Secretary
charter that established this group, and I was initially
shocked to realize that according to the charter we have a re-
port due oh August 1, a preliminary report.

Is that out?

MR. MARTIN: It is purely a ministerial kind of
report of activities. It is not a substantive report.

MR. GENTILE: Fine.

I thought the next step for me was to evaluate the
objectives of the report for this whole Secretary's Advisory
Committee. And I concluded there could only be three, or at
least three that came to mind.

One is -- and I am being very candid about this --
that the purpose of the Advisory Committee would be to take
some Congressional heat off the Secretary.

Anothar:is that it could serve the purpose of making
the public more aware of the threat to priv;cy.

And the third is that it could result or have as its
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this Advisory Committee to recommend to the Secretary thnat he
take very specific policy steps, policy implementations, con-
cerning the Department of HEW and all of the automated systems
ﬁhat are affected by the policy of HEW, and that in doing so
he is functioning as a manager.

So personally I view the objective of this committee
as functioning in a staff position to the Secretary in his role
as the manager of HEW, as opposed to a political leader or a
bureaucrat.

I also recognize thaé depending upon the objective
that was selected, we could have different outputs related to
those objectives and related to the particular facet of the
Secretary's job description that we were addressing.

For example, if we were interested in making the
public more aware of the privacy problém as we had discussed
at previous meetings, we might want to cohduct public hearings,

produce a TV show, write a play or a book.

=2

If we wanted to just take a very ineffective. positio
of taking the Congressional heat off the Secretary on a very
temporary basis, we needn't do any more than just meet and
thrash about and have discussions and make everybody aware
that we are meeting and talking about these things.

But the output, as I see it, for this group is to
come up with the very specific policies that the Secretary

should be addressing. And these could include a set of criterip
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that would outline minimum safeguards from the technologist's

point of view for any kind of a system, the use or encouragement
or discouragement of the Social Security Account Number, the
whole issue of interlinking files, which is the broader issue
of the common identifier, the alternatives that exist to a
common identifier if we assume that interlinking of files is a
valid thing to do, perhaps vendor specifications that should be
placed on manufacturers, and then the whole legal item, code of
ethics, legal redress, et cetera.

And I think one of the outputs of this group could
be to lay on the responsibilities to the various segments of
our society. As Drucker says in his "Age of Discontinuity,"
we have essentially a society of organizations, and we cannot
do all things.

| We heard from IBM yesterday where Walt Carlson says
that he sees his responéibilities in the area of data security,
which is between the data bank and the intruder. I think that
is a very valid activity for the manufacturer of a computer
company to address. But the point I tried to make yesterday
was: Who is addressing that other area of confidentiality which
is largely administrative and should be, I think, by government
and management people in industry -- who is spending money on
investigating.the administrative procedures and the internal
policies of organizations where 85 per cent of all infractions

of privacy occur?
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And I conclude that there aren't a lot of people.

And I also concluded that either IBM is making an over-kill on
the data security, which I personally do not believe -- I think
it would cost that much or probably more -- or this little team
is so cost-effective and so capable that we can do 85 per cent
of the work two days a week while IBM is doing 15 per cent of
the work with $40 million.

S6 I think there is an unfair allocation of resource
here and I think perhaps one of the products we could have is
making people aware, people in responsible positions, that it
is going to take some resources and some money and some very
positive action.

So I have outlined for you the three objectives, as
I see it, of this committee, the outputs which would relate to
those objectiveé, and depending upon which objective we take,
how we see the Secretary, in which of his many roles.

Another way of categorizing the things that we do
and say here is to tiink of it as contributions by various dis-
ciplines. For example, the legal people in our group can do
certain things that the computer technologist could not do.

And yet there is another group, the administrative or executive
types, who are in operations, who I don't think we have heard
enough from. These people also have a very significant con-
tribution to make. And, as a matter of fact, I see that those

administrative or executive people in charge of operations have
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1 really 85 per cerit of the concern. The computer technologists
2y .and the legal -- if you would think of the little sketch, the

3!l schematic that the Rand Corporation gave us, which I thought

4! was just excellent -- they just kind of outlined the subject or
S| the person, and then there is this wiggly line and the right

6| to privacy, and then comes the éollector, the custodian, and

7| the data bank, and between the data bank and the intruder is

8|| another wiggly line called data security, and that is where we
? get the safeguard.

10 And somewhere between the right to privacy, which it
11 seems to me is a legal matter, and data security, which it

12| seems to me is a technical matter, there is this whole big area
13| that Rand called confidentiality, and it seems to me that that
14|l is the executive group of operations peopde that must address
15| that.

16 And I see the Secretary in that role as influencing
17 that, as well as the legal matters and the more technical data_
18|| security. |

19 As another category for discussion, I thought we mig#t
20 look into a paper that was written by Willis Ware, in which he
21 addresses the qﬁestion,"protections against what and by whom."
22 When we are talking about policies to give us a

23! greater protection of privacy, we are talking about many things
24|l One might be: Are we talking about errors or incompleteness

: —Federal Reporters, Inc. . . . : .
25 in files? Second, are we talking about external or internal
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intrusions? Are we talking about the organized, well-funded
super-sleuth, the technical guy who is listening in for emana-
tions? Are we talking abotut just real shoddy administratfve
procedure? |

And I think that is the one area we keep neglecting.

-I then came to yet another categorigation which I
call the specific issues, and then I kind of relate back into
our little committee, our subcommittee. And under "specific
issues" I think this is really going to be the meat of the
product of thdis group, in my apinion. I think we have to be
specific to the extent where we say yes or no we enéourage the
extension of the use of thevSocial Security Account Number;
yes or no we think its mse should be prohibited.by law; yes or
no we think that there should be an independent regulatory

agency in the federal government to address privacy, security,

.confidentiality matters; yes or no we want to interlink €ites

or whether we have to or whether .there is no need for it.

And then I think we should come up with one page --
and this is what I mentioned as part of the product of our
committee discussion. Some members on our committee -- and I
agree with that group -- feel that our report shohld be one
page. This might be a little bit startling, because we have
been talking about outlines that are six pages. How do you'
come up with a one-page report when you have a six-page outline]

But we feel that to have any impact, our findings
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" political vibrations, that that couldn't help but happen. You

MR, GENTILE: Yes. The attitudes expressed in the

small-group discussion were that the political benefit that
could be derived from this group's action if it did nothing morej
than just thrash about would be very short-lived, you know;
that people coqld say, "Okay, well they are doing something and
they have all these people meeting in the same room and somethinlg
is bound to come out of it."

Then, if nothing comés out of it, it would be no
politiéal benefit.

Our approach is by taking some very sound management

posture, that although our primary objective is not to get good

know, the Secretary is doing a job as a sopnd manager and this
has to be beneficial politically as well as mahagerially.

MR. DOBBS:‘ It is not entirely clear to me that in
fact sound management practice is recognized as incisively by
the public, simply from the practice itself, as you might put it
I think you have to in fact veré carefully delivery and package
your message if you have the political and public awareness
objectives in mind. Because that one page is a much different
page in terms of the way you write it.

MR. GENTILE: Right, and I don't see this group as
a group deciding what is for public release or publicity,.but
that we should address the managerial aspects of it -- and I am

sure there are appropriate people in the Department and in the
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1|l and Budget. He talked about the responsibility of the Managemenit
2 ahd Budget Office in terms of systems, in terms of data-

3||' gathering. And I immediately felt that there is a great gap --
4 ¥ feel this from the field -- in‘térms of who evaluates the

5 inﬁelligence, the reason to exist of different systems. 1In

6|| this aspect I will refer only to the public sector, because

7| really I cannot cover the private sector. I need more informa-
8|| tion in order to cover it.

9 The first question I have, and one of the things that
10l I want to pursue in trying to help, as a memﬁer of this committee
11|l the Secretary in taking a position, a policy position, is: I

12| don't know if there is a real need to gather information at a

13l central federal level. I don't know that. I would like to see
14| why there is a need.

15| And when I talk about information, I talk basically
16| about personal data information, because we have statistical

17 information that I recognize as a planner is e#sential for pol-
181 icy making, decision making in the broad sense, and for.evalua;
19| tion of research and many other things.

20 But for myself, I relate personal information, ident-
21 ifiable personal information, with services or -- well, we can
22|l get some other things: Surveillance, control, income tax

23. collection, something like this.

24 But from the functions and responsibilities of an

e—Feaeral Reporters, Inc. . .
25 agency like HEW, and perhaps HUD -- and we can mention some
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others -- that are basic service agencies, I wonder if really wel

need or if there is a need to get personal information brought
together.into a central or even a state level.

I would like to see by any means the determination
of this kind of need, because my assumption is that the informa-|
tion in terms of pérsonalized information has to be close to
the informant, to the service, has to be decentralized. The
more decentralized, the better I think we will serve the public.
The more centralized, I think we will not serve tne public as
well as we would otherwise.

So I can go through an outline that I brought here,
but I think I am posing the question in a way so that I don't
have to go through all of it.

As an outcome of this, if we make this analysis and
we come out with a recommendation that all personal information
should be kept at the closest collectors and informants, maybe
a great part of the problem we are facing here will not exist.
Because the lihkages to this information would be no threat,
because it would only be aggregated non-identifiable information
just statistical information. And this would be a lot of heip
to;all of us in the decision-making process.

In terms of systems, I would say I recommend that
any agency, all agencies, specifically HEW, establish a unit --
this is a personal recommendation -- that would have the respons

ibility to look internally at the consistency of all the systems
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this is the appropriate time for me to talk about that. I don't
want to intrude on-your natural sequence,

DR, GROMMERS: You might elaborate just a little bit
on how that ié related.

PROFESSOR MILLER: I can't do it without time to
make -- I méan even with time it might not be sensible.

DR. GROMMERS: We could give you five minutes.

PROFESSOR MILLER: In five minutes I can barely statﬁ
my name.

(Lauéhter.)

PROFESSOR WEIZENBAUM: Why don't we schedule Arthur
for an appropriate length of time, half an hour or an hour.

PROFESSOR MILLER: I don't need that much.

PROFESSOR WEIZENBAUM: Whatever he wants.

PROFESSOR MILLER: I mean I just don't want to in—
trude now witnh what is both background information I think the
committee should have in terms of ﬁhihking‘about due process
and its relationship to our work, and I think a lot of Juan's
concerns are quasi-due process in nature, in terms of the
unequal burden being placed on people to disclose things about
themselves, and the right of the government to force people to
disclose things about themselves.

I mean that is the subject.

DR. GROMMERS: May I ask you when we come back from

the coffee break? Joe will present his paper and then you coul#
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| difference. First of all, there is the whole psychological

- United States. California is full of them.

that for any of those numbers it is against the law for the

Bank of America to in fact use that same set of digits to
identify me, if that is the kind of thing you are going to say,
that kind of thing is possible to say about a Social Security
number.

PROFESSOR WEIZENBAUM: Oh no, there is a very great

business that the Social Security number is already a national
number and it is widely known that almost everyone has one,

whereas let's suppose there are in fact lots of veterans in the

(Laughter.)

MR. DOBBS: That is where they drop them off on the
way home.

PROFESSOR WEIZENBAUM: You are talking about the BanK
of America and you are in Célifornia; okay?

| So there is a whole population, you know, a very

large population that is filed in Some sort of‘Veterans—FHA
mortgage loan something or other, where they have this contact
with the government. And let's suppose that is all in one sys-
tem and your FHA-Veterans mortgage number is 171. And there
are lots of people 1like you.

Nevertheless, it would not be to the advantage of
the Bank of America to make use of that number because there

are so many . people who don't have that number.
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And similarly with any of these systems. These are
very disparate services distributed over very disparate seg-
ments of the society, and it would not be in the interest éf
the Bank of America or the corner grocery store or the Registry
of Motor Vehicles to use any one of these numbers in the same
sense --

MR. DOBBS: I don't agree with that at all. 1In fact
if I were in that kind of environment, one of the things I
would try to do would be to require my consumers, the people I
deliver services to, to in fact supply me with as many of those
numbers as they could. 2And I would base my internal processing
and indexing scheme on the use of that number in such a fashion
that I could distribute to those different people selective
kinds of services, a perfectly legitimate thing for me to want
to know.

PROFESSOR WEIZENBAUM: You are a very nasty man and
by statute I would forbdid you from doiné that.

MR, DOBBS: All right. That is what I am trying.to
get at. | |

PROFESSOR WEIZLNBAUM: Which one of them? That you
are a nasty man?

(Laﬁghter.)

MR. DOBBS: I pass.

PROFESSOR WEIZENBAUM: I think Arthur had something

to add to that.
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PROFESSOR MILLER: I was going to say in many in-

stances the use by a private organization of a Social Security
number is tied to a particular governmental function. The use
by a bank is that it is not the SS number but a tax identifica-
tion number because they must report. Traditiona-lf the Bureau
of Motor Vehicles justify the use of the SS number either in
terms of a locator service or in terms of a linkage to a law
enforcement system.

So I agree with Joe that you would bar the corner
grocery store. You might allow certain number @xtractions to
complete a short linkage, not through the Social Security but
his 53 or 171.

DR. GROMMERS: Stan.

SENATOR ARONOFF: I just wondered while you had the
floor here on your presentation if you would spend a few minuted
éxpressing that which I think you, by this stage; believe we
‘all know but maybe we don't, ahd that is your basic fears that
led you to these recommendations.

It starts off from your comment at the committee.

PROFESSOR WEIZENBAUM: With the chairman's permissiorn

DR. GROMMERS: That is why you are here.

PROFESSOR WEIZENBAUM: Yes, it starts off with the
observation I made earlier about the absolute euphoria exhibiteq -
by the government people we see before us, and our own lack of

consciousness, very often, as to the implications of what we
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If you have a system that in fact stores a lot of

stuff that is disparate with respect to itself, you know, a lot
of miscellaneous stuff all tied together, améng them that'you
have high blood pressure --

MISS COX: A doctor has to give something in order
for you to get your money.

PROFESSOR WEIZENBAUM: But now this is in some in-
formation bank and it is together with a,lqt of other stuff
that is going to be. harder to find and harder to correct than
if it is more clearly identified.

However, that is not what I am getting at.

.Let’s start at the point where your insurance companj]
inquired "as to your medical condition. With this sort of a
set-up, that inquiry would have left a trail.

MISS COX: Would have what?

PROFESSOR WEIZENBAUM: That inquiry would have left
a trail.

MR. GALLATI: Not only left a trail; it might have
been.pfohibiﬁed.

PROFESSOR WEIZENBAUM: Yes, but suppose it were al-
lowed. Suppose you signed a.waiver to the insurance company .
So now it left a trail. And perhaps you don't want to allow
it, but suppose you did allow it and it left a trail. That_
trail, among other things, gives you a very direct pointer as

to where that information is. It isn't just somewhere in the
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1 government or somewhere in the NIH'system. The very fact that
2 this»trail was left provides you not only with the information
3| that the insurance company looked and that they got the inform-
4| ation, but it tells you where they got it.

5 liR. SIEMILLER: Wouldn't it be better that they had
6l a law that made it mandatory if there was an inquiry of that

7 kinq that the subject, himself, get a print-out of the informa-
g tion?

9 PROFESSOR WEIZENBAUM: Yes., One could take extreme
10/l positions. One extreme position is to havé one huge computer
11 system in Chicago where everything -- because it is in the center
12l of the country --

13 ASSEMBLYMAN BAGLEY: liayes, Kansas.

14 PROFESSOR WEIZENBAUM: Where everything is stored

15 ~ about everyone with Social Security number and that is cheap

161l and efficient and that is one extreme.

17 Then if you adopt this system another extreme posi-
18 tion is that every attempt to make a link is recorded and ulti-

19 mately reported to the affected individual.

20 MR. SIEMILLER: With a charge to the one asking for
21|l the information. |

29 PROFESSOR WEIZENBAUM: That, I Fhink, is an extreme
23 position. It is useful to examine extreme positions to find
24 out what is wrong with them. I think that yould result in

e — Federal Reporters, Inc.
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these things and that would defeat the thing, I think.

However, I think it is perfectly possible to identi f]
certain things as being sensitive, hence reportable to indi-
viduals on a once-a-month basis or in some cases as soon as
the inguiry is made and so on. So I think some idea like that
is feasible. | |

MR. SIEMILLER: The position of the American Trade
Unions is that any inquiry into a data bank should be made
available to the individual, and we don't consider that extreme

SENATOR ARONOFF: I would just like to take the
example you gave of the secondary consequence. I realize you
were forced to give it immediately, but even if you use the
system that you have, that you have described there, wouldn't
you feel that a linkage was appropriate for the welfare agency
to look at the Social Security question to see whether there
is an overpayment or rnot?:

You have concluded that it has been contaminated.
Now let's takeAyour system and make a policy decision, and
wouldn't there still be that linkage in that case that would be
appropriate?

PROFESSOR WEIZENBAUM: Now you see, there is a big
difference. Now we are making a policy aeqision. That policy

decision -- if the decision goes that we want to do this --

'we may not, but let's suppose it goes that way. Then that de-

cision is an encoding that is stored in one computer somewhere.
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It can be changed, can be removed, can be made more strict or
less strict. But it is a decision that wé consciously made.
We know how and where that decision is implemented and we can
un~do it.

MR. DOBBS: It is extremely critical, that dif-
ference between the deliberate policy decision which you ask
him to make and the way in which that information is currently
being dealt with in the system he described. The decision to
put that indicator where it is was essentially a technological
decision --

PROFESSOR WEIZENBAUM: Without asking anybody.

SENATOR ARONOFF: I got the feeling that was a
deliberate policy decision that was made by Congress.

PROFLSSOR WEIZENBAUM? No, no, the deciéion as I
understand it -- I don't think it is crucial to our discussion.
I don't care where the decision was made but wherever it was
made -- and whether it was made with reference to the repfe-
sentatives of the people or not, I donkt know, but the decision
was apparently to have the Social Security Administration repor
to the Welfare Administration that a person's income had gone
up. That was the decision.

However, the decision to put that bit into the Socia
Security file, which seews to me to be a socially and politi-
cally very significant decision -- that decision was made by

a technologist without asking anybody.

L L
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Now, Congress can change its mind and can say,"No,

we don't want Social Security to tell Welfare anything."

Now, suppose they do. Can you take that bit out?
Does anybody ewen know it is there?

DR. GROMMERS: There is one problem. There is a
great deal of research that has been done into how you actually
program the laﬁ. And difficult as it is to make clear state-
ments of law, it is more difficult to get that into computer
form. So I do think there might be some préblem in cofidying
in computer programs the policy.

MS. CROSS: You started out describing this as a
sort of governmental system and only as we have talked about it.
have we identified it as the privaﬁe sector. I am wondering
about your indexing systems. Would you limit that.to govern-
ment? If so, where do states and local gowernments come in?
Where is this master-master index that leads to the othef index
files?

PROFESSOR WEIZENBAUM‘:. Well, I think the scheme in
general is a good idea. 1If that is true, then it deserves a
lot of study and investigation and so on, and questions such as
that will turn out to be important. Some questions, probably
this one, will turn out to be difficult and involve policy
making and so on.

And I don't think such questions should be answered

in any serious way off the cuff, especially going into some
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record which one may read thinking there was a lot more wisdom
here at the time than there is.

MS.CROSS: Because it is possible for an entrepreneup
to set up his own indexing system thdt will give access to your
system?

PROFESSOR WEIZENBAUM: With permission; Each such
access as the result of a conscious decision.

DR, GROMMERS: How would you feel about a system
where rather than a report being sent to an individual, a
report was being requested on him that it printed out on his own
console or teletype which he had at home as part of his active
computer and data set --

PROFESSOR WEIZENBAUM: How I would feel about it woul
depend entirely on the.purpose of the system, the pﬁrpose of
the inyuiry, the identity of the inquirer, the nature of the
data that is bging inquired, how that data was acquired, to
begin with. Is it, for example, data that you put into the
system or that you allowed to be put into the system under some
sort of guarantee of confidentiality and I happened to be a news
naper reporter interested in constructing a scandal? That
question cannot bé answered in the absence of allvthose details.

ASSEMBLYMAN BAGLEY: Somewhere along the line we are
going to have to get practice. This is fine and it is an educa-
tion for some of us, esoteric though it may be.

For -those of us who are in a position of voting




10

11

12

14

15

16
17
18
19
20
21
22
23
24

1 — Federat Reporters, Inc.

25

13

258

budgets and voting powers to governmental agencies -- $tan and
I, I guess, have to stand up to this one =-- what you need to
consummate the concept that you are talking about is a political
diode built your way to make the political system work, to in
turn appropriate -~ and nobody has really talked in terms of
dollars, but $3 billion or $4 billion to build the system that
you are talking about.

Not only does that diode have to produce that kind
of money, but you are going to have to have a reverse diode
that keeps all of the political forces that would oppose that
kind of a system from coming into play, i.e., every existing
agency that owns a.computer and wants to do its thing.

I have had -- and I think I mentioned this at our
meeting a couple of months égo -- one example of tfying to do
this sort of thing, very simple, audit trail, just a record of
who reqguested what information from the Department of Motor
Vehicles. The Department testified this would cost $5 million.
Five million dollars isn't a lot of money but there is one
department and they pull the figure outlof the air, even --
let's stipulate to that for the sake of argument -- but just th¢
mention of the $5 million made the problem go away in the mind
of the particélar conmittee that was listening to the proposal
at thnat time. |

Now, I am not negating the ultimate consequences of

a dictatorial society taking over through the use of a computer

W
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some day, but what I am saying is let us, if we are going to --| -

and maybe this afternoon as we discuss specifics a little more
let us also fealize the political practicalities. We couldn't
recommend, I would say, right off the top of my head right

now —-- we could not recommend to the Secretary that it be his
posture that we have a total protective system or a partiai
protective_system the likes bf which you have defined, because
that woild be a totally impractical recommendation.

#R. GALLATI: May I speak to that, please. We al-
ready have this type of system design demonstrated and in opera
tion right now in the criminal justice system. And it is very
practical, very economical, and it works.

PROFESSOR WEIZENBAUM: Yes, I second thét.

MR. GALLATI: I would like to make one gther comment
if T may, while I have the floor.

PROFESSOR WEIZLNBAUM: Please do.

MR. GALLATI: Joe, you said that the Social Security
number was a red herring, and I would like to take strong excep
tion to the use of your words only. I think you meant red
flag, that it has alerted us to a tremendous problem. And I
think in the same context we could consiaer the whole business
of computerization also as a red flag. It obfuscates some of
the basic issues by thinking in terms of a microscopic way, but
it is the thing which has set off the chain of events which

causes us now to consider for the first time in the history of
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the government the right_to privacy as a fight whiich should be
protected by government. To that extent it is a red flag, not
a red herring.

PROFESSOR WEIZENBAUM: I accept your amendment.
Yes, I second that, too. Tﬁat is right. Both of the things
you say are correct.

I object ~- I don't mean emotionally -- to the use
of the word "esoteric" in this case and I think that has been
spoken to. This is not esoteric. It is eminently practical.

ASSEMBLYMAN BAGLEY: I didn't mean from a practical
sense, but from the sense of passing bills all over the country
in Congress. In dealing with the mentality you are dealing
with it is esoteric.

(Laughter.)

MR. DOBBS: I just find it so hard to rationalize,
You missed the last meeting. If you could have heard that guy
describe the two billion bucks they are going to spend I don't
see how you could so cleanly say that madness is not among
us in the land.

PROFLSSOR WEIZENBAUM: You took the words out of
my moutn, Mf. Boyd spoke about $2 billion very, very easily.
There was no problem.about 52 billion in the first place. 1In
the second place, I go back -- I really should say in the firsg
place, because it is a major point. I go back to what I

started with, that is, our role of advocates is one side of
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1 the coin, and our addressing the Secretary in his role as a

2] political leader and as a Cabinet member in some sense repre-
3 sentative of the President. That this sort of thing will not
4| be easy to attain politically, I full agree. But leadership

5] has to be exercised. I think it is a very late hour. I think
6| this particular committee and this particular opportunity we

71 nave here may be the very last one, and we've got to decide

8| what we think is in the interest of the country and in the

9|l interest of the society, and then we have got to persuade the
10|| leadership in the Executive and the Legislature, state and fed-
11 eral, to then exercise the political leadership which may be
12|| necessary to implement it, however difficult that may be.

13 ASSEMBLYMAN BAGLEY: Let me just respond.

14 . DR. GROMMERS: You can respond but I would like to

15| get Arthur to present one other side that reaily has not been

-+

16| brought out in the discussions at all, wﬁich I think will illus{
17| trate some of the reasons why Joe's concern has certain kinds
181l of legal foundations.

19 ASSEMBLYMAN BAGLEY: Just to clarify my point, though,
20l I am trying to think of some short-range progress that this
21 group can make,.and perhaps it ought to be in two paragraphs,
22 I and II. Paragraph I can be the ultimate technoldgical

23| solution which I submit technologically is not esoteric. And
24 II can be some short-range solutions, i.e. legal rights to

— Federal Reporters, Inc. o . . : . .
ecem em,a&;g access and things like that, which we should also have in mind
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because they are the most easily attainable.

DR. GROMMERS: They are ;lso primary. Without them
you are not going.to be able to operate ybur system anyway.

The point that I have asked Arthur to clarify, cer-
tainly for me and anyone else who shares my understanding of
due process: As I understand it, due process applies to crim-
inal activities but not to anything else. And if you could
elaborate on that and add anything to that, and why that is rel
evant to what we are doing, I think it would be very helpful.

PROFESSOR MILLLR: The next few minutes is sort of
a combination of "a little knowledge is a dangerous thing,"
and "brain surgery self-taught."”

(Laughter.)

I am not a éonstitutionalist, although I am increas-
ingly forced into that area of thg law because of tne ramifica-
tions of this subjgct.

4R, SIEMILLER: A strict constructionist?

PROFESSOR MILLER: I am a non-constructionist or a
non-conformist.

AR. SIEMILLER: Okay.

PROFESSOR MILLER: You.may recall at our first meet-
ing when I gave you the 25-cent global tour of the law, I
voiced the‘personal opinion that as far as the law was con-
cerned the most fruitful area to start mining this might be

the whole concept of due process, what do we mean when we say
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“the information-gathering, storing, dissemination process must
be governed by concepts of due process"? And I.think Bill Bag-
ley in a sense has just given a perfect example of one such
concept of due process, namely a right of access on the part of
the citizen.

Okay. What do we mean by due process?

I think Frances 1is probably righﬁ, we should have
some common understanding of what due process really means
beéause it means a lot of different things in different con-
texts, as all legal concepts do. And there are lots of lawyers
in the crowd, and forgive me for being superficial and very
cryptic, but I don't think we want to get engaged in a 30-houf
course on due process.

Due process in the constitutional sense is a re-

straint built into the Fifth Amendment and the Fourteenth Amend

~ment of the United Stakes Constitution.>'And it says basically

three things.

It says you can't be deprived of life, liberty, or
property; Some of you may think that should be "life, liberty
and the pursuit of happiness." That is in the Declaration of
Independence and not the Constitution. You have no Constitu-
tional right to be happy.

(Laughter.)

Okay, life, liberty, and property.

By whom?

L}
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Well, the Fifth Amendment says by the United States.
The XIV Amendment says by the States.

You can't be deprived of life, liberty or property
by the United States or the States without due process.

Okay. What is life, liberty, or property? You know
what life is. Liberty rarely shows up in the cases. It is one
of those.words like "republican form of government" which is
also guaranteed to us by the Constitution.

ASSEMBLYMAN BAGLEY: Small “"r."

MR. MARTIN: Mores. the pity.

(Laughter.)

PROFESSOR MILLER: That nobody wants to fool around

with., Nobody knows what a republican form of government is,

T~

including the wresent administration. Nobody knows what libert)
really is. So we sort of ignore liberty. Life we can under-
stand, leaving to one side the whole fetus-abortion property.

Well, that is simple. Thié (indicating) is property|
and that (indiaating) is property. What else might be property?
To get more abstract, a piece of stock or a bond or a copy-
right, or goodwill. They are all forms of property, even thoug%
we can't see éhem, really, we can't feel them. Nonetheless,
constitutionally they are property.

Now we come to the toughest part of this segment of
what we mean by due process.

Yesterday we heard Mr. Benner say -- and I think he
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was reinforced by Mf. Lowry, "When somebody wants Social Secur-
ity, he is asking for a benefit. He is asking for the govern-
ment to do something for him."

Now, if you translate that, what Mr. Benner may be
saying is, "The right to Social Security or HMEDICARE or a var-
iety of other things that we call governmental benefits, part
of the welfare state, that is not property."

In other words, once you say "that is a benefit;
you have no right; we will give you that at our discretion,”
you are in effect saying to that maﬁ, “You have no Constitu-
tional right to it. It doesn't qualify for property under the
Fifth or XIV Amendments."

Now, 50 years ago that clearly was the case. It
clearly was the case. Today I am not so sure. I don't want ta
get involved with the Warren Court versus the Burgef Court,

because I trust you all realize that what is property ultimatel

final arbiter of what the word "property" in the Fifth.and
XIV Amendments have to say.

So let's forget the Warren Court and the Burger
Court for the moment.

Charles Reich wrote a book called "The Greening of
America." I think it is a terrible book. I think it is a
fraud. I think it is the most unread book in the United Stateg

It is on a lot of shelves but I don't think it has been read -

4
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Yale Law Journal which I think history will prove to be far
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maybe pieces in the New Yorker have been read but the New
Yorker, through wisdom I don't understand how they got, only
printed the best parts of the book. Before Charles Reich

wrote "The Greening of America," he wrote something in the

more significant than "The Greening of America.” Charles Reich
is a great, brilliant law professor who some say has gone off
the track.

(Laughter.)

Okay. Reich's article in the Yale Law Journal is
a very powerful argument that the Constitutional concept of
property must be read in light of mid-20th century society, and
that prbperty does indeed embrace new forms like governmental
benefits. But we don't know he is right, and we won't know
until the Supreme Court tells us that he is right.

I am just marking areas for you. I am trying to sta
out of value judgments.

Okay. Let's talk for a minute about column 2., We
know what the United States is and we know what a state is.

Now, are these the only organizations that wé can
claim are violating our Constitutional rights?

The answer is no. The United States has a lot of
agencies. If HEW does something to take away our property,
the HEW is the United States. We can all understand that a

federal marshal beating somebody to death is, among other

Y
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things, a violation of dpe process. Why? Because it deprived
him of life. The marshal was acting for the United States, and
it was done with the third column, which I will talk to in a
couple of minutes.

In other words, it is not just Mr.Nixon or the
Congress; it is all of their minions. Like it is not just Mr.
Reagan or the State of California. It could be Mr. Aliotoij
or some --

ASSEMBLYMAN BAGLEY: More likely Yorty.

(Laughter.)

PROFESSOR MILLER: Or some stupid cop in San Jose.

Now, much more important than these obvious satel-
lites of governmental institutions are the organizations that
act like states. For example, a political party in a state in |
which you must régister to vote in the primary by party affili-
ation is acting like a state in térms 6f your ability to get in
and vote at the primary. As a result, it is embraced by what
is called state action.

ASSEMBLYMAN BAGLEY: But not the Moose Lodge. I
don't want to interrupt you but that is a good examplé.

PROFESSOR>MILLER: That is the other end of the spec-
trum, Mr. Bagley, which I was going to come to in a minute.

There are limits on those organizations that can be
brought under the Fifth and XIV Amendments as acting in a state

capacity. In other words, if the state action is so attenuated
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that the court is capable of saying, "This isn't somebody acting

like a state," there is no due process violation at all.

Now, the case ilr. Bagley referred to is the case
that was in the news last week. A black man in Pennsylvania
was denied access to the Elks Club. The Elks Club obviously
is not a state organization in any sense. Nonetheless, the
black man argued that the Elks Club had a state-granted liquor
license, and because it was a licensee ofAthe state, arguably
it was affected by the processes of due process and actiﬁg like
the state.

The Supreme Court rejected that.

All right, what is due process?

Due process is a broad concept of fairness, reason-
ableness. Embraced in it is a concept of equal administration
of law, which in tbe XIV Amendment is expressed as "equal
protection of thé law."

Here again, like property, “Was.it the United States
or a state?" ultimately the Supreme Court will tell us what
constitutes due process.

Now, my own personal, personal view is that a lot
of what HEW does, and of course a lot of what a wide variety
of federal, state and local agencies do in terms of info:mation
gathering, use, and dissemination, falls within this concept
of due process, and tha£ arguably the right of access of a

citizen to see a file maintained on him by a United States

g
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instrumentality when that file is used to make decisions about
him whichlmay or may not affect his property, is a violation of
due process if he cannot gain access to that file and have a
right of confrontation with that file, and if he is denied

procedural avenues to insure the accuracy of the file and the

- rationality of decisions about him made on the basis of that

file.

That is a personal view -- a personal view. I could
cite cases that have their own emanations that would support
me, but nonetheless ‘it is a personal view.

Even if those principles of access, rights of
correction, rights of reasonableness in the linkages and the
movement of the data, the right to know and be assured of fair
and due process collectipn procedures and expungement procedure
even if none of that, zero of it, is constituﬁional, we still
mﬁst ask ourselves the guestion, even though we cannét claim
that these procedural rights of the individual to monitor and
make ratiopal the flow of data about him -- even if none of
that is constitutional, nonetheless, shouldn't he have them as
a matter of law? Because Congress has infinite power to legis-
late.policy that is not constitutionally based, just as a
matter of good common sense or good judgment.

So we have to approach this legally on a two-tiered
structure.

Now, look what happens. We have bunches of easy
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to two forces for the benefit of the values that Arthur has

been alluding to, namely, a force 6f regulationé, if you will,
of limitation on the system imposed by Congress, and é force
stemming from the rights giwven to individuals to impact on the
system from here (indicating).

And I think this has not been thought of at all (in-
dicating), there is no question it hasn't been thought about,
givinq rights to individuals, the whole due process notion.
Maybe it hasn't been thought through caréfully enough and I am
sure lots more attention needs to be given to it. But what has
been thought of in a very limited way at least ié the existing
protection of information that applies to the Social Security
beneficiary is intended to be continued for this beneficiary
(indicating). Now it happens that the particular mode -~ and
this is where Juan is going -- of design of this way of dealing
with this customer involves some new exchanges of information
with IRS,.where the railroad retirement program, with any 6ther
income paying»sources nn the government, in order to check
the accﬁracy of the information in this transaction. And to
the extent that one is saying that these linkages should be
constrained in ways that serve to protect the individual inter-
ests of indi&iduals, I am not addressing that. All I am saying
is that this umbrella is intended to be applied across that
whole information process. That is the theory of the legisla-

tion. I am not saying it is sound. I just want you to
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And he asked could the people on his staff reéponsible for
planning that evaluation please meet with me next week because
he is very interested in hearing more about your concerns.

DR. GROMMERS: Thank you very much, Lois. I think
Arthur has a comment.

PROFESSOR MILLER: I have a number of things to say,
most of them harsh. None of them are directed at you.

MS. ELLIOTT: I understand.

PROFESSOR MILLER: But I really --

MS. ELLIOTT: Oh, I left out one important thing.
May I interrupt you with one important thing because it relates
I am sure, to what pou are saying.

Dorothy Gilford suggested -- may I tell you I have
been asked by the chairman to stop as quickly as I can. I had
a set of action plans I was going to suggest to you as a group
as possibilities. The first one I should mention is that it
is felt that the Data Acquisition Committee would be a repre-
sentative group of the Office of Education to which this com-
mittee could address a specific set of questions or a specific
set of concerns. And you may want to consider that in your
remarks, Arthur.

- PROFESSOR MILLER: I start with just the personal
observation that it is rare that I feel the rage I feel right
now. Okay? So everything I say is colored by a personal sense

of outrage.
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The August 20, 1969 issue of Computer World containes

the following story, datelined Little Rock, Arkansas:

"A National Data Bank with records of 300,000 migran
worker children is being set up here."”

The system is then described.

"The data bank is being set up by the federal pro-
grams of the Department of Education under a $426,000 grant froj
the U.S., Office of Education.”

The system is further described.

October 1, 1969 of Computer World: "At a September
5 meeting the Committee on Student Record Transfer of the
National Conference of Directors of Migrant Education issued
a policy statement that said,'The information disseminated will
be available to the U.S. Office of Education, the state educa-
tional agencies'" and so on and so forth.

"Lee Lopez, California birector of Migrant Education
and chairman of the Committee on Student Record Transfers,
said that California would release information from the data
files to anyone who had access to individual school records' --
your point about confidentiality being pitched to the level
of the participant state.

"In particular, Lopez said that he would release
information to persons identifying themselves as prospective
employers, and that he would include derogatory information

such as negative character traits."

L84

y
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Now, I have just guoted from Computer World a story

three years old. The Computer World series on the iligrant
Worker Data Bank I think had five installments, all of them
hithy critical of the lack of any procedural safeguards and any
control on data input and data extraction.

The content of those articles from Computer World,
which obviously the Office of Education didn't read or didn't
take note of, is also set out in Senator Ervin's first set of
hearings on governmental data»banks. They are reprinted.in
this little book (indicating) dated 1971.

In my file in Ann Arbor I have copies of letters to
people connected with the Arkansas operation, with carbon copie#
to people at the Office of Education. But apparently in total
good faith it 1is how reported to us that no one ever raised
these issues before.

To me, that indicates a number of things, among
the chief of which is -- and this is part of the euphoria syn-
drome that Joe described this morning -- we cannot simply rely
totally on the goodwill and self-operation of governmental
administrators to in;ure that minimal standards of privacy be
maintained in these operational systems.

I draw the curtain on that.

Second, the legal status of this Data Bank is at
this time totally obscure to me. I cannot tell yet whether it

is a OE data bank or whether it is a data bank created by
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that had this before -- the result of NIH requirements two
years ago that all experimentation wiﬁh human subjects had to
meet certain standards with respect to procedures, assurances,
and so on.,

And I think the reason why that is important and
why the background documentation for that decision, if it is
available, might be useful to ué, is because the NIH require-
ments require affirmative kinds of actipns on the part of the
universities, that is, the notion of implied consent on the
part of the subject isn't sufficient. One has to meet certain

standards in his research procedures that will guarantee that

human subjects will not be subjected to certain kind of research

procedures.

DR. GROMMERS: You are suggesting we might be able
to extend that whole reasoning to --

DR. BURGESS: I am thinking that here is an example
in a very small part of this problem, but one which from other
things I have seen from NIH anyway, would suggest that some
very careful thought_went into it. And I would think that
we might all learn something from at least reading some of the
background materials that preceded the decision, the docu-
mentation of that decision.

MISS COX: Is there a similar document for any of

- the other groups in HEW, do you know? The Office of Education

I haven't seen the most recent one, but previous ones on
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Title I and III were very loose.

MS. ELLIOTT: It is a department-wide policy which
is monitored for HEW by a particular individual at NIH. But
it is HEW-wide.

MISS COX: By an individual?

5. ELLIOTT: Well, it is a group. Let me tell you
the name of the group. It is called the Institutional Rela-
tions Section, Division of Research Grants, NIH. But it is
that group which monitors this policy, protection of human
rights, for all of HEW, for the Office of Education.

MISS COX: All of HEW?

MS. ELLIOTT: Yes.

DR. GROMMERS: But only for experiments, not for
setting up data banks.

MS. ELLIOTT: I am not so sure of that. I think that
is the way in the past it has been interpreted but I didﬁ't
think that is the way it is beginning to be interpreted.

MISS COX: I haven't seen the recent one.

DR. GROMMERS: We will see if we can get that. Staff
tell me it has already been ordered. That is how fast staff
is prepared to respond to the requests of the committee for
data collection.

Layman,

MS. PALLER: I think there are some problems even

though that pamphlet exists, because it requests that things be
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kept in confidence and there is an assumption, since a federal

agency is making these requirements, that promises of confi-
dentiality can be made and that they will be backed up by HEW,
which everybody knows is not the case. There is no statutory
protection for people making promises of confidentiality. So
that isn't really a solution., It just puts the burden on the
researchers and on the institutions to protect privacy and
confidentiality.

DR. GROMMERS: Layman, do you have something?

PROFESSOR ALLEN: I was troubled, Joe, by your
comments about Rosenthal's experiment, because I think the case
points up the complexity and difficulty of that issue of trying
to test whether, in effect, saying to the teachers and identi-
fying children in her.or his class that were late bloomers --
that was the stimulus. And to try to identify why that made
a difference -~ to characterize not telling the others as being
a deprivation that is being heaped on them when you don't know,
and that is the. very topic'under investigation, and you will
never find out any other way —-- this is not to say that research
should not be done considering carefully the interests of thoss
involved, but if we are going to learn whether given stimuli
have effects, it doesn't mean that that-kind of research
can't be done.

MR. SIEMILLLR: Yes, but who should select the

guinea pigs? And as Joe said, 50 per ccnt ~f these people werq
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guinea pigs that were damaged and somewhere along due process
a lawsuit should go in.

DR. BURGESS: The engineers use us for guinea pigs
when they build super highways through the centers of our
cities.

MR. SIEMILLER: It is not the same thing. I wouldn'k
agree there is any connection whatsoever. If you don't want the
super highway you can move. But if you miss out on education,
you are sunk. And to destroy an opportunity has ﬁo connection
between an engineer building a super highway and a child having
an opportunity or having a stimulant to learn something.

DR. BURGESS: I suppose lots more people's lives
are irreparably damaged by the work of architects and engineerj
of the last 50 years than by behavioral research.

MR. SIEMILLER: Perhaps that is true but that
doesn't justify anybody being damaged, the fact it has happened.

PROFLSSOR WEIZENBAUM: I think Layman put his fingel
on it. He is quite right. The whole point is that i& is a
very difficult and complex problem. That is the point. And
it may very well be that in the Pygmalion projcect tne yreatest
care was taken and that if I, say, had known about it in
advance and afterwards that I might have approved of the whole
thing. It might very well have been done very carefully. I

really don't know. I am not criticizing that particular

project.
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What I was using that project for is -- as I séy,

it is a relatively rare opportunity to vividly illustrate a
possible side-effect that may not have come to your attention
immediately. It is one of tuese subtle things.

These guidelines which, by the way, are widely known
at MIT and I imagihe at most universities and which were very
welcome when they came out, say among other things here -- and
I am grateful to have it pointed out to me -- if the risks to
the individual are outweigned, by the potential benefits to
him, this is one of the criteria that should be used. And it
is only one, not the only one —-- or by the importance of the
knowledge to be gained.

Notice the "or." There is a subtle value judgment.
"The importance of the knowledge to be gained.” Important to
whom? Not necessarily to the individual who is the subject --
perhaps to society at large and now there is a value judgment
about what knowledge is important, how impoftant it is, now
much damagé one.is entitled to do under that paragraph, and by
virtue of the importance of the knowledge to be gained. I am
not saying anything about evil people, just as Arthur was not,
not at all. I am simply cglling attention to the fact -~
and Layman has underlined it, and I am glad ane has -- that
these are terribly complex issues and that if we look only at
the surface structure of all the things we are talking about,

we are going to miss these somewhat more subtle points, and
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that is where the real dangers are, just undérneath the surface
and way below, not at the surface.

DR. GROMMERS: I just want to add one thing about
the idea that these children were badly damaged. In fact it
is not that somebody set up a new experiment and they knew
what the answer would be or even that they had a hypothetical,
but they just did what is being done. And they controlled it
in order to see what the effect was.

In fact, this migratory worker data system functions
like the prediction of a later bloomer. They simply set up a
way to measure what happened.

PROFESSOR ALLEN: In that respect the fact that
negative low-performing information is being communicated more
carefully about this population might well be setting up that
kind of expectation on the part of those instructing the child-
ren and that prediction might be fulfilled.

DR. GROMMERS: I think tnat was one of their points.

PROFESSOR WEIZENBAUM: Let me just say in smaller
groups and at coffee-break time or some other time -- I don't
want to take the time of the meeting -- I can give an example
of a psychological experiment that was performed and won a
prize as one of the great psychological experiments of all time
by the American Psychological Association. And it is abso-
lutely incredibie what that thing did to its subjects.

DR. GROMMERS: At any rate we could take example
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(Discussion off the record.)

DR. GROMMERS: I'm sorry. _I am not hearing what is
going on.

1IR. GENTILE: Can we assume that all group members
will be attending group meetings?

PROFESSOR WEIZENBAUM: Why do pou ask?

DR. GROMMERS: We really desperately need your help
and you really have been chosen on the committee because of
your real important contributions that you can make to this, an
at least a couple of hours would be very much appreciated.

MR. ANGLERO: May I say something. This morning we
had a pre-lunch discussion on H.R. 1 at some length. I would
like,if you haven't done it -- I think we have a June 9, 1972
letter. This has two pages addressed to this, quoting Richard
Nathan. I would like people to read it.

DR, GROMMERS: Do we have it?

MR. ANGLERO: Yes. I suggest it would be good to
read.

(Discussion off the record.)

DR. GROMMERS: We will break up into our work
groups now.

(Whereupon, at 4:15 p.m., the meeting was adjourned,

to reconvene at 8:30 a.m., Saturday, June 17,1972.)









