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P R 0 C E E D. I N G S 

2 MR. I"1.ARTIN: The Secretary's schedule this morning 

3 is not quite as pressured as I had understood it might be, with 

4 the result that he will be with us for something on the order 

5 of 45 or 50 minutes. 

6 Accordingly, I think it might be useful, while we 

7 have him here, to try to develop some degree of interchange 

8 with him. 

9 A number of questions cane up yesterday which I 

10 sensed,in talking to some of you, you would be interasted in 

11 gatting his reaction or viaws in order to provide a little 

12 focus for this, since we are blessed with the presence this 

13 morning of Arthur Hess, the Deputy Commissioner of the Social 

14 Security Administration. 

15 Art has said that he would be willing to give a 

16 brief description of one of the problems which we devotad some 

17 time to yesterday, the problem of the social security number as 

18 an identifiar which, as I explained yesterday, is one -- not 

19 by any means the only, but one -- of the issues with respect to 

20 which this conunittee has got to help us form a policy posture. 

21 And you have had the opportunity to read the report 

22 of the Social Security Number Task Force, and I tried a little 

23 bit to give the fealing of the context in which this issue aros 

24 yasterday, but I think it would be helpful if you were able to 

Federa l Reporters , Inc. 
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So Art, would you, from your perspective and with 

2 your long years of experience and all this, share the sense of 

3 the climate in which this issue arose and what some of its 

4 complications are as you see them? 

5 MR. HESS: This is a bit unexpected for me. I had 

6 not expected to make any presentation to you, and I certainly 

7 don't want to take up more than a few minutes of your precious 

8 time with the Secretary. 

9 But I think that if you have had a chance to look at 

10 the report of the special task force we have, you will have a 

11 very good historical perspective of how the problem that we 

12 face today developed for social security, and of course we want 

13 you to consider the problem in the social security context. 

14 But it is, as you know and discovered last evening, so wide i.n 

15 its ramifications that Social Security really feels as if it 

16 has been reluctantly projected into the center of a great many 

17 issues that a few years ago we would have considered if not 

18 peripheral almost beyond any concern of ours. 

19 Historically you may recall that the issue of 

20 social security coverage, which was compulsory in commerce and 

21 industry, was itself a highly controversial issu~ for many 

22 reasons, not the least of which was the so-called dog tag issue 

23 This was the first occasion in which the Federal Government on 

24 a compulsory basis required i~dividuals to give personalized 

edera I Reporters, Inc. 
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governmental program. And the qu~stion of privacy was early 

2 faced in terms of the individual's personal record. 

3 Very stringent confidentiality provisions were writt n 

4 into the Secial Security Act and remain there today, Section 

5 1106, which provides a severe penalty for the disclosure of any 

6 information in social security records except those disclosures 

7 which are provided for by statute, regulation or very narrowly 

8 circumscribed policy exceptions which the Commissioner of Socia 

9 Security may make. 

10 over the years, as you know·, the convenience of 

11 having this kind of a Federal number available, and the trend 

12 of the program in its coverage toward universality, has caused 

many institutions, public and private, to use the number for 

record-keeping purposes. 

15 One of our public relations problems, of course, is 

16 to have the individual recognize that when he gives the nwnber 

17 to some other agency, he gives only the number. He does not 

18 give that other agency or organization access to any of the 

19 personal information in our records. 

20 Down the road away -- and it's not very far down the 

21 road -- if this nwnber is to be a reli~ble, universalized 

22 information, we do have the problem of whether and under what 

( 23 circumstances we shall service others who need to know if this 

24 is the proper nwnber correctly associated with this individual. 

ederal Reporters, Inc. 
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govern the release of information from our records. 

2 We have to be concarned, though, that the use of the 

3 number which gives access for many purposes to other kinds of 

4 records may facilitate not only the improper or indiscriminate 

5 exchange of all kinds of information among holders of records 

6 and users of records who do not have the same statutory and 

7 regulatory standards applying to their data banks as we have, 

8 but we have to be constantly concerned also that many of the 

9 repercussions of public concern about confidentiality that may 

10 arise from misuse of a number under other circumstances may 

11 tend to reflect on the program and may tend to result in extern 1 

12 legislative policy or other influences projected onto the pro-

13 gram, problems, uses and acirninistrative burdens which were 

14 never contemplated and which are not directly related to the 

15 administration of the trust fund program that we have. 

16 I would say our main concern at this point is 

17 whether or not we can establish the kind of a climate that 

18 will result in statutory and other arrangements and agreements 

19 that will in effect franchise or safeguard the circumstances 

20 under which the number is used and in particular see this in 

21 relation to the special responsibilities and burdens that it 

22 may place upon whoever it is that has to adjudicate the appli-

23 cation of the standards and the criteria, the question of 

24 whether for the long run ~hat should be the Social Security 

Federal Reporters, Inc. 
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were to become· a universal identifier, this adjudication of 

2 the standards and criteria should rest someplace else I think 

3 is a very important question, both from a public point of view 

4 as well as a particular concern to the administrators of the 

5 program where many of these issues will turn out to be extran-

6 eous to the primary concerns of the program. 

7 MR. GALLATI: I think one of the grave dangers in-

8 volved in this whole concept of using the social security nurn-

9 ber is that you are basing identification upon a name and a 

10 number. And as we know, this is a very, very treacherous area. 

11 There is only one way to truly identify anybody, and that is 

12 through fingerprints. And until you tie in your social securit 

13 number and your name with fingerprints, you are never going to 

14 be able to do anything but say, "This name and this number ar.·•~ 

15 associated." But the fact that I claim to have that name or 

16 that number, I may or may not be tha same person. You will 

17 never be able to determine, at the Social Security Administra-

18 tion or anyplac.e else, the validity of this claim. 

19 And it seems to me, as I mentioned here yesterday, 

20 the only way you can get to this point where we can use this 

21 number across the board is to tie it in with fingerprinting 

22 in soma way, which means as a matter of fact you are going to 

23 have a universal number, and universal fingerprinting ulti-

24 mately. 

That is the only answer in my opinion. 
Federal Reporters, Inc. 
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MR. GENTILE: I don't necessarily agree with that. 

2 I think we must test each of the recommendations this committee 

3 comes up with for public acceptance as well as technological 

4 acceptance and a number of other acceptances. And I don't 

5 really think our culture is quite ready to have fingerprints on 

6 every person in the country. 

7 I think we can get a sufficient degree of assurance 

8 and credibility in the social security number and parts of the 

9 name, as has been recommended by ANSI. 

10 I think the positive control could be established in 

11 the longer run by assigning this number at birth. 

12 I have a question to Mr. Hess or to any of the group 

13 That is, assuming that HR-1 finally is enacted into law and 

14 the family assistance plan proceeds, is there any consideration 

15 in the Department to use any number other than the social 

16 security number, or is this a premature question? 

17 MR. HESS: No, I don't think it's premature. I thin 

18 all of the Congressional hearings of HR-1 is predicated on the 

19 fact that the social security number will be the common iden-

20 tifier for all beneficiaries and recipients of payments under 

21 various public programs. 

22 And we are, as a matter of fact, going ahead right 

23 now with the social rehabilitation service and the state 

24 
agencies in many of the states planning for the enumeration of 

0ederal Reporters, Inc. 
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We are going through right now a final enumeration 

2 of what we call our secondary beneficiaries. You may know that 

3 many of the widows and children who receive payments under 

4 Social Security now don't get them under a personal account 

5 number. They get them under the account number of the wage 

6 earner who earned the credits. And we are moving in the direc-

7 tion of having everyone have a unique personal social security 

8 number. 

9 Now, the point Mr. Gallati made is that we have a 

10 lot of tightening up to do, but it technically can be done so 

11 that we can say that this number was issued to an individual wh 

12 has these and these characteristics: this name, this date of 

13 birth, this mother's maiden name, this place of birth. And 

14 it is not likely that two numbers can be issued to an in-

15 dividual who has that same set of characteristics. 

16 The question, though, is that we can never guarantee 

17 that the bearer of that card is the person to whom the number 

18 was issued. And in our claims process and in the welfare 

19 claims process, the bearer of that card will have to present 

20 enough identifying information, birth certificate or otherwise. 

21 So there is a good chance in the claims process the number 

22 continues to be associated with the individual to whom it was 

23 issued. 

24 To have an airtight system, for example, there is a 

!deral Reporters, Inc. 

25 lot of concern now in the Immigration and Naturalization Servic , 



10 

to attempt to say every time that nur.lber is used in a transac-

2 tion, you want to be sure the right person is using the card 

3 that was issued to them. That does present very significant 

4 additional technological and legal problems, I think. 

5 MR. SIEMILLER: Is that a southern border problem to 

6 a great extent, the multiple issue of cards to Mexicans that 

7 are coming into the United States, green card carriers? 

8 MR. HESS: We are trying to work out with the Senate 

9 Finance Conunittee,State Department and INS now a method that 

10 will tighten up but cannot make absolutely fool-proof the issue 

11 of social security cards to immigrants. 

12 MR. SIEMILLER: Or for nationals, your green card 

13 carriers. 

14 MR. HESS: Right, but you can't always be sure the 

15 man who is carrying the gr~en card is the man to whom that 

16 green card was issued. 

17 MR. SIEMILLER: That is very, very true as you find 

18 out as you go along the border. 

19 MR. WEIZENBAUM: I don't want the Secretary or in-

20 deed ourselves to be misled. I recall some of the conversation 

21 we had in our long day yesterday. In particular, you ought not 

to believe that this group universally believes that it is to 22 

23 be taken for granted that we will recommend that the social 

24 security number in fact become a universal identifier. I' rn 

~ederal Reporters, Inc. 
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will be extrapolated further, and so on. I don't know what 

2 recommendations we will make, but it is certainly an open 

3 question and I think it should remain open for some time as to 

4 whether we believe that the strength should be extrapolated or 

5 not. 

6 I would just like to remark and say as short a time 

7 as 35 years ago, which is well within memory of many of us here 

8 except, of course, the ladies, that it would have been unthink-

9 able to pose the proposition that there would be a permanent 

10 draft in the United States. Now this has become essentially 

11 accepted by at least large segments of the population. 

12 And similarly, your remark about the dog tag issue, 

I 
13 which I remember at the time social security was introduced, 

14 and now we have slowly drifted -- and it is a drift -- into 

15 accepting the social security number as becoming more and more 

16 nearly a universal identifier. Perhaps that should be reversed 

17 I clon't know what the position of this commission wi 1 

18 be, but in any case it should be an open question. That's one 

19 thing. 

20 The other thing is that we see, of course, that the 

21 drive toward a universal identifier of some kind is dictated to 

22 a large extent by technolog~cal -- I put it in quotes --

23 "technological" progress. It is the technology, the machines, 

24 that seem to seduce us into that kind of a posture. 

Federal Reporters, Inc. 
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understands that not even the major part of our task is to look 

2 at the question of universal identifier, but the whole question 

3 of data banks, record-keeping on individuals, transferability 

4 of records, and all the other things that the Secretary men-

5 tioned in his talk to us just a few minutes ago. 

6 MR. HESS: If I could just make one more remark in 

7 response to this observation, I think we are being swept by the 

8 tide of events. And one of the purposes of this conunittee, I'm 

9 sure, is to give us a forum and a focal point around which we 

10 can have a moment to pause and call a halt to, not the events 

11 themselves, but the policy considerations or lack of policy 

12 considerations that sometimes is associated with these events, 

13 and see what the ultimate implications might be. 

14 And I think you are right; that is a legitimate 

15 question. I did not mean to suggest that we were at the point 

16 now where, as a matter of policy or even inevitably the social 

17 security number is to be the universal identifier, or even 

18 whether there is to be a universal identifier. 

19 I think the Federal policy at this point is that the 

20 social security number and this is what I should have made 

21 clear when I responded to you, John -- is to be used as the 

22 conunon identifier tor payment control purposes, for all those 

( 23 programs which are essentially Federal benefit payment programs 

24 And most of the rest, of course, then is a corollary issue. 

Federal Reporters, Inc. 
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c of events." As long ago as the time of Plato, Plato in The 

2 Republic used the phrase "tide of events." And the essential 

3 difference between the republic he talked about and envisioned 

4 and other kinds of government, he said in The Republic it is 

5 presumably possible for the people to influence the tide of 

6 events as opposed to being entirely determined by them. And I 

7 think really, way down deep, way down at the bottom, that's the 

8 issue we are facing here. 

9 MR. SIEMILLER: You don't think he foresaw the con-

10 sequences? 

l l MR. WEIZENBAUM: Oh, he did foresee them, yes. 

12 MR. MILLER: Without suggesting I necessarily advo-

13 cate this as the trend or the position that I or this group 

14 might take, I think Mr. Hess has opened a new dimension to our 

15 discussion yesterday. I think yesterday we were somewhat 

16 guilty about talking of the social security number, either 

17 purely as a social security number, or as a universal identifie . 

18 And I tried to suggest the·re is a lot of space between those 

19 polarity. 

20 Mr. Hess, you seem to be describing a possible trend 

21 or turn of events whereby the social security number would be 

22 an identifier for governmental programs. I think we have 

23 already seen that in terms of the tax identification number and 

24 in terms of the military number. And it may well be that we 

Federal Reporters, Inc. 
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( it is euphemistic to call it the social security number. It 

2 might be the government program, government benefit, the govern 

3 ment number, what have you. 

4 Now, I can envision a situation in which the utili-

5 zation of the number for administrative and record-keeping pur-

6 poses within the government in effect so co-opts the number 

7 that it is really taken away from the governance of the Social 

8 Security Administration. 

9 I personally have a great deal of faith in the pro-

10 fessionalism of the Social Security Administration, and a numbe 

11 of other Federal agencies. And I think one risk that we paten-

12 tially have in front of us is the fact that the number and all 

of its uses may be administered by someone completely outside 

your group. 

15 I was wondering whether the Social Security Adminis-

16 tration has given any thought to either the turning over of the 

17 number or retaining control over the administration of the 

18· numbers, assuming HR-1 is enacted, assuming certain linkages 

19 take place between HEW systems and ·other governmental systems. 

20 MR. HESS: I would say any thought that was given to 

21 it is quite abstract and academic. As a practical matter, we 

22 are not that far down the road as yet. The number is embedded 

23 in our whole system of administration. We are the custodians 

24 of it. And while I certainly rule out consideration of who 

•ederal Reporters, Inc. 
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that is a matter of great public policy that is still down the 

2 road and that a group like this can certainly make a contribu-

3 tion to. 

4 MR. WARE: Let me suggest that the number isn't the 

5 issue at all. 

6 MR. HESS: That is right. That is important. 

7 MR. WARE: The social security number was conceived, 

8 invented and implemented at the time when record-keeping was 

9 the manual punch card. We are in the era of cheap data pro-

10 cessing and it's becoming cheaper every year. We all have a 

11 universal identifier already, name and date of birth, and almos 

('" 12 every document we fill out picks up those two pieces of infor-

13 mation. 

14 So that's not the issue. It seems to me the issue i 

15 how much data are we as a society willing to allow to be 

16 accumulated about ourselves in one place. Or put another way, 

17 what barriers as a society do we wish to erect to make sure 

18 that in any one place no more than some tolerable amount of dat 

19 exists? 

20 MR. HESS: It is not only in any one place. You 

21 could have it in dozens of places. The real issue is whether 

22 there are any standards and criteria that adhere to the collec-

23 tion, dissemination and interchange of information among the 

24 data bank, and where you can tie these criteria to something, 

~deral Reporters, Inc. 
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that you can be sure governs throughout the system. 

2 Now, we can have a set of standards -- I think we do 

3 have a set of standards, fairly rigid and fairly uniform 

4 throughout the governmental benefit paying agencies, as far as 

5 the confidentiality of their data and the interchange of data 

6 is concerned. 

7 MR. MILLER: · That's exactly what I mean. I mean 

a administration of the number. I don't mean who issues it and 

9 who changes it. I mean who sets up the rules of the game in 

10 terms of who can put what in under the number, who can get 

11 what out under the number. 

12 MR. HESS: That is really a statutory problem. 

13 MR. BAGLEY: Right along with that point, I think it 

14 would be good for the group to have some guidance. It is not 

15 the number per se that is the problem before us, that leads 

16 to this area of inquiry. ObYiously, it's sort of a scary numbe 

17 that should concern us. Are we here as a committee looking at 

18 the social security system in HEW because we have been talking 

19 about a social security number? Or better, I hope, are we 

20 here to formulate as broad a coverage of policy across the gamu 

21 of government, if you will? Sure, we'll spend a day talking 

22 about social security numbers, but are not our deliberations, 

23 not to be presumptious as if we could by fiat put them into 

24 
existence, but are not our deliberations directed at the whole 

'edera I Reporters, Inc. gamut of government rather than internally to HEW? That's my 
25 
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question. 

2 I think the answer is yes . 

SECRETARY RICHARDSON: May I, since you have kindly 

allowed yourselves to be called the Secretary's Advisory Com-

5 mittee on Automated Personal Data Systems, respond to this 

6 namely by saying the answer is in fact yes. The social securit 

7 number is an important facet of the problem, and it is a matter 

8 of record that we came to the formation of this committee via 

9 the recognition of the problems associated with the use and 

10 abuse of the social security number. 

11 But we r ·ealize that in the process of thinking about 

12 how to seek advice with respect to the proper and future use 

13 and safeguarding of the use of the social security number, that 

14 we were led inevitably to consider these other related problems 

15 I think it would be really unduly to curtail the 

16 value of the advice of this committee if it did not approach 

17 the question of the potential abuses as well as potential 

18 safeguards in the compilation and accessibility of automated 

19 personal data in the broadest context without reference speci-

20 fically to the functions and needs of the Federal Gove~nment 

21 or the HEW. 

I 

22 1 Now, while I'm at it, I might just add a few raore 

23 words. 

24 The problem really arises -- I think Mr. Ware is 

·ederal Reporters, Inc. 
25 absolutely right -- not in the context of a universal identifie 
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as such but rather with respect to the pressures that are 

2 gathering in the direction of accumulating more and more infor-

3 mation about people while at the same time recognizing more and 

4 more clearly the potential value of having access to such in-

5 formation and making it fairly easily transferable among people 

6 who are in one way or another charged with dealing in some way 

7 with the individual about whom information has been accumulated 

8 I touched on it in a very abstract way a moment ago 

9 outside, but let me make it a little more concrete. 

10 We at this time in HEW are seeking to develop inte-

11 grated service systems. That is to ally services that are re-

12 sponsive in one way or another to human problems in such a re-

13 
1 

lationship to each other that they are capable of dealing with 

14 the needs and problems of the whole individual. But they are 

15 trying, in other words, to overcome fragmentation. 

16 We recognize that if you were starting from scratch 

17 you would build service systems that provided points of contact 

18 with the individual in the neighborhood through people who were 

19 trained in techniques of information and referral, who would 

20 be tied in in turn with more central points for service, and 

21 which would themselves be backed up, regionally, perhaps, at 

22 points where there would be more specialized kinds of service. 

23 Mental health service, for example, and the treatment of drug 

24 abuse, alcoholism, and so on. 
'ederal Reporters, Inc. 
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an emotional hang-up of some kind that gets in the way of his o 

2 rer effectiveness, you want to know what you can about their 

3 past and their problems and who has tried to help before and 

4 what relative success this effort had. And you would like, in 

5 o~der to be helpful, to get at therefore the result of previous 

6 personal interviews. You would like to know if this person re-

7 ceived some supplementary job training, what the result of the 

8 employment experience was. 

9 And so looking at the situation of the individual 

10 from the perspective of the "helper", the opportunity to get at 

l l all of this information is obviously of potential value. 

12 Now, all of this information can include for an 

13 individual a probation record as a delinquent. It could in-

14 elude, and presumably would include, a hospital record. It 

15 would include the results of psychological testing as well as 

16 the interviews that I mentioned earlier, and so on. 

17 Yet, it is apparent that if you do accumulate that 

18 much information,the person or the people who have acce$S to 

19 it have a kind of a relationship to the rest of us that makes 

20 us uncomfortable, makes us worry about the abuse of the power 

21 that information conveys. 

22 We are, I think, genuinely swept forward on a tide 

23 in the sense that it is hard to foresee any points at which we 

24 can reasonably say that the information should not be collected 
ederal Reporters, Inc. 
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let us say, in vocational rehabilitation. The very function 

2 carried out by psychologists, psychiatrists, probation officers 

3 requires information. 

4 The questions really are: Shall these separate 

5 pockets of information be tied together, or shall we prevent 

6 that if we can? Or if they are tied together for some purposes 

7 

8 

9 

10 

11 

12 I 

l3 I 
I 

14 

15 

16 

17 

18 

can we prevent their being accessible for other purposes? 

Now, there is a side of the process of automated 

personal data compilation that may offer an opportunity for 

building in safeguards that are not available in manual files. 

It is at least the characteristic of tape that you can't meet 

it by looking at it. It is possible, therefore, to technically 

build blocks into the process of access or to require keys 

that may be actually capable of much more effective protection 

than the kinds of protection that are possible for personal 

files :in manual form. 

At any rate, the kind of inquiry that we would like 

to see you pursue would follow this out further into questions 

19 like: Are we talki~g about the possible need for actual blocks 

20 on the process of linkage among files? That is, should we 

21 anticipate the need for preventing the files from being tied 

22 together? Or should we think in terms of reliance upon means 

23 of blocking access? And if the latter, then who should have 

24 access? What purposes sufficiently justify it? And so on. 
ederal Reporters, Inc. 
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c 
devil's advocate for a moment, there was part of what you said 

2 that disturbed me in the sense of our continual easy acceptance 

3 of the notion that in fact rational people, given more and com-

4 plete and better 11 information, 11 will in fact behave and make 

5 more rational decisions. 

6 I guess the experience that I have had with automate 

7 systems over the last several years in no way, for me, validate 

8 that presumption. And in fact, I would argue -- and I think I 

9 could find some support for the thesis -- that as we have 

10 attempted and tried to offer more and more capability, the 

1 l "abuses" that may have resulted from the application of auto-

12 mated technology have come much more from our lack of under-

13 standing about how people really use information than from any 

14 de.liberate attempt in some way to manipualate or use it in a 

15 harmful way. 

16 So I guess I have some concern about the presumption 

17 per se. that the collection of information may in fact put us 

18 in a position to offer better services, to in fact reach more 

19 people, deliver the services better in the sense that I think 

20 you describe them. 

21 I have a feeling that in fact in many situations we 

22 are already at the point of information overload. That may be 

23 a question of poor technological input and poor design, but 

24 I thought I would express that concern. 
deral Reporters, Inc. 
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with anything you've said, but I would simply point out the 

2 kind of problem that we are asking you to consider, however, is 

3 a problem generated by tendencies that I think are very visible 

4 and which will tend to move in the directions of their present 

5 momentum unless very deliberately checked as the result of 

6 reconunendations coming from this committee and those who, follo -

7 ing it, agree with those recommendations. 

8 What I have tried to make clear is if you are con-

9 cered with "helping," the recognition that it would be useful 

10 to have information about an individual that has been generated 

11 by other points of contact with the individual through the whol 

12 structure of social agencies is a very natural feeling on the 

13 part of the helping professional. 

14 And further, the awareness that you are going throug 

15 a burdensome process perhaps on the individual himself or her-

16 self in seeking to elicit each time such a contact occurs. A 

17 lot of information that the individual has previously furnished 

18 perhaps many times, contributes also to a feeling that there 

19 ought to be some way of getting this without having to develop 

20 another personal history. 

21 And so it is the combination of this kind of thing, 

22 coupled further with the awareness that the computer can handle 

23 it, that leads to the awareness that we are moving in a direc-

24 tion that could well, unless we see reasons to the contrary, 

~ deral Reporters, Inc. 
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once developed allowed all kinds of people to plug into it 

2 whom we might not want to have plug into it. 

3 And what I said was in effect we need, in addition 

4 to your consideration of the problem of the social security 

5 number, the question of how its use should be expanded, if at 

6 all, modified, safeguarded, the question of the problems of 

7 identification and whether there should be or should not be 

8 a universal identifer. And by that process you get to the 

9 questions of whether or not, as a matter of policy, deliberate 

10 restraint should be adopted with respect to the compilation of 

data in centralized form or not. 

I remember meeting Mr. Gallati and some of his 

13 fellow experts in the field of organized crime a couple of year 

14 ago where the realization that it was desirable to centralize 

15 information about organized crime was pointed up by the fact 

16 that there were, in the case of one notorious individual in 

17 New York State, something like 42 different files about this 

18 same individual, all of which contained more or less similar 

19 information. 

20 And the problem there is we ought to put this to-

21 gether, and it ought to be more readily accessible, and it ough 

22 to be accessible in ways that help to point o~t correlations 

23 between the activities of this individual in the infiltration 

24 of this or that, or take over that kind of business, and so on. 
tderal Reporters, Inc. 
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there are somewhat similar considerations underlying the com-

2 pilation of information for other purposes. It will tend to 

3·1 happen unless there are reasons to the contrary. And if it 

4 does happen because there aren't reasons to the contrary, there 

5 may still be reasons why access should be controlled, and so on 

6 I don't mean to sound as if I had any answers. I 

7 don't have any clear views. 

8 MR. BAGLEY: There's an interesting hesitancy here -

9 I didn't mean to interrupt you -- on the part of a lot of the 

10 members not to accept the fact that there are all these data 

11 banks, if you will, that the facts of life are as they are, tha 

12 we have a social security number, that HR-1 will use the Social 

13 Security Administration not just as a payment tool but as an 

14 enforcement tool. It is obvious that it ought to be used. 

15 And somewhere along the line -- hopefully by the 

16 end of the day -- let's recognize what the facts of life are 

17 and I am really thinking of your comments, too, sir -- and then 

18 start in talking about the protective mechanisms. I think that 

19 is where we have to head. We are not going to sit around here 

20 and change the world. 

21 MR. DOBBS: I think you ar~ right, Bill. Part of 

22 the thing that continuously worries me is that one of the pro-

23 tective measures is a matter of attitude about information and 

24 what it means. That's fundamental. And we must deal with the 

Federal Reporters, Inc. 
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( 
And that's how we've gotten into the box we are in. But we 

2 should not necessarily continue to assume that that convenience 

3 in fact conveys something with it other than just convenience, 

4 and that in fact we may be paying a severe price for it in many 

5 other ways. 

6 You know, I did not want to not face the reality. I 

7 agree with you it's there. 

8 MR. ALLEN: To generalize Guy's suggestion, there 

9 may be other points at which we may want to have presumptions 

10 about whether or not to extend. And the direction that you 

11 were suggesting of having the presumption against the linkage, 

12 against the generation, against the collection, unless there is 

13 clearly articulated good reasons why to do it, may be a direc-

14 tion. 

15 MR. DAVEY: I would like to add just a note of 

16 cautious optimism. I have been involved with large files in th 

17 private sector, and I believe that by doing things in advance, 

18 setting up the rules in advance, it is indeed possible to come 

19 up with systems which are worthwhile and give the type of infor 

20 mation and provide the safeguards necessary. 

21 Where I have had my experience is in large files, 

22 and we are talking about massive files. Perhaps it is more 

23 difficult, but I don't believe so. I think that by setting up 

24 proper guidelines it is possible to do things and to get the 
deral Reporters, Inc. 
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systems. 

2 Now, corning to another point with regard to the 

3 social security number, I believe that again we have got the 

4 official use of the number and the unofficial use of the number 

5 and I think there should be a very great distinction as to the 

6 use of these numbers in either the official or the unofficial 

7 sense. 

8 Now, as one in industry who has used the social 

9 security number in an unofficial capacity and of essentially 

10 piggy-backed on that, it has been very helpful. But the helpfu 

11 is not from the fact it is tied with the Social Security Adrnin-

12 istration or anything else. It is helpful from the standpoint 

13 . that it is known by the people, that it's another identifier 

14 which is conunonly available to them. 

15 I think that I want to again express my cautious 

16 optimism that I think some things can come out of these things 

17 and systems can be built and devised that will meet the objec-

18 tives people have in mind. I've seen it happen. 

19 MR. GALLATI: I would like to pick up on that just 

20 a moment, if I may. 

21 It seems to me the basic problem we are wrestling 

22 with is the individual per se and his liberties and freedoms 

(_ 23 and his frustrations. And I think what necessarily will be a 

24 problem in this and all other types of information systems of 
!deral Reporters, Inc. 
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( He gives information -- and I am not talking about a person 

2 who has committed a crime and therefore has forfeited some of 

3 his right to retain information. But the person, for example, 

4 is asking for welfare, and he has committed no crime, he's en-

5 titled to protection, and yet he gives certain information to 

6 us which we require in order for him to obtain this benefit. 

7 But he finds now that that information is not going to be 

8 limited to this purpose for which he gave it but may be used 

9 across the board for many, many things. And he has lost contro 

10 of this information. 

11 I think it is this feeling of helplessness and 

12 powerlessness on the part of individuals that we have to recog-

13 nize as the basic problem in the discussion of universal iden-

14 tifiers or any massive information system which has linkages 

15· which go beyond the original intent. 

16 Now, if we can provide -- and I think we can, as 

17 Jerry points out -- in computerized systems, some way in which 

18 the individual can retain control of the information about 

19 himself, which is his data, which is a property right in fact, 

20 and certainly a personal right and a privacy right if we can 

21 control this data in such a fashion that no matter how much 

22 government wants to help the person, and therefore we should 

23 bring all this today together so we can do a better job to help 

24 him, if this individual says, 11 ! don't want you to have that 

ederal Reporters, Inc. 
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for this purpose, and whether there's lots of data floating 

2 around all over the Federal government, State government or 

3 local government, I will only release so much data to you," or 

4 ... I will release all of this data" -- but at least it is within 

5 the control of the individual. I think this is the problem, th 

6 fundamental problem, that is provided for by universality of 

7 record-keeping through linkages of universal numbers, and so on 

8 MR. BAGLEY: Maybe the individual ought to know who 

9 is looking, just the simple entry. 

10 MR. GALLATI: Precisely. Who is looking, why he is 

11 looking, and what information I want to give him. 

12 MR. BAGLEY: If you are looking at my records, I 

13 want to know, particularly if I get anywhere near New York. 

14 MR. WARE: Bob, that's a rather extreme view. Here' 

15 a less extreme one. 

16 The public data banks have positive value to society 

17 And you're running one, for example, thathaspositive value to 

18 society. What society gives up in exchange for that reward is 

19 certain element of its privacy or certain element of its freedo 

20 or certain willingness to have data about itself circulate. 

21 That's the exchange. And the real issue is where do you contro 

22 that trade-off. 

( 23 MR. SIEMILLER: This seems to be what Senator Ervin 

24 is talking about all the time in his hearings he's holding, the 

'deral Reporters, Inc. 
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( 
and some he thinks is plain asinine, particularly some of what 

2 the Social Security Administration has asked for in the past. 

3 MR. HESS: I will see you afterwards. 

4 (Laughter.) 

5 MR. SIEMILLER: I didn't say it wasn't useful. I 

6 said the Senator couldn't see any use for it. 

7 And I think this gets into what goes into a data ban , 

8 what kind of information, is of a real concern to the citizenry 

9 of the nation. What kind of data are you going to collect? 

10 What purpose is it going to be used for? 

11 And the answer most always is if it's something that 

12 is some silly question of how many bathrooms yodve got in your 

. 13 house and who uses which one, or something like that, they say 

14 it's J:elpful for research and one thing and another. But peopl 

15 just don't believe that as yet, and I don't think you' re going 

16 to force it down their throats and have them readily accepting 

17 the giving of this information without a heck of a lot of pro-

18 test. 

19 SECRETARY RICHARDSON: There are some kinds of in-

20 ·formation which may be useful, for example, for economic survey 

21 purposes, Census Bureau compilation, to have without necessaril 

22 tying it to any individual. 

23 I think this is often true, for example, of informa-

24 tion surveys made by the Social security Administration in orde 

ederal Reporters, Inc. 
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social security benefits. But these are often collected on a 

2. blind basis in the sense that you can't go back from the data 

3 to the individual who furnished the information. 

4 MR. SIEMILLER: It certainly should be. 

5 MR. MILLER: Mr. Secretary, I think the problem ther 

6 may be, at least in part, public relations. I've studied very 

7 carefully the social Security Administration questionnaire that 

8 has aroused the Senator's ire, and viewed in a giddy light a 

9 number of those questions seem frivolous. "Are you happy" is 

10 one of them. "Where do you expect to be ten years from now?• 

11 And one says, "Do you telephone your mother more or less than 

12 once a month? 11 And these are people over 65. 

13 (Laughter.) 

14 But I must say everyone of those questions can be 

15 justified in terms of rational planning and resource allocation 

16 for our senior citizens. Every one of them conceivably has a 

17 useful purpose. 

18 Now, the public r~lations problem may be that when 

19 you are dealing with people in a sensitive group or a group 

20 that feels itself, rightly or wrongly, disadvantaged or at the 

21 mercy of the government, I think it behooves the agency ad-

22 ministering questionnaires of that type to go to the greatest 

23 lengths to assure the people who are asked to answer those 

24 questionnaires that there is a level of confidentiality asso-
:ederal Reporters, Inc. 

25 ciated with them, and more particularly that there is no threat 



c 
31 

no coercion, no possibility of lost benefits associated by re-

2 calcitrants. And I think, having studied a large number of 

3 the letters that flowed into Senator Ervin's office, this is th 

4 kind of apprehension that the population or some subset of the 

5 population is feeling. And as in the census field, it is irra-

6 tional, partly irrational, perhaps ill-founded, but nonetheless 

7 it has got to be dealt with, and it can be overcome through 

8 the appropriate level of sensitivity on the part of those ad-

9 ministering the program. 

10 Now, unfortunately, government doesn't always tell 

11 the people the facts of life in a way that they understand, and 

( 12 I'm sure most people would go along with. 

13 MR. SIEMILLER: There is a generation gap in asking 

14 these questions. The younger people might not have resented th 

15 as much as people 65 and older who came up in an era where the e 

16 was much more freedom of association and "do as you darned well 

17 please" than you have today. 

18 MR. MILLER: One of the things I would like to turn 

19 my attention to in the next few years is privacy in the com-

20 munity. 

21 (Laughter.) 

22 MR. DAVEY: Mr. Secretary, let me ask a question 

( 23 I think might be very helpful to the group. That is, I think w 

24 have been here now for nearly a day-and-a-half, counti~g all of 
deral Reporters, Inc. 

25 last night which was spent on things, and if we don't start 



32 

limiting the things that we look at very soon, we are never 

2 going to finish up. 

3 I think that it would be well worth our while to 

4 kind of take our 360 degree vision and kind of narrow it down 

5 . to the things you'd like to see as an output of this group, 

6 what would you see, and what the timing is. Perhaps you could 

7 restructure this in what would be most helpful from you. Do 

8 you want a 10-page summary? Do you want a 1-page summary? Do 

9 you want a 300-page summary? We can go forever if we kind of 

10 get carried away on things. 

11 And one of the things that concerns me is that 

121 without some type of real structure on this thing we will just 

13 meet and have pleasant times together but end up without any 

14 real output. 

15 SECRETARY RICHARDSON: Well, I think the point is 

16 well taken, but I will resist the impulse to be fully responsiv • 

17 (Laughter.) 

18 I can~ and shouldn't, it seems to me at this junctur , 

19 go beyond the charter of the committee which you all have. We 

20 would like you to spend some additional time beyond even the 

21 day-and-a-half you have already spent discussing and exploring 

22 the ramifications of tllese issues. And having done that, then· 

23 decide among yourselves what seems like a rational _plan of work 

24 aiming toward a deadline of some time in December. 

'deral Reporters, Inc. 
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of the length of a man's trousers. They ought to be long enoug 

2 to reach the ground or the top of the shoes. And the report 

3 should be so designed as to communicate what you have to say 

4 with whatever recommendations you may have, including any 

5 dissents from these that may be felt by individuals. 

6 I would just say on that score that I don't think 

7 you should feel that it is necessary to achieve a consensus on 

8 everything. I think the report is likely to be more useful if 

9 it points up disagreements as well as identifies the areas of 

10 consensus. 

11 I think that the significance of this committee lies 

12 in the fact that it exists at all, and th.at it is undertaking 

13 the exploration of this series of interrelated questions, and 

14 that it includes for the purpose -- and I think this is probabl 

15 a good place for me to conclude, regretfully I may add, my 

16 participation in this meeting. I think it is clear that this 

17 group does include people whose views will be both formed and 

18 thoughtful. I think you reflect a range of exposure to the 

19 subject matter, as well as a range of concern as citizens, 

20 that will go as far toward assuring the usefulness of your de-

21 liberations as it is possible to achieve. 

22 I think that perhaps as the result of these two 

23 days, Dave and his staff may be in a position to suggest to you 

24 a structure . for further work. Maybe before you leave you wi.11 
ederal Reporters, Inc. 
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c In any event, I think whatever that structure may be 

2 whatever your agenda looks like, should be the result of your 

3 own deliberations. 

4 I am grateful to you, and I can gather from the 

5 level of interest and the quality of discussion already that 

6 this is going to be a very good committee. I wish I could 

7 stay with you. It is a fascinating subject as well as an impor 

8 tant one. 

9 Thank you very much. 

10 MR. WEIZENBAUM: May I ask one small question? Is 

11 the ultimate report that we generate to be considered a private 

12 document to you, or will it ultimately become available to the~ 

13 public, or what is that situation? 

14 SECRETARY RICHARDSON: I would assume it would becom 

15 available to the public. 

16 MR. BAGLEY: That's the law. It would be wise. 

17 SECRETARY RICHARDSON: I would want to be in the 

18 position to furnish it to Senator Ervin, for example, and other 

19 who are interested. I think a lot of the value of your contri-

20 bution really will lie in the fact you will have produced a 

21 document that can become the subject of broad public discussion 

22 or even debate. 

23 MR. WEIZENBAUM: Thank you. 

24 SECRETARY RICHARDSON: Thank's again to all of you. 
edera I Reporters, Inc. 
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c MR. MARTIN: I trust that most of you met last night 

2 Tom McFee who is sitting on my right who is Deputy Assistant 

3 Secretary for Management Planning and 

4 MR. MCFEE: Technology. 

5 MR. MARTIN: -- Technology. 

6 Tom has for some time had responsibility in the 

7 Office of the Secretary, at that level of the Department, for 

8 the collection of information by HEW. Tom can't be with us 

9 very much longer this morning. He said that he would be willin 

10 -- and I am delighted he will -- to give a brief explanation or 

11 account of the present climate for control of the collection 

~ 12 process which is, as you will hear, not a complete control over 

13 all collection of all information which is in any way related 

14 to lEW. 

15 But let Tom describe what it is. 

16 MR. McFEE: I really enjoyed meeting you last night, 

17 and the discussion of last night and again this morning, and I 

18 am sure that in the meetings ahead I would be more than willing 

19 to come back and meet with you. 

20 I hope that just a few comments this morning will 

21 stimulate your interest into digging deeper into the management 

22 control of policies that the Department already has in being, 

23 and some of the things that we are already working on. I hope 

24 that at a later time we might be able to schedule a more length 

deral Reporters, Inc. 
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of our internal policies that we have, as well as any advice ! 

2 could give you as to some of our experience in this area as 

3 a department and as government-wide, for that matter. 

4 I was very interested in the comments about the 

5 social security survey questionnaire that you brought up, Roy, 

6 and in particular the one that Senator Ervin is very much in-

7 terested in, because that is a very good example of where we 

8 do have some fairly good controls in the Department already in 

9 existence, and is an area that there is legislation which has 

10 been on the books since 1942 that controls such activities. 

11 I don't know whether you have brought this up yet in 

12 your particular discussions, but the Federal Reports Clearance 

13 Act of 1942 was the first piece of legislation that I know of 

14 that attempted to address some of the problems of collection 

15 and control of information within the Department. And you 

16 should dig in, I think, very deeply into it, what it has been 

17 able to do in the 30 years or so that it has been an the books, 

18 and what some of the particular problems with it are. 

19 I have in the Department the responsibility for the 

20 implementation and the running of that aspect of the legislatio 

21 as well as the Department's responsibility for internal data 

22 systems as far as policies are concerned. And the aspect of 

23 it that I think interests you is through the Federal Reports 

24 Clearance Act. Every request for information for more than ten 
ederal Reporters, Inc. 
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1 Management and Budget, and there is a very elaborate machinery 

2 within the government which reviews ease by case everyone of 

3 these surveys. And the particular one that you brought up that 

4 was run by the Social Security Administration did go through 

5 this clearance procedure. 

6 Now, the origi~al intent of the Federal Reports 

7 Clearance Act was to cut down and to reduce the burden on indus 

8 trial suppliez:s of information to the Federal Government. And i 

9 was that intent that brought it into being and got it passed. 

10 The various groups in industry felt they were being burdened 

11 by multiple requests from the Fedem.l Government for information 

12 about their financial activities. 

13 The intent of the law, although it was that, has 

14 very much given us a control mechanism to review the surveys, 

15 not only for duplication and for cutting down the burden on re-

16 spondents, but also allows us to provide those kinds of guide-

17 · lines internally that we want to look at the kinds of informa-

18 tion that we are collecting, and to provide some internal con-

19 trols within the Department and other Federal agencies to pro-

20 hibit or restrict or control the collection of information. 

21 We have used it very effectively this way. Although 

22 we have Department-wide guidelines that are fairly general, eac 

23 one of our agencies and programs has very specific guidelines a 

24 to the kinds of information. And they have to justify on a cas -
·ederal Reporters , Inc. 
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and the true need for it. 

2 And the particular one you mentioned, it did come 

3 under very, very rough scrutiny at the Department level as to 

4 whether indeed, from the standpoint of good research, good 

5 design, good evaluation design, were these questions relevant, 

6 were they necessary. 

7 And I think Arthur's comment is very relevant. We 

8 don't do a very good job in our PR work to explain the reasons 

9 for many of these kinds of questions. And we, from a manage-

10 ment standpoint, have a very difficult time sometimes and f o 

ll those social scientists in our midst I'll direct this to them 

12 -~ of convincing the researchers that there must be some trade-

13 off in the kind of feasibility as to what we can do as a perfec 

14 design, a perfect control mechanism, or something. 

15 So there is always a meeting of the minds when we 

16 have to decide upon these things as to whether it is indeed 

17 necessary, and the kinds of information that we run into and 

18 the problems of sensitivity of collection of information is 

19 very great when you look at the Department and its wide range 

20 of activities and especially in the research arena, in the menta 

21 health arena, in the family planning arena, ·et cetera. You 

22 can see some of the problems we get into in invasions of priva 

23 confidentiality, all the way across the board, including re-

24 ligious affiliation, political affiliation. And these types of 
'deral Reporters, Inc. 
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Now, I will close on this conunent: 

2 Although I think we do a fairly good job in control-

3 ling the input into the systems -- and again we are talking 

4 about not only those things that the Federal Government collect 

5 under this act, but this act also requires a clearance of the 

6 contractor and the grantees that are operating in our behalf, 

7 although it doesn't cover the individual organizations that 

8 have broad responsibilities acting as our agent. Those that 

9 are specifically directed by us that would go out on a survey 

10 and say, "I am doing this on behalf of, the Federal Government," 

11 and consequently would use the Federal Government as a vehicle 

12 for the excuse of collection, it does cover those types of 

1 3 activities • 

14 Although we have pretty good controls on that, the 

· 15 place where we are really in trouble -- and I am working very 

16 hard on it -- is once that information gets within the mechanis 

17 that collects it, we don't do a very good job on the internal 

18 controls within our data systems for the continued protection 

19 of this. Many times ~e give pledges of confidentiality, and 

.20 in some places in the Department -- al though we are fast trying 

21 to track these down -- these pledges are not backed up by a mec 

22 anism to see·, for the next five years , the manipulation and 

23 control of this data is controlled. Although in some areas, 

24 such as social security, such as our vital statistics at the 
ederat Reporters, Inc. 
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mechanisms. But although the control aspect is pretty good, I 

2 can't tell you that we have done as well with our internal data 

3 mechanisms. 

4 So that is kind of the background. I would be glad 

5 to come back and go into more detail as to how we work on it in 

6 your deliberations in the next few months. 

7 MR. MARTIN: Tom, let me ask you one question which 

8 arose out of a number of comments that were made yesterday. 

9 Several people commented yesterday that one has the 

10 impression of the Federal Government generally, and perhaps 

11 with no exception at least, if not particularly, in the case of 

0 12 HEW, that enormous amounts of information are sought, are ob-

13 tained in connection withthe operation of programs, often re-

14 dundantly but most significantly often with no sense of what 

15 happens to it, what use is made of it. 

16 Is the Federal Reports Clearing Act process intended 

17 to provide a process for getting at that, assuming you agree 

18 with the observation, which you may not? 

19 MR. McFEE: I think the observation is generally 

20 wrapped up in what Arthur said about the public relations job. 

21 Generally, the machinery I think does a fairly good job to de-

22 termine that information that is collected is indeed needed in 

23 some way, either in the actual operation of the program or in 

24 particular evaluations and particular research aspects of the 
ideral Reporters, Inc. 
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Now, many times information is collected for that 

2 latter purpose that isn't specifically involved in the benefit 

. 3 payments. The particular Senator Ervin request about, "Are 

4 you happy, 11 was not a survey that was involved in the specific 

5 application program, but it was very vital to find out about 

6 what the future benefit loads would be and how many people were 

7 going to retire early. In fact, the whole purpose of the 

8 survey is to get some feel on how many people were going to be 

9 retiring early based upon experience of retirees that were 

10 already in the system. 

11 So one of the problems is that we do distinguish be-

12 tween the information that is needed for the manipulation of 

13 the actual program, the benefit payments, et cetera, and that 

14 is needed for research and evaluation on the program. And we 

15 do not limit them to just the administrative data collection. 

16' Sometimes we do not distinguish between these in the public re~ 

17 lations sense so that people realize that this other kind of in 

18 forma·tion is not necessary for the actual administration of the 

19 program. Plus, we are very careful in trying to tell people 

20 that provision of this other kind of information is on a 

21 voluntary basis and their benefit payment does not bear whether 

22 they have to answer this or not. 

23 In fact, the actual collection of some of the in-

24 formation in the social security program itself -- Art, the 
!deral Reporters, Inc. 
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That is a voluntary actual type of information. And legally, 

2 the Social Security Administration could not deny the issuance 

3 of a card or the issuance of benefit payments if one refused to 

4 provide that kind of information. 

5 Now, we don't always do a good job of the PR aspect 

6 . of it to make sure that we have gone out of our way to inform 

7 people that this is not necessarily the case, it is voluntary. 

8 MR. WEIZENBAUM: I think it has to be said that it's 

9 not an entirely public relations question in the sense indicate 

10 by the initials "PR. II I think what has happened quite general! 

11 for a large number of reasons is that people in large measure 

12 longer trust the government in a very important sense, and es-

13 pecially people who feel themselves to be ut~erly dependent on 

14 the government, for example pensioners and people of that kind. 

15 A simple statement to the effect that you are free 

16 not to give this information or no action will be taken against 

17 you, and so on, that in itself sounds threatening. And in view 

18 of the large number of promises that the government has already 

19 broken, or is perceived to have broken to the people -- for 

20 example, again coming back to the very initialization of social 

21 security, that is the dog tag issue, which says on your social 

22 security card, "This number is not to be used for identificatio 

23 and in fact .it is, and it is increasingly so used, and so on. 

24 I think it's misleading to label it a PR issue. It 
!deral Reporters, Inc. 
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Social Security Administration and HEW generally could help the 

2 rest of the government, as well as be helped by the rest of the 

3 government, by reversing this trend as well -- not by PR tech-

4 niques. It's not a question of technique. It's something deep r. 

5 MR. SIEMILLER: Also when you send out a question-

6 naire and use a ·phrase, "Are you happy, " you ought to give a 

7 definition for "happy." 

8 (Laughter.) 

9 Really, are you happy about what? To some people 

10 happiness is a Scotch and water, to other's it's a pretty girl, 

11 and to others is the rent paid, have you got food in the house. 

12 It could be any nWnbbr of things. 

13 MR. BAGLEY: Can I have all four? 

14 (Laughter.) 

15 Not necessarily in that order. 

16 MR. DeWEESE: Torn, I was going to ask if you know of 

17 any specific cases where under the 1942 Clearance Act that OMB 

18 has actually stopped a questionnaire which in their opinion wen 

19 too far? 

20 MR. McFEE: Hundreds. We have about a thousand a 

21 year that are cleared in the system, and I would say that at 

22 least -- I haven't got the actual figures with me, but I would 

23 say that probably 30 percent of them are in some way modified 

24 or changed as part of the process. 
"ederal Reporters, Inc. 
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c l least a dozen that have been totally stopped, and so completely 

2 turned around that they no longer look like the original pro-

3 posals. 

4 MR. MILLER: On what grounds? For what reasons? 

5 MR. McFEE: A wide variety of reasons. Burdens on 

6 recipients that have been very vocal, and therefore we do not 

7 want to continue that kind of thing on the basis of just no 

justification of the particular question or survey on the 

9 basis of what is needed. 

10 There is not a hard set of criteria, and each one is 

l l handled on an individual basis. But I would say the majority 

12 of those that have been stopped have been because of complaints 

13 from the grantees that we deal with that either this inforrnatio 

14 is too expensive for them to collect and provide to us, or is 

15. already being given through another particular set of circum-

16 stances, or is just not relevant to anything that they can de-

17 termine. 

18 And they are very vocal. In fact, surveys have been 

19 stopped after they have been approved when they have hit the 

20 field, and OMB has been deluged with complaints and we have 

21 actually stopped them. In this area we have stopped contract 

22 surveys in the middle of the survey because of particular 

23 pressures from the outside. Those are ones that have already 

24 come through the process. 
ederal Reporters, Inc. 
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confidentiality and problems of sensitive kinds of information. 

2 And I use the example of the family planning area because I 

3 probably spend about ten percent of my time that I spend in thi 

4 area worrying about problems in this area, because of the close 

5 connection between religious aspects and the family planning 

6 thing. 

7 We have one survey that asks, "When was the last ti 

8 you took communion?" to get to the problem of whether you re all 

9 are a practicing Catholic or not. And these kinds of question 

10 are handled very, very carefully. 

11 These have to be justified on a very, very sound 

12 basis, that this is vital for the research design, and that you 

13 just can't carry o~ the program of research you are concerned 

14 with without this kind of information. Plus, the relationship 

15 of these has to be very carefully explained so that if indeed w 

16 do approve it after this fight, so to speak, we have available 

17 kinds of information in layman's terms -- and this is very impo -

18 tant. To a social scientist researcher this is no problem; I 

19 can explain to him the relevance to these things. But take 

20 poor person who is getting hit with the survey. We have to 

21 the explanation in a form so he can understand it. 

22 And the happy question is just one of those. We had 

23 to have an answer available to attempt to justify the need for · 

24 that particular thing. That one wasn't one in that survey that 
·deral Reporters, Inc. 
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MR. BURGESS: Are you very satisfied, somewhat satis 

2 fied, or not satisfied that things are working? 

3 MR. McFEE: We ought to have the survey here. 

4 MR. HESS: There are a lot of value judgments and 

5 differences of professional opinion as to the validity of some 

6 of the things that professional researchers feel is necessary. 

7 .And as Tom has been indicating, quite aside from the profes-

s sional justification, the whole reports clearance process is de 

9 signed to consider "Is this trip necessary?" from the point of 

10 view of the administrative considerations, the cost, benefit 

11 relationships, and the image of the program. 

12 And I must say as a program administrator that I 

13 didn't know about the happy question until it surfaced. Had it 

14 come to my attention in a research context I might not have Qee 

1 5 very concerned about it. 

16 But now that I know what I know, if somebody had tol 

17 me ahead of time that it would surf ace and generate this kind o 

18 situation, I would have said to the researchers, "Is it that 

19 important? It has got this potential for just a lot of misunde -

20 standing and a lot of administrative grie.f. Is it that impor-

21 tant?" 

22 And it may very well be that the Office of Aging and 

23 some of the academic people would have said in terms of the re-

24 search design, "This is a valid question." 
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l it is too fraught with this or that." 

2 hnd if we had rtot said it, OMB might say it, Tom 

3 McFee might say it. 

4 But I can testify from long experience with this pro 

5 cess that there is a very searching, "Is this trip necessary?" 

6 MR. MILLER: I for one am somewhat sympathetic to th 

7 effort that goes in. I have been convinced of that over the 

8 last couple of years, that this is a legitimate effort to scree , 

9 but the whole process still can be criticized as being a 

10 "looking through a one- way mirror, 11 because the only people in 

l l on the process of screening are researchers, data users and OMB 

12 officials thinking about cost effectiveness and duplication. 

13 MR. IMPARA: Excuse me. Let me react to that becaus 

14 that is not the case, at least universally. In the Office of 

15 Education, for example, the only HEW --

16 MR. MILLER: Well, I don't want to quibble as to 

17 whether it's. 100 percent, 98 percent or 90 percent. It just 

18 happens to be the fact because this is one of the glaring prob-

19 lems. 

20 MR. HESS: There should be a lot of consumer input. 

21 And OMB does have advisory committees with industry and consume 

22 input, but I think your observation is very .good. Anybody that 

23 ·engages in data gathering of this kind might well consider 

24 setting up a good sounding board or a good public advisory grou 
!deral Reporters, Inc. 
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the receiving end. 

2 MR. MILLER: That is exactly what the Census Bureau 

3 ran into in 1970 with that question about the bathrooms -- per-

4 factly reasonable question, badly phrased, because nobody insid 

5 Census viewed the question from the perspective of the man who 

6 is being asked to respond to it. And more of that, it seems to 

7 me, is something that should be thought about. 

8 MR. DeWEESE: Sir, it just seems to me ·if you want 

· 9 to try to get at the public confidence problem·, that the best 

10 way to do that is to put the locus regulation outside of the 

11 Federal Government somewhat. I think that is a major direction 

12 I think Congress is going to have to consider when they talk 

13 about passing controls in this area, that the same people who 

14 collect information basically, as Professor Miller just said, 

15 shouldn't be the people who are passing judgment on whether the 

16 surveys infringe on personal privacy. 

17 MR. BURGESS: A comment and an observation both. 

18 Fir~t, on the point about the kind of reviews that 

19 are made of survey instruments, as a social scientist I want to 

20 go on record as favoring that although there are many who are 

21 opposed to it for all kinds of reasons. 

22 I think not only is the problem of privacy and the 

( 23 appropriateness of questions and all these kinds of things on 

24 the one side, but on the other side we are increasingly finding 
ederal Reporters, Inc. 
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In large urban areas we've got data that show that 

2 in many places over 50 percent of the people have been subjects 

3 of interviews two or more times in their lives. And to the 

4 extent that we value survey instrwnents as a way to gain self-

5 knowledge about society, then there is a public interest at st 

6 · in reducing the number of contacts these people have with surve 

7 researchers, whether from the private sector or public sector. 

8 I think this kind of effort is extremely important. 

9 The question I have is going back to your role in 

10 the internal data systems. There is a preswnption in much that 

11 is written and much that is said that there would be tremendous 

12 benefits gained by the use within the Social Security Adrninis-

13 tration of a common identifier that would apply across all 

14 programs. And I am wondering if that has been the subject of 

15 careful analysis in any way or whether the efficiency or in-

16 efficiency of whatever system exists today has been the subject 

17 of careful analysis, or is this an assumption that simply seems 

18 logical and therefore is often made. 

19 MR. McFEE: I don't quite understand the question, 

20 whether we have internally within the Department from a technic 1 

21 standpoint made any analysis of the benefits within the Depart-

22 rnent to a universal identifier within the Department. 

23 MR. BURGESS: Yes, in terms of data management, 

24 accounting, program accounting, evaluation. 

Federal Reporters, Inc. 

25 MR. McFEE: Let me say this. From the internal 



50 

aspects of the Department, the common identifier is less of a 

2 problem than you might think, because of the fact that the 

3 majority of our Department operations do not get involved in 

4 the collection of data about individuals. 

5 We do collect a great amount of information about 

6 institutions, organizations, State and local government arrange 

7 ments. And the use of a common identifier has come to the poin 

8 in the Department where it is far more important to go to what 

9 we call the vender number, and we do have a common identifier 

10 of venders. These are people that we deal with -- organization , 

11 et cetera. 

12 And we do not use the social security number as the 

13 identifier across the Department in our dealings with institu-

14 tions. We do use it as the identifier for individuals when we 

15 deal with individuals. So we have a common what we call vender 

16 code for the Department. 

17 Now, we have not spent that much time concerned with 

18 the internal workings of a personal identifier, because the lar e 

19 part of our operations are of a statistical nature where we do 

20 not get down to the individual. 

21 MR. BURGESS: What about the service delivery side? 

22 Have studies been done on that? 

23 MR. McFEE: Most of those are done in state and 

24 local governments where the actual information about the par-
!deral Reporters, Inc. 
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done at the State and local government. 

2 MR. MARTIN: Let me take a cut at answering your 

3 question by an assertion I make in part to trigger a response 

4 from Art Hess who may from his experience have a basis for 

5 either saying that my assertion is wrong or agreeing with it. 

6 I would assert that the decision reflected in the 

7 Executive Order of 1943, or whatever it was, to use an identi-

8 fier for all Federal filing purposes throughout the Executive 

9 Branch, the social security number, was made on the assumption 

10 that this was a sensible thing to do in default or without any 

11 prior analysis. And I would assert further that the decision 

12 which is in process of being made, to which Art Hess referred 

13 earlier, that the social security number will be used in all 

14 Federal cash benefit programs as a means of checking the integ-

15 rity of the administration of those various systems, is being 

16 made ~n the assumption that it is the sensible thing to do on 

17 the basis of no analysis and largely for political reasons. 

18 Comment? Reaction? 

19 (Laughter.) 

20 MR. HESS: I think your first assertion with respect 

21. to the 1943 decision I would be not inclined to challenge at 

22 all ~ The second one I might want to take some time to qualify. 

23 But for these purposes, I think I'll let it ride. 

24 MR. MARTIN: Let's have a coffee break and come back 
'ederal Reporters, Inc. 
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MR. MARTIN: Could we come to order, please. 

2 I take it that what we might now address is the 

3 structuring of the task which this committee is going to under-

4 take. And as we do that, or after we have done that, I hope we 

5 can also identify as specifically as possible what the committe 

6 sense is of the additional resources which the corrimittee feels 

7 would be useful to bring to bear on this undertaking. 

8 This could, and perhaps should, include input from 

9 other government agencies than HE'vv. We start with the under-

10 standing that we have a fair amount of capability within HEW to 

11 get a lot of things done. But there may be other government 

12 agencies whose input we want to get, and there may be individua s 

13 or organizations in the private sector that we wish to include, 

14 and a number of you who bave, as I surmised you might in some 

15 comments made yesterday, have access to students who are in-

16 terested in and capable of doing work that would help the 

17 analytic process for the committee, certainly no difficulty 

18 about enlisting their participation. 

19 MR. WEIZENBAUM: I suppose you mean not necessarily 

20 in Washington, or even preferably not in Washington, like for 

21 the summer, for example. 

22 MR. MARTIN: Exactly. 

23 MR. WEIZENBAUM: In Cambridge. 

24 MR. MARTIN: Wherever they are or wherever it would 
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MR. BURGESS.: Not all in Cambridge. 

2 MR. BAGLEY: Not all people in-Cambridge are student . 

3 MR. MARTIN: Tay Deweese has asked the question woul 

4 this be on a paid basis, and the ahswer to that is the cornrnitte 

5 has a budget, that is we have a budget for the activity of the 

6 committee, and that budget can be used in part for paying for 

7 services rendered in the committee's undertaking. 

8 We also can, in the case of other government agen-

9 cies, perhaps where what the committee is going to be under-

10 taking is of interest to and within the scope of authority to 

ll support of other government agencies. I have in mind, for ex-

c 12 ample, the National Science Foundation, perhaps work out arrang .-

13 ments for them to provide support for the undertaking in the 

14 service of their programs. 

15 Would someone like to start the process -- we starte 

16 it a bit last night, and I guess we ought to pick up really 

17 from where Nancy Kleeman left us. 

18 MR. WEIZENBAUM: Excuse me for intervening with a 

19 ·piddling question, but there are, of course, students who are 

20 interested in this sort of thing. If I were to go back, say 

21 tomorrow, and talk to some of them, there isn't much time be-

22 tween now and the end of the semester -- there's only a month 

23 or so -- and surely one of the questions they would ask is 

24 what kind of pay, for example. That is certainly a question 
edera I Reporters, Inc. 
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MR. HARTIN: I assune that the arranCJements that we 

2 would make with respect to students would be made in the fashio 

3 that these kinds of arrangements nornally are be~w~en the 

4 government and a university-based undartaking, and that what 

5 the students would be paid would be related to or governed by 

6 the policies of the institution which are already constrained 

7 by a host of terms for doing business with ~le government. 

8 MR. WEIZENBAUM: I suppose that the thing to do is, 

9 if a specific instance develops, simply get on the phone and 

10 talk to you about it and take care of it case by case. 

l l MR. MARTIN: Yes. We could, for example, appoint a 

12 student or a person with relative competence as a consultant 

13 to the Department, to this cornrni ttee, ~o do a particular task. 

14 Or we could contract with an ins-ti tution, with a member of the 

15 commi ttae or a qualified person as a "principal investigator" 

16 of the undertaking, and the undertaking would include students 

17 whose rate of compensation would be governed by the policies of 

18 the institution • 

19 .MR. WEIZENBAUN: Enough said. Thank you. 

20 HR. MAR'l'IN: I think the mechanics of it would reall 

21 better wait definition of what we want to do. 

22 HR. DAVEY: Before we get to the structuring, I 

( . 23 think both Gertrude and John worked quite a bit last night and 

24 have something on the back of that blackboard they could presen . 

Federal Reporters, Inc. 
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1 together next? Would this be an appropriate time, because I 

2 have to leave. 

3 MR. BAGLEY: We do, too, and it would be an appropri te 

4 time, at least for us. Are we talking about two weeks or two 

5 months? 

6 MR. IMPARA: Can we determine when we are going to 

7 meet next without knowing how we are going to be organized? 

8 MR. DAVEY: I think so. I think all we need to do i 

9 set a date. 

10 MR. BAGLEY: Let's not debate. Let's just have 

11 somebody tell us. 

12 MR. DOBBS: Is Frederick not collecting information 

13 which is related to that? 

14 MR. MARTIN: That was related to meetings outside of 

15 · Washington, so-called regional meetings, and my sense is we are 

16 going to want another meeting of the committee before we have a 

17 regional meeting of any sort. So I guess what we are talking 

18 about is when will the committee next meet. 

19 MR. DAVEY: Yes. What about May 6 or May 7? 

20 MR. MARTIN: That's fine by me. I think a May 

21 meeting, early to mid-May meeting, ought to be fruitful. It 

22 seems to me it depends a little on what we are going to accom-

23 plish between now and the end of the year. I have a little 

24 trouble with setting the next meeting before we decide what we 

'ederal Reporters, Inc. 
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we know nothing will have been achieved on by the time of a 

2 date that might arbitrarily be set 

3 MR. DAVEY: There is an advantage of having a date 

4 because you somehow or other manage to get the things done that 

5 need to be done. 

6 MR. WARE: That's only two weeks. 

7 MR. DAVEY: May 7th. Three weeks, four weeks. I 

8 don't care what time. Let's set a date. 

9 MISS KLEEMAN: We do have a calendar. This little 

10 calendar is Hay and it runs vertical. 

11 MR. DAVEY: Is the 15th of May a Monday? 

12 MISS .KLEEMAN: This is where we are right now. So 

13 the 17th of May would be here~ 

14 MISS HARDAWAY: How many weeks involved? 

15 MR. DAVEY: It is convenient to have it on a Monday 

16" or a Tuesday or a Thursday or Friday so you don't spend all 

17 your 

18 MISS KLEEMAN: There is the option of meeting on 

19 · some weekend. 

20 MR. DAVEY: Th~t's fine, too. 

21 MR. ARNOFF: Where are the domestic lawyers around 

22 here? 

23 MR. BAGLEY: There goes another marriage. 

24 (Laughter.) 
1deral Reporters, Inc. 
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MR. DeWEESE: I will second that. 

2 MISS KLEEMAN: Speaking on behalf of Don Muchmore 

3 who is leaving the country on the 23rd of May, which is a 

4 Tuesday, if we could do it a couple of days earlier he would 

5 like to be able to be with us. 

6 MR. GALLATI: How about the week of the 15th? 

7 MR. DOBBS: How about the 18th and 19th? 

8 MR. MILLER: American Law Institute meets the 15th 

9 through the 18th so that is perfect for me. 

10 MISS KLEEMAN: The 18th and 19th is a Thursday and 

11 a Friday. 

12 MR. DAVEY: That's great. Fine. 

13 MR. ANGLERO: Can we establish some kind of rule as 

14 to the days of the week. Tuesday and Monday, they are not good 

15 for me. I don't know about all of you. For me it's weekends 

16 or Thursdays or Fridays that are good. 

17 MR. WEIZENBAUM: Weekends are not good for me. It's 

18 really the only time I can get any work done. It's a fact. 

19 MR. ARNOFF: Is Thursday and Friday all right? 

20 MR. WEIZENBAUM: Yes. 

21 MISS KLEEMAN: How many prefer weekends? 

22 MR. ARNOFF: We are a working legislature in Ohio as 

23 distinguished from California. 

24 (Laughter.) 

MR. BAGLEY: You have to work harder, my friend. 
'ederal Reporters, Inc. 
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(Laughter.) 

2 MR. AR..~OFF: We have a right of privacy law, though. 

3 MISS KLEEMAN: How many people prefer Mondays and 

4 Tuesdays? 

5 MR. MARTIN: Nancy, · let's concentrate on the next 

6 meeting, particular days. What I hear is the 15th through 17t 

7 is out. I think we are down to the best four days, from 18 to 

8 21. What is the b~st two succession of the four-day period of 

9 May 18 through 22? 

10 MR. WEIZENBAUM: Let's start with 18 and 19 and see 

11 what happens. Who can come on the 18th and 19th? 

12 (Show of hands • ) 

13 MR. MARTIN: 19 and 20? 

14 MR. WEIZENBAUM: I prefer 18 and 19 but I can come. 

15 Do it the other way around. Who can't come? 

16 MR. MARTIN: Who cannot come any one of those four 

17 days? Or who cannot come 18 and 19? 

18 (Show of hands.) 

19 May 19 and 20, who cannot come? 

20 (Show of hands.) 

21 20 and 21? 

22 (Show of hands. ) 

23 And 21 and 22? That is Sunday and Monday. 

24 (Show of hands. ) 
edera I Reporters, Inc. 
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l dropouts. 

2 It will be in the Washington area. It might be here 

3 One inhibition we have about holding a meeting in th 

4 most convenient place logistically, namely the HEW North 

5· Building, in a conference room, is the assumption that we lose 

6 a lot of you to other activities in Washington . . We brought you 

7 out here, and a certain number of you managed to escape us from 

8 here. 

9 (Laughter.) 

10 Candidly, if we are going to get work done and you a e 

11 going to be on this conunittee and you are going to come to 

12 meetings, this is not just a way of getting to Washington. And 

13 I think anybody whose performance -- and I am real~y quite 

14 serious about this, having served and been lectured this way, 

15 I don't have any inhibition about lecturing you -- we come to 

16 meetings and we ought to come and staywith the meetings and get 

17 work done. And there are all sorts of other days to do things 

18 in Washington. Otherwise, it makes it very difficult to have 

19 any kind of general participation and continuity of attention 

20 to what we're doing. 

21 I would be delighted to hear we could hold the meet-

22 ing in Washington in the Department conference room if I could 

23 be sure that this isn't going to result in your disappearing of 

24 into the interstices of HEW or the city of Washington to carry 

!deral Reporters, Inc. 
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I wish you would be as candid with me as I am trying 

2 to be: with you. 

3 \le can <;et you away where we minimize the temptation 

4 if you need that kind of reinforcement. 

5 MR. MILLER: I cannot honestly say I am beyond temp-

6 tation. 

7 (Laughter.) 

8 MR. MARTIN: We will diminish the temptation by 

9 meeting somewhere other than HEW. HEW North Building is not a 

10 nice building itself. 

11 MR. WEIZENBAU~1: Notice how the tone of management 

( 12 has changed now that we've been sworn in. 

13 (Laughter.) 

14 MR. MARTIN: Okay. Ive have taken care of that now. 

15 MISS GAYNOR. I think before we go into structure 

16 · things I would like to contribute to the group some of the prob 

17 lems that ws have in our heal th system, or should I say non-

18 system -- the interrelationships and the necessity for estab-

19 lishing some type of collection and some kind of retrieval 

20 for the delivery of health care to patients, which is our prima 

21 reason for being in axistenca. For instance, you heard from 

22 education and you heard from welfare, and. health touches all of 

23 these points. And I think, as the Secretary said this morning, 

24 that we in health are thinking of a whole person, and· we have t 
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information. 

We also need the ability to retrieve information 

3 for the doctor in order to treat a patient. 

4 Now, I think you've been reading, it has been in the 

5 newspaper for days and months and years, about the ineffective-

6 ness of our health care delivery systems. Data systems really 

7 have not addressed themselves, I think, completely to the whole 

8 concept and let's go onto the whole idea of medical records. 

9 For physiological testing, they have done a fairly 

10 good job. This is fairly easy where you can attach the machine 

11 and get all the kinds of physiological responses that you need. 

12 But in the area of medical records and with the advent of 

13 Medicare and Medicaid, it has become a horrendous job for 

1·4 hospitals to really gather the kinds of information that the 

15 government wants in relationship to getting reimbursement 

16 through Medicare and Medicaid. 

17 So we need the ability, really, to have central data 

18 systems. And I can just give you one little example, for 

19 instance, where let's say we have a mother who is on Aid to 

20 Dependent Children, and we get a report she has been in the hos 

21 pital and we want to follow her up. And by the time we get 

22 this report back, let's say it's a week or so, and this mother 

23 may have moved. But we have access to be able to get into a 

24 welfare system and say, "Where is this patient located now so 
!deral Reporters, Inc. 
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These are many of the problems that are involved in 

2 trying to deliver care in a community. 

3 For instance ·' I work in a hospital, in a so-called 

4 low-economic area. We, too, are trying to get people into the 

5 health system, and by utilizing a number, a social security 

6 number, we do it for the purpose of being able to elicit the 

7 kind of information we need and to do the kind of f~llow-up we 

8 need. 

9 There are so many, many programs, and I think I 

10 brought this point up yesterday, too. I wanted to know just 

11 what HEW is doing about programs. But we are faced with the 

12 same kind of situation in the hospital field. 

13 Now, one thing that bothers me, though, with the 

14 whole advent of data systems and retrieval of information, now 

15 we have more people handling metlical records than ever before. 

16 The other thing is that we view our medical records 

17 as a legal document. So therefore, we have to have the patient s 

18 · consent in order to release any kinds of information relative 

19 to that patient himself. So we have this kind of built-in lega 

20 thing that's involved. 

21 Also people are becoming more sophisticated about th 

22 care of medicine and, along with the whole legal aspect in 

23 malpractice and things like that, leads also to our being able 

24 to have some kind of control in relationship to people who are 
ederal Reporters , Inc. 
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that record. 

2 For instance, I have just opened a neighborhood 

3 family care center, and one of the things in talking with some 

4 programmers . and with our physicians, with the type of informati n 

5 they want and the type of information we would need in a sense, 

6 too, to try to have a meeting of the minds, is one of the almos 

7 impossible things because there's a need for physicians to col-

8 lect every tiny bit of information which sometimes is not even 

9 relevant to the care of that patient. 

10 So these are some of the things. And we found we 

11 had to go back and design new records in order ·to fit into the 

12 system itself, and once we design them to try them out before 

13 we even made them a part of our system. We have this ability 

14 to do this because we are a small hospital and we are able to d 

15 a lot of little experimental things along the line. 

16 Now, we have many programs since I've been there 

17 that we've started, and what we are trying to do is interface 

18 all of these programs together so that we know that this patien 

19 under care has received the whole comprehensive range of pro-

20 grams that are important into the delivery of a health care 

21 system. 

22 So I feel that the use of the social security number 

23 in the health field is an extremely important one because, for 

24 instance, if we are being reimbursed for Medicare and for 
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as to how the dollars are spent and how we are utilizing the 

2 programs for which we have been funded through various govern-

3 ment agencies. 

4 And this is not only in municipal hospitals. I 

5 think, too, what happens in voluntary hospitals today, almost 

6 about SO percent of their funding comes through the Federal 

7 Government. And I think it's another way of looking at this 

8 whole concept of voluntary versus municipal hospitals. And for 

9 instance, with reimbursement rates, if a voluntary hospital 

10 doesn't want to treat a patient because he doesn't have any 

11 money or doesn't have a Medicaid number, the whole thrust is 

12 again back into the municipal hospital. 

13 So we in many instances bear the brunt. Whenever th y 

14 decide to cut Medicaid, whenever they decide to cut Medicare, 

15 it puts an additional burden onto the so-called municipal hos-

16 pitals. Of course, I'm not supposed to say we're municipal 

17 nospitals. We are now a public health and hospitals corpora-

18 tion, which is a public benefit corporation. 

19 But these are the things, too, that the accessibilit 

20 of information, we need them for cost management, for program-

21 wise. All of these things are very important in trying to 

22 manage, really, a hospital on a kind of cost awareness basis, 

23 and yet being able to transfer our funds between programs so 

24 that we would have good health care in our community. 
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that, but just don't restrain me because I need to really get 

2 the services out there into that cor.imunity. And I need the ac-

3 cessibility of information that is pertinent to treat that 

4 patient as a whole patient. 

5 HR. HARB: How much of the information you need is 

6 outside of your own hospital, information acquisition boundary? 

7 MISS GAYNOR: \vell, for instance, social services, 

8 which is welfare, and education. 

9 MR. WA~: Let me ask it differently then. How much 

10 of the information you need would go outside of the boundary of 

11 the City of New York? 

12 MISS GAYNOR: Not very much. But remember, though, 

13 many of these things are interfaced into State, local and 

14 Federal because in many instances our funding is State, Federal 

15 local. 

16 Now, it may not go out on an individual basis. It 

17 may go out, as the man said, on a vender number or program 

18 numbe:r. 

19 l"1R. WARE: The way you answered that prompts me to 

20 ask you again: How much infornation do 7ou have to supply out-

21 side the City of New York? 

22 MISS GAYNOR: Only statistical. 

23 MR. BURGESS: Could I ask something? 

24 MR. MARTIN: Yes. 
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people who are working these problems day to day we need to 

2 
get more of, not just the people on the committee, but docu-

3 
ments that would give us all a better view of the concrete prob 

4 
lems. 

5 Could you turn your comments around for a minute and 

6 try to give us a sense for what some of the very serious con-

7 sequences are . for the delivery of health service because this 

8 kind of information base does not exist? 

9 I think we all understand and appreciate the value 

10 on the management side with respect to program evaluation, 

l 1 cost benefit analysis, those kinds of things. But what are the 

12 deprivational aspects from the point of view of the user of the 

13 service? 

14 MISS GAYNOR: Just say, for instance, that we had a 

15 central data bank for information in relationship to health 

16 care or people who have been treated in the system~ and a 

17 patient comes into the hospital. Now he has to go through 

18 another kind of routine, and suppose it's an emergency kind of 

19 thing. He says, "I was treated at such and such a hospital." 

20 So to be able to pick up the phone and retrieve some of this in 

21 formation, it may even be a life-saving mechanism for this 

22 patient. By the same token, if, for instance, we know that thi 

23 patient is moving, let's say, to another area, that these thing 

24 would be part of a central bank where we could refer this patie t 
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information, and to really prevent people going through the 

2 same old routine again. 

3 The only problem there is in educating the profes-

4 sional staff that other people, their peers, to know as much 

5 · as they know. It's a kind of educational component that has 

6 to be in a sense built in. 

7 For instance, X-rays, and we know the danger of 

8 radiation, and we know that if these tests were done, let's say 

9 three months ago, we would be able to get the reports and 

10 things of this test and the patient would not be subjected to 

11 this again. 

12 If, for instance, we have a drug addict, and we've 

13 had a lot of problems in trying to have doctors and people who 

14 are working with records make some kind of input into drug 

15 addiction, but we need this also for treatment purposes to know. 

16 what this patient has had. We have had many deaths of people 

17· who move between programs. And because we haven't been able 

18 to elicit this type of information, medication was given, and 

19 you have this kind of reaction. 

20 So it really is in many instances a life-saving kind 

21 of device to have this information available. 

22 MR. DAVEY: One conunent I would like to make about. 

23 data processing and hospitals, it's about as dif!icult as any 

24 place that I know. 
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MR. DAVEY: It's kind of mind~boggling when you 

2 consider the environment in which they have to keep records 

3 and satisfy the various groups that have to be satisfied from 

4 what I've seen. That and law enforcement. Those are the two 

5 that are kind of pinnacles above the rest of the activities 

6 that I'm aware of in data processing. 

7 MR. MARTIN: Who would like to start developing the 

8 analysis of the task, how the committee will pursue it. 

9 MR. DAVEY: I think John and Gertrude have done so 

10 much work on it, I think it's a question of which one of them 

11 is going to present. 

12 MISS cox: I will present and John is going to 

13 supplement. He just told me something not to forget to say, 

14 and I have already forgotten it. 

15 As a consulting statistician, my job is planning 

16 surveys and experiments, and this is why some people have corn-

17 rnented about me taking notes. The only way I know how to 

18 thoroughly understand a problem is to take notes and then put 

19 it into some organized form. So I've thrown away most of those 

20 papers that you saw me writing on, and a group of us. have corn-

21 bined our thoughts and put it into sort of an outline here. 

22 This is a framework and a suggestion. Many policies 

23 have been established, and our assignment is partly to become 

24 familiar with those that are established and to make a recom-
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I think John is going to be prepared to put down 

2 additional comments, but I suggest that we go through this 

3 from what we had to suggest as a total and save your comments 

4 until the last. 

5 The automatic personal data system is what was on 

6 our sheets, the top of the sheets we were given. And we are to 

7 consider what are the issues and problems, and as Secretary 

8 Richardson said, they are complex and difficult. 

9 Now, this is looking at the total program, the area 

10 program, and is collecting and storing or aggregation of data. 

11 This is data and public records. It might be films or pictures 

12 and so on, not just data. And the guidelines that we need for 

13 collection and the sensitivity of the data. And some comments 

14 this morning on the sensitivity of data -- it is well to do som 

15 pilot work to see whether people will give you that information 

16 before it goes onto a quesionnaire, what data and public record 

17 should be collected. 

18 And it's the professional people in HEW -- and I'm 

19 tying this down to HEW -- guidelines about the type of informa-

20 tion that you really need. And then justification of that 

21 need. Not only what do you want to collect, or what do you 

22 want to investigate, but the justification of the need for that 

23 data. And that is the need of an agency, a user or a citizen. 

24 Those are just supplementary points here. 

Now, I think we had more or less decided that we ederal Reporters, Inc. 
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will deal with the welfare agency, and we are not going to deal 

2 with the components to law enforcement or intelligence agencies 

3 That would make a different picture if you are getting inforrna-

4 ti on for intelligence agencies or for law enforcement. 

5 Then the data exchange and utilization. And we coul 

6 add the service that goes along with utilization there and the 

7 data purging. 

8 I am very sure you can add onto this or take away 

9 some of them because there is a slight overlap here. But in al 

10 research planning, the first thing is to know what questions 

11 are we asking, what issues are we dealing with, and why do we 

12 need them. Then the sociological aspects. The proposed purpos 

13 and the use of the data, who is going to use that data. 

14 MR. DOBBS: Gertrude, a ques·tion. What specifically 

15 do you mean by area programs? 

16 MISS COX: Whether i~'s health or education, and sta 

17 within HEW. And I am talking about the specialists in those 

18 areas who are the first ones who are going to say what data we 

19 want to have. The data in the public or private domain should 

20 be checked. The criteria of need and right to know. That is 

21 who is eligible to have access to this data. The confidentiali 

22 The public need for this information, or the need for it in 

23 planni~g. And many people are willing to give information if 

24 is going to come back and benefit them. And so we need to thi 
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protection and due process. And I would like for us to keep 

2 that in. 

3 I think that covers my ability to get back in there 

4 and correct mistakes. And not only protecting me -- well, that 

5 is protection, but it's a process of getting that protection. 

6 Now, you note we have put the need for common, uniqu 

7 identifiers. I have several subtopics under that that we didn' 

8 have room to put on there. 

9 Let's think about the desirable and adverse aspects 

10 of having a common. What is the alternative to a common, uniqu 

11 identifier? And what does it cost in dollars and in program 

12 accomplishment? 

13 Now, it may be important enough from program accom-

14 plishment that we put cost secondary. It may be very vital in 

15 program accomplishment or services. Someone said the need for 

16 common, personal unique identifiers. 

17 Now, you see we have not put in the social security 

18 number, but that comes in here as one of the ways, one of the 

19 common identifiers, and is· it one that is desirable? Does it h ve 

20 the right characteristics? No identifier, I suspect, is going 

21 to be ideal. What is ~e role of the identifier? How uni- · 

22 versa! do we want it? And then regulations on its use. 

23 So I have several breakdowns as you will have in all 

24 of these as committees or groups begin to work upon them. 
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ordering of these after· we got through late last night -- the 

2 computer technology. Don't ever become a slave· to a computer. 

3 Don't ever let a computer person tell you you can't do it, be-

4 cause a computer can do the things we want it to do. 

5 MR. WARE: If you have an indefinite bankroll. 

6 MISS COX: Again I want to emphasize that the comput r 

7 does not improve the data. The data is just as good as the in-

8 formation you collect and not one bit better. So I'm putting 

9 all the blame back up here. 

10 MR. WARE: I think you don't want to make an issue o 

11 that point because I believe you shouldn't believe that as a 

12 
I 

statistician. 

13 MISS COX: I do. I have made this statement in 

14 various countries, too, and have been challenged, but I say 

15 that we do not improve the data. We improve the evaluation of 

16 the data. But you, the research person --

17 MR. WARE: Do you believe I improve the data if I 

18 correct mistakes in it? 

19 It's a minor point so let's not hang up on it. 

20 MISS COX: Yes, let's not get into that. 

21 The thirq thing I say we must give instructions to 

22 the computer. I mean you are going to have to give instruction 

23 to the computer. 

24 Then under this is the processing, an~ this is the 
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The safeguards -- and I have an enormous amount of 

2 respect for computer technology. The computers can have built 

3 in there the verification of data and correction of absurd 

4 values, extreme values, that you couldn't possibly have. Data 

5 protection and confidentiality can be built into the system. 

6 A great deal can be built into the system. And the custodial 

7 accountability is going to be responsible. 

8 Now, I'll say you are going to have a chance to add 

9 or subtract. But a lot of these will go into, we were thinking 

10 conunittees. Many of these things will be argued out and the 

11 reconunendations come back. 

12 And legal and regulatory aspects of it, or the con-

13 trols, as was mentioned this morning. These regulatory 

14 measures -- I put measures there, regulatory measures -- which 

15 might be taken to protect the individual for the invasion of 

16 privacy and provide a way to get back into the data. 

17 Now, the administrative regulations, code of ethics, 

18 and penalties. Those are under administrative ~egulations. 

19 Executive orders, constitutional, court decision, 

20 statutory. 

21 Then the public relations,dissemination and consider -

22 tion of the maximum benefits, the benefits for the cost of dis-

23 semination, the dissemination of data for research and develop-

24 ment, and in all government agencies in HEW you are being con-
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minimizing potential harmful effects, harmful consequences. 

2 And the training of systems personnel and public 

3 education. 

4 Now, there are a few general overall conunents. The 

5 present status of these situations and our recommendations: 

6 As we were thinking of it, subject, certainly, to 

7 changes and discussion, that ~ese be divided up in some way to 

8 get an interdisciplinary group working on computer technology, 

9 people who know programs as well as people who know computing, 

10 the computing technology specialists up here guiding here on 

11 how to collect it, and to help the computer, and some things 

12 are harder to do on the computer than others so there may be a 

13 cost factor. So that there is the interlocking. Straight 

14 out-and-out legal people may not understand the justifications 

15 for the needs and some of these others, so that there probably 

16 should be a mixture of capabilities working with these problems 

17 I say there are several, all the material that is on 

18 the other side is embedded in here, I think you'll find. At 

·l9 least we tried to check reading the m~morandums that came out 

20 and comments that were made the last day or two, and material 

21 that John and various ones wrote down. I think we went back an 

22 checked here. 

23 Now, as the conunittees come back and report on these 

24 and the recommendations come in, then there should be an inter-
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technologies? Will the public accept these regulations? Or 

2 will the public accept getting this kind of information? Or 

3 will the public be satisfied with these protections, and that 

4 we are keeping the data confidential? 

5 And the legal and regulatory aspects of it and the 

6 cost, and then the political implications. Our political pe9pl 

7 have left us.· I assume that as you revise and redo this, 

8 which I think is apt to happen, usually does happen to any out-

9 line presented, that probably the members of the committee 

10 should have a go at them, the ones that are not here, since we 

11 didn't get them presented before people began to leave. 

12 Now, John, where have I- missed some points? 
. 

13 MR. GENTILE: I.think you have done a fine job. 

14 I would just like to make two minutes worth of com-

15 ments. 

16 Number one, there are many systems people in the 

17 room and you all know if we are studying the tides and earth we 

1 8 have to worry about the moon, too. And we are going to h~ve 

19 that same situation here. All of these are interrelated. The 

20 purpose of this categorization is not to assume that they are 

21 not interrelated, but to try to channel our thinking so that 

22 when we go off on a tangent, if that's where we want to go, we 

(_ 23 at least know we are going off on a tangent~ And we might want 

24 to do that from time to time. 
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1 amount of detail to add, but we just hope to categorize these 

2 things, and I think they are very broad and quite a bit abstrac 

3 at this point, but as we get into it in small groups perhaps we 

4 will fill in the flesh on the skeleton. 

5 Another comment I would like to make is that we dis-

6 cussed in various ad hoc little meetings over coffee, wherever 

7 two or more people would meet, the output of the whole committe 

8 effort.· 

9 My personal opinion is that it is a recommended 

10 policy that the Secretary could use concerning the broad title 

11 up there, and it would be the product of much analysis of all 

12 of these items and it would be something concrete, something 

13 that wouid hopefully serve a useful input to the Secretary in 

14 his deliberations, and that we are primarily concerned with all 

15 of the health and welfare systems throughout the- nation, not 

16 those only internal to the department but wherever they appear 

17 in cities, local communities, universities, state governments, 

18 and they affect large numbers of people. 

19 Finally, I think our next step would be to see if we 

20 have some recognition that this is one valid approach, or if 

21 it is not, perhaps we can come up with a recommendation for 

22 another valid approach. It certainly is not the only one. And 

23 if we can come to agreement of this kind or some other kind of 

24 organization for our task, it might then be appropriate to fill 
'ederal Reporters, Inc. 
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both within this committee and throughout government and univer 

2 sities and wherever we can get help. And then establish some 

3 schedules and some deadlines that we might hope to meet. 

4 That is all I have. 

5 MR. WARE: I have an uncomfortable impression. I 

6 hope you will tell me it's wrong. I got the impression that yo 

7 two, or maybe some group, have an idea what the right answer is 

8 and this is the scheme to get there. 

9 MR. GENTILE: That is wrong. 

10 MISS COX: Absolutely wrong. 

11 MR. GENTILE: You hoped I would tell you you're 

12 wrong and I did. 

13 MR. ANGLERO: But I think it looks like a way to do 

14 things. It is more like a process. I don't think it's substan-

15 tive, basically. It is a way to do things that are not really 

16 what I would say is the basicness of having or not. 

17 MR. ·GENTILE: I think if there is any conclusion 

18 that this might lead to, hopefully it is the conclusion that 

19 the committee must come up with some useful deliverable product, 

20 and I think we were trying to be careful -- I don't know how 

21 successful we were -- in avoiding picking subjects that might 

22 channel us in a certain way. 

23 For example, you don't even see mentioned the social 

24 security account number. We have taken the broader issue, the 
'ederal Reporters, Inc. 
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· 1 at all? If that answer is yes, then what should it be? If it 

2 is no, fine. 

3 MR. DOBBS: What's the source of your discomfort? 

4 MR. WARE: I just sort of got that impression in 

5 listening. Part of it is it's a mixed bag. Collection and 

6 . storage sounds like historical background. Need for common, 

7 unique identifier is obviously a critical issue. It ought to 

8 be yanked out and flagged as such. Custodial accoun~ability is 

9 probably an issue. Do you need it and who is going to do it? 

10 MR. BURGESS: It seems to me that we do need· to 

11 structure what we are doing some way, and every one of us here 

12 could come up with ·a different set of categories that would be 

13 equally appealing to some, maybe more appealing to others. I 

14 don't have any trouble with this at all~ And I think as we 

15 look at that, we can all place ourselves some place in there 

16 and we can all kind of look through the other participants and 

17 we've gotten to know each other a little bit and kind of see 

18 where other people would fit in terms of the skills they would 

19 bring to bear on this. 

20 The one thing I would say is that it seems to 

21 we have to think about an eight-month effort that we are 

22 in here, and as a way to start I think this is good'. I think 

23 one of the first tasks we have in a way is to kind of draw 

24 some maps that tell us where we are. I just found out at the 
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working on the Ervin testimony that has been given there. That 

2 could clearly fit under the legal and regulatory kinds of cate-

3 gories or some of that testimony might be summarized in some 

4 way under the societal category. But in any case, we could 

5 begin to get a map about where we exist. And Arthur Miller and 

6 the people who were here this morning told us about things, 

7 acts, and executive orders that exist th at many of us weren't 

8 aware of. 

9 So it seems to me if we could begin to find out 

10 where we are with respect to existing po1icies and practices by 

11 these categories, unless somebody can come up with some better 

12 ones and I am not sure time would be usefully spent doing 

13 that that would be a good first start. 

14 Then it seems to me that that process is going to 

15 flag some of those issues as more important than others, and we 

16 can begin to increasingly spend time and bring resources to 

17 bear upon those issues that kind of pop out . as central. 

18 So it seems to me as a first cut, as a way to give u 

19 all a sense for where we are, not just a committee, but where 

20 existing practices and policies are, this would be a good way 

21 to get a handle on it. 

22 MR. WARE: Can anybody give me an ex anple of what 

23 policy recommend aation might come out of that? 

24 MR. GENTILE: Yes, I could give a few. A policy 
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( 
the use of any kind of a common, unique identifier, whether it 

2 be the social security account number or any other. 

3 MR. WARE: As I tried to point out earlier, you've 

4 got it already, your name and date of birth and your mother's 

5 maiden name • 

6 MR. DOBBS: It doesn't stop that kind of policy 

7 statement. 

8 MR. WARE: You didn't really mean that quite that 

9 way. 

10 MR. GENTILE: I am leaving aside my personal opinion 

11 as to what the policy should be, but I am saying that is a 

12 possible alternative. 

13 MR. DOBBS: It might be impractical but possible. 

14 MR. GENTILE: We are trying to take the broadest 

15 vantage point. Or another one might be that the social securit 

16 account number is a good one and should be used as a unique 

17 identifier. There might be certain criteria that would become 

18 the policy of the Department to recognize certain types of data 

19 as being within the public domain. Or there might be a policy 

20 statement that says no data on a particular individual -- I 

21 can't imagine that happening -- associated with a particular 

22 person is public if he is a client of HEW. 

(_ 23 There might be a policy establishing penalties for 

24 people who have custodial responsibility for data. There might 
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Department which falls in· Category A or B must be purged after 

2 three years. We have no authority to store this data more than 

3 tile three-year period if it falls in certain categories. 

4 There might be certain policies on safeguards that 

5 might be physical requirements for state information processing 

6 people to have certain physical constraints and limitations on 

7 their data center, certain requirements for shredding paper 

8 reports, requirements for software security, requirements for 

9 cooes of ethics, recommendations that it might be the policy of· 

10 the Secretary to recommend tnat certain legislation be enacted 

11 to assure due process of the 1 i!Iill. 

12 •rhese are just some. 

13 MR. BURGESS: It seems to me that to jump to the 

14 ·question of recanmendations really puts us in the position, as 

15 so often happens in the area of social policy, we are always 

16 reinventing the wheel. There have been major reports done by 

17 HEW, by the National Academy of Science, by other agencies of 

18 the gove mment that deal with various problems that are repre-

19 sented l:?Y those main areas or by topics under those areas. And 

20 it seems to me that a very important function of a commission o 

21 a committee like this is to collapse existing knowledge around 

22 the problem, existing knowledge from the scientific point of 

23 view and existing knowledge with respect to practices. 

24 If we fail to do that, I think that we can rest assu ed 
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any impact on what's done. It seems to me that if there's any-

2 ting to be learned over the years that have passed since 1819 

3 when the first Presidential commission was appointed, it is tha 

4 to the extent that committees and commissions produce fodder fo 

5 the bureaucratic mills, to that extent they tend to be effectiv • 

6 To the extent they don't, to the extent that they emphasize 

7 only recommendations, to the extent they don't try to collapse 

8 knowledge with respect to practices and knowledge with respect 

9 to scientific knowledge that we know about the problem, to that 

10 extent there is nothing there for people to work with in follow 

11 ing up recommendations that are made. 

12 MR. WARE: Can you give an example of what you meant 

13 by collapse information around some point? 

14· MR. BURGESS: Around some problem area. I think of 

15 the President's Commission on Violence. 

16 MR. WARE: No, in this context. 

17 MR. BURGESS: I think there has been a tremendous 

18 amount of basic research, let's say, in the social sciences wi 

19 respect to the way people use information in organization. To 

20 give one example, there are situational factors, for example, 

21 like in crisis situations or emergency situations. It's a 

22 fairly well established principle that people in emergency 

23 situations in organizations don't rely on institutionalized 

24 sources of information. They rely on personal sources of in-

'ederal Reporters, Inc. 
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happening is people get together with other knowledgeable peopl 

2 and you can have the best damn data files in the world and they 

3 are not going to be used. 

4 There are a whole string of propositions like that, 

5 it seems to me, that might be usefully brought to bear on this 

6 kind of problem. 

7 A second kind of area in the social behavioral sci-

8 ences has to do with the authority that is accredited to privi-

9 leged information. Once again, there's a lot of research that 

10 has been done in a lot of different areas from a lot of 

11 . different theoretical orientations which can be collapsed on 

12 this whole problem of how people, users of information, would 

13 treat that information given some attribute by which the infor-

14 mation is characterized, whether it's open, freely available 

15 to all or whether it's classified in some way. 

16 Those are some esoteric kinds of thin<]s, but they ca 

17 be de-esotericized, if there's such a word, by bringing them on 

18 the problem, and trying to show how they apply to the everyday 

19 way in which people use these things. 

20 MR. IMPARA: To give a more concrete point, there 

21 is a committee that is the standing subcommittee on the Council 

22 of Chief State School Officers called the Committee on Educa-

23 tional Data Systems, which two years ago produced a handbook 

24 which deals with many of the issues on Area 1. 
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give the present status, and that includes everything you can 

2 find out that's already done and decisions and recommendations 

3 that have been made that will help. 

4 But I think what we have tried to do rare is take 

5 the charter, the assignment that was given to us, and I think 

6 most of these items come pretty well right out of the charter 

7 that was given to us and material that was provided. 

8 MR. DeWEESE: It seems to me that those exact 

9 questions we have up there have to be answered for every single 

10 separate information system that operates today. I think that 

11 is where we will end up in the end, saying that you have to ask 

12 those questions in regard to each system. 

13 MR. WARE: If that's what this means, then I.withdra 

14 because that's essentially saying, "Let's construct the data 

15 base with which we can then do some deliberate consideration 

16 of what should be done. 11 

17 MR. DeWEESE: I want to go on and say something else 

18 MR. DOBBS: That is the intent, Willis, you're 

19 right. 

20 MR. BURGESS: That's a good point. 

21 MR. WARE: Then let's give the contract to Price 

22 Waterhouse or somebody. We'll never do all that. 

23 MR. DeWEESE: No, I don't mean -that. We have to 

24 develop some kind of a mechanism that will be done on a continu 
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agency, and I think that should be our goal as far as legisla-

2 tive direction. 

3 And I want to say one more thing before I stop. I 

4 think if we looked at the programs that are currently funded 

5 by this agency or operated by it, if we found the top five or 

6 six or ten that in our opinion had the greatest impact, the 

7 greatest potential for abuse, and answered those questions with 

8 regard to those five, what the current legal status is, what 

9 the current rules are, what the current use justification is fo 

10 those five or six systems. For example, a system like the 

11 migrant workers data bank Professor Miller mentioned yesterday. 

12 If we focused on five sys terns like that, I think we would soon 

13 realize where the gaps are in the current law and where the gap 

14 are in the current thinking of this legislation. I think we 

15 would have something concrete to point to, and it would be 

16 something valuable, because at least the Secretary could put th 

17 damper on those five systems that we have exposed, or ten 

18 systems. 

19 MR. BURGESS: But Willis, I think your point deserve 

20 another kind of response, and that is that it seems to me that 

21 a group like this may well make its most valuable contribution 

22 by convincing in the office of the Secretary that this kind of 

( 23 study in fact needs to be done, needs to be contracted out for 

24 an intensive short-term period, where this committee might then 
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year or six months from December, or something like that, to 

2 look at the results. 

3 MR. WARE: Another way of saying that -- let me ask 

4 the HEW people the answer -- another way of saying that is 

5 let's do a study that convinces him he has a problem. 

6 MR. BURGESS: I think that could be a legitimate 

7 mission. 

8 MR. WARE: Does he need convincing? 

9 MR. GENTILE: I' think he wants a solution to his 

10 problem however he can get it. 

11 MR. BURGESS: If he doesn't need convincing, he may 

12 neetl support from a group like this to justify this kind of in-

13 vestment. 

14 MR. DeWEESE: It seems to me if we lookat five 

15 programs. which we could definitely say have an adverse effect 

16 on individual privacy and saw by analyzing these that there 

17 are certain common solutions that can be applied to each and 

18 there are certain places where you need a more flexible 

19 approach, it seems to me we would be accomplishing both things. 

20 I don't think he wants to hear in the end there are 

21 a lot of data banks funded by HEW and no regulations. He knows 

22 that now. As was pointed out, he wants the regulations. And I 

23 think by focusing on a certain definite number that posed the 

24 greatest threat to privacy, and looking for where the conunon 
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a need for divergency. 

2 For example, if there is anything wrong with saying 

3 every data system was funded that involves information on a 

4 name-search basis, there has to be a right of access. Now, 

5 that's the kind of rule you can apply generally to all data ban s, 

6 with certain exceptions. At least all HEW type data banks, 

7 unless you get into national security problems with the Justice 

8 Department which we don't have to deal with. 

9 But the point is I think if we looked at five or six 

10 data banks as funded, we would see there is a need to give the 

0 
11 individual the right of access. However, you get into other 

12 areas where you talk about the information exchange between 

13 different bodies, then you need a more flexible approach. 

14 MR. WARE: That is not even up there. 

15 MR. DeWEESE: I think it is. Linkages are up there, 

16 aren't there? 

17 MR. WARE: Where is it? I was looking for it. 

18 MR. BURGESS: It doesn't make any difference, though. 

19 What we' re talking about is the areas. Some things may be wipe 

20 out after the first pass. 

21 MISS COX: The word "linkage" is on there, isn't it, 

22 John? 

23 MR. GENTILE: No, the word "linkage" somehow got 

24 changed to data exchange and utilization. 
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data exchange and interlinkage. I copied it wrong. It's here 

2 "data exchange and interlinkage" right here. That wasin there. 

3. Let's just copy this off. 

4 MR. WARE: Let me paraphrase what I think you're 

5 saying. You are saying that except for opinion and some ideas 

6 that are floating around, none of us know really what the hell 

7 to do. So .given that state of affairs, let's look, let's be 

8 the physicist and do the experiment. Let's get some status quo 

9 on a collection of systems, see how they're doing things, where 

10 the holes are, the technical experts can guess where the linkag 

1 1 points might be, and try to get some insights then on how to hi • 

12 MR. DeWEESE: When I started to do my r~search in 

13 the criminal justice area I just looked at five or six data 

14 banks. New York -has the toughest as far as personal privacy 

15 and security, according to my research and my opinion, and 

16 there are others that have no security. And I analyzed the 

17 problems of each one, of four or five that I thought were 

18 generally represented, and that's how I based the conclusions I 

19 came to as far as legislative reconunendations for criminal 

20 justice systems on that kind of an analysis. I think the same 

21 thing can be done on health, education and welfare. 

22 MR. WARE: I would like to voice a caution, or to 

23 use Joe's phrase of yesterday, a trap. Keep in mind for any 

24 one data system, given the environment in which it has to 
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it serves. I'm sure you can draft a get of safeguards to butto 

2 it up. But that's not the point here. The point is to find 

3 out what those general guidelines are that work for any data 

4 system that comes along. 

5 MR. DeWEESE: That's true, too, but I think we are 

6 going to have to find some kind of a mechanism. But there are 

7 a lot of holes, if you just rely on the kind of legislation tha 

8 can apply to every system. That's where you get into a lot of 

9 problems. Because there as many potential systems as there 

10 are potential imaginations of the way you can use information. 

11 And there is no way Congress is going to pass an individual 

12 statute for each individual information system. 

13 MR. WARE: The existence proof exists. Congress 

14 passed the legislation and the Executive Order was written to 

15 take care of defense information. There's a general set of 

16 rules and it tells you exactly what to do with it. 

17 MR. DeWEESE: I haven't looked at that but I venture 

1 8 to say there are gaps in there. 

19 MR. WARE: I think maybe E llsberg found one • 

20 MR. DeWEESE: One thing I want to say in conclusion 

21 is I think that if every data bank -- and there are a lot of 

22 data banks that don't affect privacy in the least because they 

23 are not on a name-search basis; they are statistical and so for 

24 That's not our concern. But I think if every data bank that 
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this; and there was Federal licensing, and every data bank had 

2 to have a favorable report from an independent committee like 

3 this, I think you would get the flexibility you're looking for. 

4 MR. WARE: Let me tell you an anecdote on statistica 

5 data banks. It's a game computer types play. I'm sure Joe has 

6 And the data bank you usually play it with is the salary survey 

7 the professional society conducts. The game is to identify 

8 somebody. It turns out to be fairly easy to do, even though it 

9 is a statistical analysis. 

10 MR. DOBBS: That's true, Willis, but I think what 

11 Tay is saying --

12 MR. WARE: So the mere fact it is a statistical data 

· l 3 bank must not exclude it. 

14 MISS COX: What is a statistical data bank? 

15 MR. DOBBS: I think you are at a different point. 

16 I think what he is talking about, which may be important, is 

17 there may be some process, be it not absolute, but there in 

18 fact may be some process which is similar to what a certified 

19 public accountant does, used only as an analogy, in which it is 

20 possible for a group of people using some rules or some guide-

2l lines like the ones w~ hope to suggest, to say that in their 

22 opinion the way in which the accounting practices in the exampl 

23 I am using have been conducted --

24 MR. WARE: I believe you. 
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the business. It doesn't say that the business is healthy or 

2 that it's perfect or anything else, but in fact the practi-

3 tioners keeping the books in that business have done the best 

4 they can. And that may be something that's achievable. 

5 MR. WARE: To use another analogy, you're looking 

6 . for the Inspector General analog in the military. 

7 MR. DOBBS: Perhaps I hate to admit it. 

8 (Laughter.) 

9 MR. WARE: The guy who keeps you honest. 

10 MR. BURGESS: The other thing is the Association for 

11 Computer Machinery has a kind of a code of ethics which if 

12 that or some analog of that were considered along with some 

13 other existing codes of ethics, like the American Institute for 

14 Opinion Research has put out over the years, that these might 

15 become the basis for a set of guidelines that would in a legal 

16 way constrain computer programmers, systems analysts and people 

17 doing interview work; and these kinds of things. It seems to 

18 me that the problem is that there is a hell of a lot of ex-

19 perience with these things, and to move to the consideration 

20 argument of recommendations at this stage ignores a tremendous 

2l pool of knowledge -- or we should say pools of knowledge becaus 

22 they aren't integrated in any way pools of knowledge and 

23 experience that we ought to draw on, that we ought to put to-

24 gether and consider. 
Federal Reporters, Inc. 

25 MR. WARE: I agree. 



92 

MISS COX: Seriously, I would like to know what is 

2 meant by a statistical data bank. As far as I am concerned, 

3 there is no justification for a statistical data bank. 

4 MR. WARE: Reduced data, histograms. 

5 MISS COX: Every bit of data that goes into a data 

6 bank must be justified by the need for it and the need is for 

7 some health or education or welfare program. You don't collect 

8 data for statistics. 

9 MR. WARE: The only point I wanted to make was 

l 0 to get this fellow off the kick that the name-search data bank 

11 was the only risky one. 

12 MR. DeWEESE: I didn't mean that. 

13 MR. WARE: I know you. didn't, but I wanted to clarif 

14 that point. 

15 MR. DOBBS: Can we get back to the notion of this 

16 structure which for me is very helpful. I would add some thing 

17 and perhaps detract some things, but maybe the question to ask 

18 is whether this is sufficient right now for us to get to some 

19 of the next steps which may be either identifying some addi-

20 tional resources or identifying some organizations of people 

21 that have some strong feelings about what ought to be added to 

22 or withdrawn, or whether that structure is --

23 MR. WARE: Guy, were you part of the creation pro-

24 cess? 

MR. DOBBS: Partially. 
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MR. WARE: Can you take it the next step? Where 

2 would you go next? 

3 MR. DOBBS: The next thing I would attempt to do is 

4 identify some specific resources that I know about that have 

5 in fact done some work already that addresses some of those 

6 areas. Identify those to the conunittee and to the staff. 

7 MR. WARE: And create a set of working papers . or 

8 essays or something that we can communicate among ourselves? 

9 MR. BURGESS: Or abstracts. 

10 MR. DOBBS: Yes, sort of beginning to collect data 

11 and information. That would be the thing that I would try to 

12 do as sort of a personal next step. 

13 MR. BURGESS: I wasn't involved in this, but it seem 

14 to me, Willis, if we went that route, that is we try to collect 

15 the best existing knowledge available, given the time constrain s 

16 that we have, that this whole outline could change as a func-

17 ti on of that. 

18 MR. WARE: Yes. 

19 MR. BURGESS: It's quite clear that the categories 

20 underneath each of those headings are going to change, but the 

21 whole damned outline could change, it seems to me, if we went 

22 through that. But the important thing is we get started. And 

23 it seems to me the functional argument these people are making 

24 is a sound one. That is, let's find out where we are before 
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MR. WARE: Let me ask you the same question I asked 

2 Guy. Then what is the next step? 

3 MR. BURGESS: I'm interested in a couple of those 

4 areas. Take the societal one. I would try to pull together 

5 the reports that I know about and do some searching for other 

6 reports. For example, the HEW report of two years ago on 

7 social indicators I think would be a very important input there 

8 that everybody on this committee ought to be aware of. And try 

9 to write a one-page summary of that and the problems that were 

10 involved there. You know, just for purposes of argument, if 

11 you lived with those subcategories, try to bring together in a 

12 summarized kind of way the research that has been done on con-

13 fidentiality and the use of confidential information. 

14 MR. IMPARA: It sounds like what you are getting at 

15 is the kind of model we are going to use for operations, and it 

16 sounds like we are talking about something called a discrepancy 

17 model which says you state what your goals are, what your 

18 objectives are; you identify what you know about it, what the 

19 status is with respect to these objectives, and you identify the 

20 gaps that need working on in a short-range sense. 

21 MR. HARE: I'm searching for a mechanism to get some 

22 homework assigned. 

23 HR. IMPARA: Basically, then, what is being suggeste 

24 is we've got at least a very loosely stated set of objectives. 
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on these various objective areas, and given that we can find th 

2 status and we can identify perhaps at the next meeting what the 

3 chairman has appointed to make specific assignments on areas 

4 which do need further work. 

5 In other words, we were talking last night, Nancy 

6 and I, about something called the Russell Sage Foundation Repor , 

7 which is a fairly extensive thing in the area of education and 

8 may have broader application. Until we have looked at some 

9 things like the Russell Sage Report and the ACM materials on 

10 guidelines, then I don't really know that we can make specific 

11 assignments. We have got the HEW staff who can pull together a 

12 lot of these things • 

13 MR. WARE: If we don't make some assignments, then I 

14 don't see why we picked the next meeting date. 

15 MR. IMPARA: May I address that, too. We can make 

16 specific assignments to HEW to bring together certain material 

17. which can be transmitted to us either in summary form or in 

18 aggregate form so that we can come here with some specific ideas 

19 about where we can fit some of our ideas of where the gaps are 

20 at the next meeting, so that a chairman when he is appointed can 

21 make specific assignments to us. 

22 MISS KLEEMAN: I might point out we did develop a pre 

23 liminary list of approximately 45 or SO different efforts that 

24 have either been concluded, for example the Russell Sage ele-
Federal Reporters, Inc. 

25 mentary and secondary pupil records project, or some that are 



96 

1 still going on, and Russell Sage is doing higher education 

2 guidelines, and tried to abstract some of those, and I think 

3 what we need from some of you is -- for example, from you, 

4 Willis, an abstract of some of the security work that you know 

5 has been completed so that we know that's an ar~a that there 

6 has been substantial work done, and to somehow come back with 

7 all of that. 

8 I think the first order of business for us as a 

9 staff is to gather those things and decide what you all want to 

10 see in complete form and what you want to see abstracted. 

1 1 MR. WEIZENBAUM: I enjoy reading reports occasional! . 

12 However, they usually don't show the burrs and the scars and so 

13 on. I would very much like to see by the next meeting, if 

14 that's possible, as large and complete a list of existing 

15 automatic personal data systems in HEW, and I would like to ha 

16 some questions answered about them by next time, for example, 

17 to what extent they do communicate with one another and what 

18 the basis of the communication is. Is it, for example, name or 

19 is it social security number, or what other identifiers, and so 

20 on? I would like to see that. 

21 In addition, I am profoundly convinced that when one 

22 looks at a more or less glowing report about the operation of a 

( 23 particular data system, let's say in Oklahoma or perhaps in 

24 Florida, if one points just a little bit, on~ usually discovers 
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For example, yesterday we heard from Mr. Impara on 

2 the basis of just the most modest questioning. We heard re-

3 sponses of the form, well it may or ~ay not. For example, will 

4 such information be made available. Well, it may or may not 

5 be, which means it may be. And usually that means sometimes no • 

6 And so on. 

7 Now, when one pokes these things, these things begin 

8 to show up. 

9 I would personally like to have a small subcommittee 

10 here of this group visit what appears to be a well-run, beauti-

l l fully safe, very benign automated personal qata system running 

12 in HEW for, say, a couple of days with the authority to really 

13 push and poke and find out and ask embarrassing questions. 

14 MR. MARTIN: The Social Security Administration is 

l 5 prepared to have that occur in Baltimore. 

16 MR. WEIZENBAUM: I think perhaps two such, one that 

17 is on the surface benign, well-running, no problems, and one 

18 that is perhaps much more controversial as, for example, the 

19 migrant children data bank. 

20 MISS KLEEMAN: I think both of those would be possib e. 

21 We have talked about having the whole committee go and visit SS . 

22 Perhaps we should have a subcommittee go first and come back 

23 with a report. 

24 MR. WEIZENBAUM: I'm talking about really poking, 
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example, technological expertise, perhaps legal expertise, 

2 system design expertise, social conscience expertise, and so on 

3 MISS KLEEMAN: Both a subcommittee should do that 

4 and perhaps the whole committee. 

5 Before Jerry Davey has to leave, I wonder if he has 

6 anything he wants to put in. 

7 MR. DAVEY: I think a lot of effort has gone into 

8 this summary of tasks that can be looked at. My only hesita-

9 tion on this thing is that it would be easy to get inundated 

10 with data. I think we need to be very careful in what it is we 

11 can raalistically as a committee do. I think it is easy to get 

12 absorbed very quickly. You can start whittling the toothpick 

13 before you get too far into a forest or even knowing which 

14 forest you want to move into. 

15 I think the breakdown of the areas here is as good a 

16 place to start as any. I certainly would be happy to work in 

17 of these areas that could be useful. 

18 I do feel we have a much wider range of applicabilit 

19 than Tay feels. I believe we can apply across the board a 

20 number of principles that could be used as a code of ethics or 

21 guidelines for a number of data systems, if not the greatest 

22 part of them. 

23 One of the things that has impressed me as I have 

24 moved through various systems is that there is a great deal of 
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this, · and you know we have area programs, and although we may b 

2 looking specifically at the Health, Education and Welfare pro-

3 grams, I have just run through my mind as far as credit, as far 

4 as hospitals, as far as law enforcement, and the same questions 

5 keep occurring again and again. 

6 I think from this we will be able to come up with 

7 some kind of a thing. But I am very much concerned about 

8 us being inundated with data and trying to come up with things 

9 which will be difficult to do. I can see three feet of paper 

10 corning across my desk by the next meeting, trying to give some 

11 kind of rationale to this thing. I don't feel that I'm being 

12 used very effectively on that kind of a thing. It's very diffi 

13 cult. Most programs when they are written up sound very nice. 

14 MR. WARE: Of course. They are after money. 

15 MR. DAVEY: That's right, and it's only when you 

16 really get into them and start poking around and actually being 

17 on site and looking at them and questioning things, and this 

18 takes time to really get an understanding of what it is that 

19 is going on. 

20 I just am nervous about what it is that we can do. 

21 I certainly think that it would be helpful to maybe divide the 

22 group in any way, at least we start narrowing down the things 

23 that we are looking at, so by the next time we come back maybe 

24 we have some more thoughts on this thing. Maybe the area 
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regulatory, public relations that puts about five people on 

2 each committee, if you break it down in that fashion. This is 

3 just a process of looking at those particular areas. And then 

4 anticipating, okay, fine, maybe we will be able to spend ten or 

5 twenty hours between now and the ne..xt time we meet, and realis-

6 tically I don't think I can spend much more time than that be-

7 tween now and the next meeting. I feel that my time is most 

8 effective when I'm here because I can devote everything that 

9 I'm doing right at the present time. But when I'm involved wi 

10 a new business, the thing that is at hand is the thing which is 

11 the most important. And this is going to take a back-burner 

12 position, and it automatically will. 

13 So I think that we need to ask very, very serious 

14 questions as to what each one of us can do in this respect. 

15 I think that perhaps we have enough information, perhaps with 

16 what has been given to us, maybe a few more key documents or 

17 something like this. But I think the main thing is to think 

1 8 and ask questions to ourselves : What is it we would like to · 

19 know or think about? Perhaps the experience level isn't that 

20 high, but I think with these thought experiments, or whatever, 

21 you can come quite a ways. I don't think it's necessary to get 

22 inundated in data. This is my caution. 

23 MR. DeWEESE: It just seems to me we shouldn't be 

24 concentrating on actually -- how to phrase this -- working in 
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apart, according to those criteria, if you understand what I'm 

2 trying to get at. I don't think we should go off and have some 

3 one work in the societal area or computer area. I think we 

4 ought to concentrate on a few data banks and use them as criter a, 

5 take one of those data banks apart and see where the privacy 

6 problems are. 

7 MR. WEIZENBAUM: It'.s not just the privacy problem. 

8 For example, I would consider this effort, assuming it lasts, 

9 say, three years I'm deliberately exaggerating -- to be an 

10 enormous success if it succeeded in just one thing, namely to 

11 utterly convince the Department of Health, Education and Welf ar 

0 12 whoever its head happens to be, of the fantastic fragility of 

13 the systems on which the whole thing is built. 

14 For example, let's take Mrs. Lanphere's system. Wha 

.15 happens if IBM ceases to support OS-360? 

16 MR. WARE: It's 370. 

17 MR. WEIZENBAUM: Oh, 370. What happens if IBM cease 

18 to support the operating system on which your computer is 

19 running? The answer is it's a catastrophe. It is an absolute 

20 catastrophe. 

21 MISS LAL~PHERE: We do it manually, I expect. 

22 MR. WEIZENBAUM: You will not be able to do it 

23 manually. you will be locked into the system. You will not be 

24 able to do it manually. 
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c care in what domain it is or what jurisdiction -- but suppose 

2 a system like yours is linked to 14 other systems, some support d 

3 by different various manufacturers, CDC, UNIVAC, and so on and 

4 so forth, and two of those cease to be supported in hardware or 

5 software by the manufacturer. These are all interdependent. 

6 As I say, I would consider it an enormous success if 

7 that's the only caution that we could introduce into HEW. I 

8 think we can do more than that. 

9 MR. BURGESS: I woultl be surprised if that weren't 

1 0 already known • 

11 MR. WEIZENBAUM: I wouldn't be surprised because we 

12 hear here the thrust of what the facts are today and how they 

13 ought to be extrapolated into the future, the whole inevita-

14 bility, and that sort of thing. If we · could just introduce 

15 enormous caution into that, not only for reasons of privacy, 

16 security and all that sort of thing I hut the very reason of 

17 operating the government at all. This is not just a computer 

18 problem. It is not just an information problem. We see this 

19 throughout our whole society today, especially a highly techno-

20 logical society, as in the Unite1States, that has become so 

21 enormously interdependent that a small perturbation in one aspe 

22 of it, say an airlines stI'ike, for examp+e, ~ropagates through-

23 out the whofe ~ystem in very nearly catastrophic ways. 

24 Now we are building electronic information processin 
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c which systematize this fragility, such that if someone pulls a 

2 plug somewhere who knows what would happen. Should we really 

3 build furth.er on this pyramid? 

4 MR. ANGLERO: As Rolls-Royce did. 

5 MR. BURGESS: I think your observation is a good one 

6 but one of the categories, for example, that I think ought to b 

7 in there would be a category that has to do with an issue which 

8 I think is a central issue, and that is that people tend not to 

9 look at the opportunities for decentralizing and for developing 

10 more independent kinds of systems because of the technology tha 

11 is available today. Some how the kind of social views of the 

12 thirties get transformed to the technology of the seventies, an 

13 we keep talking about centralized systems. 

14 The point is that would, it seems to me, be an issue 

15 down the road a piece rather than an immediate kind of issue. 

16 It seems to me there is just an awful lot of knowledge around 

17 this room that could be more broadly shared by some categories, 

18 those or some others. The first item on the agenda ought to be 

19 that kind of sharing in a more systematic way. Maybe not three 

20 feet of paper but maybe 30 or 40 pages that would somehow tell 

21 us where we are in some of these areas. 

22 MR. WEIZENBAUM: I agree •. I think we should look 

23 at, as I said, two or three subsystems and really poke and in 

24 effect make the demonstration. One reason is this urge to have 
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the administrator, the poorer manager who can no longer command 

2 the technology himself because he has been busy managing for 

3 the past fifteen years and so on, believes the propaganda 

4 emanating from the computer community, for example. He has 

5 essentially no choice but to believe it, and from a technologic 1 

6 community generally. 

7 MR. DAVEY: I have to leave right now, but I am cer-

8 tainly in favor of proceeding on this basis. I think it's a 

9 structure, and I think we ought to use the structure. Count me 

10 in on aiything you would like me to dot Let me know. 

11 MR. BURGESS: Could you do the last three? 

12 (Laughter.) 

13 MISS KLEEMAN: Let me just interject one thing. 

14 Carole Parsons has offered after lunch, if we want 

15 to take a few minutes, to describe how the National Academy of 

16 Scienc~ organizes and undertakes this kind of, as she puts it, 

17 state of the art assessment that we are discussing. I think 

18 they have got a lot of experience in organizing things like thi 

19 MR. BURGESS: They did an assessment on the computer 

20 type thing in '66. 

21 MR. ANGLERO: I would like to know something about 

22 the way the different systems are corning into effect really. 

23 For example, our program is somewhat different from the one you 

24 have in the rest of the states. We don't have so many differen 
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structure that we are centralized at the state level, common-

2 wealth level. so it's a lot different than the problem that 

3 you have in the mainland. 

4 But even though I am faced with the problem that we 

5 do have to go with the same systems that are assigned by Health 

6 Education and Welfare and other departments, we have to go to 

7 that even though we don't have in many instances the same kind 

8 of resources capability, and we are facing . those problems now. 

9 But that is a different issue. 

10 But I was telling yesterday, some time like this whe 

11 we were having lunch, some of the problems we are facing in 

12 terms of the use of information. We have to follow through the 

13 information to central banks, let's call it that way, central 

14 level. Well, we just process this information to the central 

15 level. In many instances it's valid information. In some 

16 instances the information is at the central level and we don't 

17 know for what that information. We don't get the other things 

18 that come with it. What use do we make at the state level for 

19 evaluation and for planning and for services? 

20 Well, I would like to see this and wait to see if we 

21 can share the same problem that faces in other places, other 

22 states in the United States. 

23 HR. MILLER: I would just like to throw a personal 

24 reaction out. 
Federal Reporters, Inc. 

25 MR. MARTIN: To what, Arthur? 



106 

MR. MILLER: To this. 

2 MR. MARTIN: Will it be as relevant and fresh and 

3 interesting after the hot lunch which is ready? 

4 MR. MILLER: I doubt it. I'm practically asleep now 

5 MR.MARTIN: Say it, and then we're off. 

6 MISS COX: He's brief, usually. 

7 MR. MILLER: I think we should view this solely as 

8 a starting place. This is not the way I would have structured 

9 it, although I did participate in the early phase of the thing 

10 that emerged. But I think it would be a mistake to view our 

11 next eight months together as broken down into these five cate-

12 gories. I think this is a good way to fractionate the group 

13 for a state of the arts survey. 

14 I then think every member in the group should go out 

15 and see systems operated by HEW. Frankly, Joe, I think five is 

16 better than two. · I think there's a spectrum of systems worth 

17 exposing ourselves to. 

18 I think we should then rejoin each other anq say 

19 what are the common threads we have unearthed in the state of 

20 the art in on-site inspections? Try and get some sequence of 

21 the common threads and work on the common threads with regard 

22 to formulating guidelines and policies and recommendations and 

23 interest balancing equations with regard to each of the common 

24 threads. But I don't think we should get locked into subgroups 
Federal Reporters, Inc. 

25 on these five subjects. 



107 

MR. MARTIN: Can we pick up right at that point afte 

2 lunch. 

3 (Whereupon, a luncheon recess was taken at l:OS 

4 p .rn.) 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 
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AFTERNOON SESSION 

2 (2:10 p.m.) 

3 THE CHAIRMAN: I thought of an interesting bit of 

4 homework that about five people can do that I think I would 

5 find interesting, if Bob and Florence and Jane and Pat and Jim 

6 would just kind of write down on one page where they thought 

7 the leaky points were in the systems each operates, where my 

8 people inadvertently or maliciously get stuff out of it. 

9 That would provide an interesting insight, at least 

10 a once-over-lightly on five systems. 

11 MR. DOBBS: I also think in line with Willis sort 

12 of handing out some specific assignments. 

13 (Laughter.) 

14 It really wasn't, although I think he will be able 

15 to contribute. 

16 I think that Joe brought up the notion of the probin 

17 and the embarrassing sort of questions, and it seems to me it 

18 would be worthwhile for him to begin to generate that list in-

19 dependent of the exercise that Willis has just suggested. 

20 MR. WARE: I'm not with you. 

21 MR. DOBBS: Joe brought up the notion that the kind f 

22 reports that we are likely to read on most of the data systems 

(_ 23 are going to be glowing. 

24 MR. WARE: Oh. You mean how do you audit the comput r 
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MR. DOBDS: Yes. 

;,rn. \lARE: I have the ueginnings of that. 

MR. DOBBS: Mayba you and Joe would like to work on 

llR. l'IARE: Okay. Wa can do that. That's a mail 

I·lR. WEIZEN13AUM: The whole profession is beginning 

8 on that problem. 

9 MR. DOBBS: I understand, but we can't wait for them 

10 MR. WARE: I know where you can get it in print. 

11 N1R publishes for $29. 50 a book called "Comi;mter Security " 

12 and something or other. And somewhere in there is a multipage 

13 check list of what to look for. 

14 HR. DOBBS: That part we can buy. The other kind of 

15 1uestion Joe was beginning to focus on, like what happens if in 

16 fact the man stops delivering 370's, which is a deeper kind of 

17 question. That's the lavel of the kind of thing. 

18 MR. WARE: That's clear. A salesman comes in and 

19 sells you a 380. 

20 (Laughter.) 

21 t-m. WEIZENBAUM: Nancy, I can't find that resume of 

22 mine that I'm supposed to do something with. Will you get me 

23 another copy, please? 

24 MR. GALLATI: Our system, I think, is the only one 
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controller, who is the opposite political party of the adminis-

2 tration. 

3 MR. WARE: I wasn't anxious for you to do it on line 

4 here. 

5 MR. GALLATI: I have both the audit and the response 

6 I would make this available. It would be an indication of what 

7 you can get into, particularly if you have a controller who is 

8 of a different political party than the Administration. 

9 MISS HARDAWAY: We have that also. 

10 MR. MARTIN: Can you keep the background noise down 

11 to zero, please. 

12 MR. DOBBS: In line with identifying some sources, 

13 references have been made to the Weston report which has been 

14 underway in the National Academy of Sciences. And I believe 

15 that that is due to be released either this week or next week, 

16 and that it would be appropriate if a letter went to the 

17 chairman of the board from you requesting that report, that it 

18 probably would provide a good deal of background material. 

19 I would suspect if you asked at the same time that 

20 some of the members of that panel, maybe one or two, showed up 

21 for our next meeting· --

22 MR. MILLER: You have one here. 

23 MR. DOBBS: I know. I want another one. 

24 (Laughter.) 
~edera I Reporters, Inc. 
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MR. DOBBS: Fine. The point is whoever that other 

2 set of briefers are, they probably should be from off the panel 

3 off of this committee. 

4 MR. MILLER: Yes. 

5 MR. DOBBS: That was the point. 

6 MR. MILLER: By the way, I don't think anybody on th 

7 panel is of any value to you. 

8 I am being very honest. We were all on an advisory 

9 group which was a ch~rade, and I think a reading of the report 

10 is sufficient. 

11 MR. DOBBS: I will defer to your judgment. Then 

12 let's ask and get that. 

13 MR. MILLER: That's my personal judgment. 

14 MR. MARTIN: Before we broke we were becoming, it 

15 sounded to me, more and more of a mind that this analysis of 

16 breakdown of task would be useful, and it seemed to include a 

17 sort of state of the art study in a lot of areas. It was said 

18 that Carole Parsons would share with us the Academy_of Science 

19 experience to the approach or approaches to state of the art 

20 studies, which Carole is willing to do if you would like to 

21 hear that now. 

22 MISS PARSONS: I will try to take not more than ten 

23 minutes, and I am not going to give you a description of how 

24 the Academy operates in general because there is a tremendous 
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present time; there is a tremendous variation in their modes 

2 of operation. 

3 But I thought I would describe to you a committee 

4 activity in which I am intimately acquainted because I was the 

5 staff for the committee most of the time which, in reflecting 

6 on much of what I have heard yesterday and today, strike me as 

7 having had at its outset very similar characteristics to this 

8 group. 

9 This was the Advisory Committee on Problems on 

10 Census Enumeration. It was a 15-mernber committee. 

11 (Writing on blackboard.) 

12 I am going to write this here, committee of 15 

13 members. It was established for 18 months. It had a budget 

14 of $90 ,000. It had to produce two reports r one of them in six 

15 months, which was an internal report which was addressed 

16 specifically to the 19 70 census which at that time was already 

17 planned, the field offices were being staffed, and everything 

18 was more or less a f ai t ac,compli. 

19 What the committee was asked to do in that six-month 

20 period was recommend to the Census Bureau any additional pro-

21 cedures that might be added to the standard enumeration pro-

22 cedures in what the Bureau had identified as proble~ areas or 

23 likely problem areas. 

24 Secondly, to suggest ways in which the standard 
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something about what's going on in the process of census taking 

2 because the Bureau was convinced that you don't learn a great 

3 deal by doing research on surveys that are not taken at the 

4 time of the census. There is something special about the 

5 census situation. And therefore, in order to learn, you would 

6 get your best knowledge from doing thin~actually in the contex 

7 of the census. 

8 Now, one other thing that I would add to this is tha 

9 the committee, through the duration of its life, was never con-

10 vinced it was dealing with a real problem. The problem was 

11 this. It's very simple. 

12 In the 1950, 1960 and 1970 census, it has been esti-

13 mated that nationally approximately 3 percent of the population 

14 was not counted. This estimate is developed from a comparison 

15 with birth and death records, previous censuses projected for-

16 ward. That is the national estimate. 

17 The demographic analysis gives a further breakdown 

18 by age, sex and race. It indicated that nationally, again, 

19 approximately 20 percent of all of the black males between the 

20 ages of 20 and 35 were not counted in either the census of '50, 

· 21 '60 or '70. Well, the census of '70 is coming out and there 

22 have been now some preliminary estimateswhich indicated the sam 

23 thing happened in 1970. 

24 MR. WEIZENBAUM: Would you say that again? I'm not 
Federal Reporters, Inc. 
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MISS PARSONS: The national count is about 97 percen • 

2 Of the residual 3 percent, which is about 5.2 million people, 

3 this 5.2 million people includes 20 percent of all of the po-

4 tentially countable black males between the ages of 20 and 35. 

5 HR. MILLER: To put it another way, the black popu-

6 lation is underrepresented in the House of Representatives by 

7 six to eight Congressmen. 

8 MISS PARSONS: The problem was this is a national 

9 estimate, and the Census Bureau had no way of knowing what the 

10 geographic distribution of the undercount was. 

11 Now, in the course of pretesting the census, it had 

c 12 done a couple of short little studies which gave it an indica-

13 tion of where the trouble was. It ran something called casual 

14 setting interviews in Trenton, New Jersey. Having run a pre-

15 test of · the census it picked up people by going to bars and 

16 street corners and parks and interviewing people, getting their 

17 names and addresses, trying to trace them and so forth -- there 

18 was a population of people who had one or two characteristics. 

19 Either they were transients and had no fixed address, or they 

20 were people who were living within households that had been 

21 contacted by the census but whose existence was denied by the 

22 person who completed the census questions. 

( 23 This is all really not directly relevant to how the 

24 conunittee operated, but it gives you a sense of what the nature 
=ederal Reporters, Inc. 

25 of the problem was. 



115 

c The committee was asked by the three sponsoring 

2 agencies -- OEO, Census and Manpower Administration of the 

3 Department of Labor, each of which had a different interest in 

4 improving the census counts for blacks -- to do three things. 

5 One was to recommend ways of assessing the social co ts 

6 of this undercount phenomena, and the benefits that could be 

7 derived from improving the count X percent. 

8 Secondly, to recommend procedures for improving the 

9 standard census method of taking the census. 

10 And third, to design a long-term research program 

l l for the Census Bureau and the two other agencies in which they 

12 could participate jointly that would broaden their reach into 

13 the various scientific communities that could make a contribu-

14 tion to the understanding of the problem, but which until that 

15 time had not been included in any of the previous efforts that 

16 had been made to resolve the undercount phenomenon. 

17 Now, why I say the committee wondered all throughout 

18 whether or not it was dealing with a real problem was there was 

19 no way of deciding what the social costs and benefits were or 

20 estimating them, because first of all no one had any notion of 

21 what uses were made of the census, what the sensitivity, for 

22 instance, of the formulae that are used in the allocation of 

23 government monies from the Federal Government to various levels 

24 of government were, and what degree of error in the population 
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of money, to take one example. There are others. For instance 

2 a definition of a universe of need, to find out whether or not 

3 the people who were counted had some peculiar social character-

4 istics that separated them off from the rest of the population, 

5 or whether they were like everyone else. 

6 A.nyway, those were the considerations. But just 

7 the simple one of trying to attach a dollar figure to an improv -

8 ment in the count we found was impossible to do because nobody 

9 knew what uses were actually made of the census, and what con-

10 text and what purposes and what time in relation to the taking 

11 of the census. Because it was thought that probably, in the 

12 case where a statute requires that money be allocated on the 

13 basis of the 1960 census, say, in 1969, the margin of error in 

14 the count as a result of the manipulation of the data for pro-

15 jective purposes was probably far greater by '69 than any error 

16 in the basic count. 

17 So we lived with this for 18 months, not knowing 

18 whether we were really dealing with something that was importan 

19 or not. 

20 All right. Let's start again. We started out with 

21 the 15-mernber conunittee which met for the first time on the 

22 11th and 12th of June, 1969. It was a two-day meeting just lik 

23 this, and at the end o! the second day the conunittee had come 

24 out with a plan that looked something like that. 
=ederal Reporters, Inc. 
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MISS HARDAWAY: In other words, we are very ordinary 

2 MR. DOBBS: Not with the same headings, I hope, Caro e. 

3 MISS PARSONS: No. 

4 We knew that was June and we knew we had to produce 

5 a report, which was re la ti ve to the '70 census that was going 

6 to be taken the following April, by the 31st of October. What 

7 did we do? 

8 We had two objectives. One was because of the 

9 nature of the advisory activity, and particularly because of 

10 the Academy's very special concern about these things, we wante 

11 to be sure that the staff role was supportive primarily, and 

12 that no one would be able to turn around and say this is 

13 that was written by the staff. We wanted to make sure that it 

14 was full participation by the committee members and they had 

15 control of the document. 

16 Secondly, because this was a problem area that had 

17 a problem that had been dealt with by statisticians and demog-

18 raphers, survey methodologists, for about twenty years, and 

19 whose approaches had more or less monopolized the research 

20 treatment of this problem, we wanted to identify as broadly as 

21 possible all the areas in the social sciences in this particular 

22 case that may have something to contr~bute to an understanding 

23 of what was going on. 

24 So we had a problem of outreach and identification 
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c So out of the first day's meeting, we had four sub-

2 committees. We had a subcommittee that came up right away on 

3 alternatives to the census. In other words, what other ways 

4 could you go about counting the population without going out 

5 and knocking on doors every ten years. 

6 Secondly, we had one on the secondary analysis of 

7 the data from previous censuses to see if it could be milked 

8 further to give some further information on the social charac-

9 teristics of the people. 

10 We established one on something called improperly 

11 the social psychology of anonymity. 

12 And the third one was on urban ethnography, anthro-

13 pological studies of people living in urban ghettoes, primarily 

14 There was a reason for this. Here the committee 

15 wanted to start initially, even though it knew that it had some 

16 thing to do in six months it knew also it had another year 

17 after that, thouglt.it would have a year, to develop long-term 

18 considerations, so it wanted to get started early. So we had 

19 the committee on the aiternatives to the census. 

20 This committee was provided by the Census Bureau and 

21 then by the Acaqemy of Science with all the material that those 

22 two groups of people could put together on proposals that had 

23 been made at one time or another of alternatives or supplementa 

24 ways of counting the population. That was composed of three 

Feder a I Reporters, Inc. 
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from the outside to participate just on the subcommittee, havin 

2 been identified by the three members of the committee who knew 

3 that these people could be particularly helpful. 

4 In this case, the one of secondary analysis, what 

5 they wanted to do was take the Chicago census tract data for 

6 1960 and work it over to see if they could develop some rela-

7 tionship between estimates of undercounting and tabulated non-

8 responses in the census. That is incomplete census forms. 

9 The same areas in which it was thought people were undercounted 

10 were the same areas in which there was a very high non-response 

11 rate. 

12 This was undertaken by, unlike in this case, three 

13 members of the conuni ttee who were at two universities in the 

14 same geographic area. They developed a research design for 

15 this particular piece of original research, and then they got a 

16 graduate student who actually carried it out as part of his 

17 preparation for his MA thesis. We paid for that in the way 

18 that was discussed this morning. 

19 Social psychology of anonymity was something else. 

20 One of the objectives here was to relate a body of research 

21 literature that had not been thought relevant to the census-

22 taking problem as it had been described to us at that point. 

23 This problem as conceived of initially was a problem 

24 of deviant behavior. And one member of the committee in this 
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to put together a subcommittee that ultimately included 12 

2 people who were specialists in various aspects of deviant be-

3 havior, and they met during the summer, and they undertook a 

4 literature review and they made -- well, I won't talk about 

5 their recommendations. 

6 The Committee on Urban Ethnography was of yet a 

7 different character. In this particular case, the Census 

8 Bureau had already contributed to the support of an anthropolo-

9 gist who was studying the behavior of people in urban areas, 

l 0 and they wanted to know two things, whether they should do more 

11 of it and whether the data that the anthropologist gathered 

12 could be used to develop estimates of under-enumeration in 

13 small areas. 

14 This had to be done immediately, by October, because 

15 there was an important advantage to having the anthropological 

16 work going on at the same time that the census was being taken. 

17 There was one other, and that was the public infor-

18 mation campaign, public relations, where one of the members of 

19 the committee was the Dean of the School of Communications at 

20 the University of Texas, and he put together a group of people 

21 drawn largely from the advertising and research world, non-

22 academic, who went over the census public information campaign 

23 with the advertising agency in New York that was preparing it 

24 on a voluntary basis. 
·edera I Reporters , Inc. 
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valued at $10 million. The Bureau didn't pay for any of it. I 

2 was all voluntary, but at the same time they had vary little 

3 control over the content of ~ha advertising campai~n, and it 

4 was the res?onsibility of this committee to make an assessMent 

5 of its appropriateness. 

6 That was done in early Se~tember. And the things 

7 corning out of all thes~ commit~ees were fed into a lats Septernb r 

8 meeting of the committee out of which came writing assignments 

9 which were sent to the staff who drafted a report, sent back to 

10 the corrunittee for revisions, and delivered on October 31. 

11 Now, the important thing -- and then I will quit 

12 we finished more or less on time. Then we were going to have it 

13 commercially published. It has produced a book, as a matter of 

14 fact, and the bottom f2ll out of the market, and so on, and 

15 the book is being published by the Academy and will be out the 

16 15th of May. So there was a delay in the actual publication fo 

17 those reasons, but it had nothing to do with the work of the 

1 8 cornmi ttee . 

19 Out of this one, the alternatives to the census, and 

20 some of the questions that came up in the course of discussing 

21 the public relations campaign, the committee got interested in 

22 something which it had not previously been interested in. 

23 Namely, the various ways of communicating with people, particu-

24 larly the potential of new technologies for communicating with 
'ederal Reporters, Inc. 
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about the population. So these two committees eventually came 

2 together in a second stage ~nd produced another one on alterna-

3 tive instruments for improving census coverage. And t.~at's the 

4 one in which the issue came up that brought me here this time 

5 because we got into the discussion of privacy issues, and so 

6 forth, in this particular area. Also we hadn't planned to 

7 cover the social psychological. When they got started talking 

8 about the social psychology of anonymity, they went over the 

9 deviant behavior area which seemed to be a very good idea. And 

10 it occurred to some of the people on the committee that what 

11 they were really talking about was that the census-taking pro-

12 cedures were based upon a theory about the structure of social 

13 reality, let's say -- namely, that the census, if you look at 

14 it from this perspective, looks at the population of the United 

15 States as a grid. And each of these cells is a residence and 

16 it's assumed that everybody had one primary attachment. He 

17 may have several residences, but he has one that he defines as 

1 8 where he lives . 

19 Consequently, all the intensive enumeration procedur 

20 that the Bureau had developed up until that time were aimed at 

21 getting people who were floating in the interstices of this 

22 grid, derelicts and people moving from community to conununity 

( 23 and migrants, and so forth. 

24 And really what might be the case is that the Census 
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( 
and the address you have, may be not quite right. It may be 

2 incr·easingly less right in the second half of this century. 

So they formed a second stage called the Subcornrnitt e 

on Anonimity II which went into detailed analysis out of th~ 

5 literature on the sociology of knowledge and various theories 

6 of social structure and social mobility which led to recommen-

7 dations for the redesign of th~ census. 

8 The important ~~ing I wanted to emphasize here is by 

9 getting started on something like this which the committee 

10 thought was right and thay weren't completely happy with it but 

11 they thought it was a way to start getting to work, they did 

12 two things. 

13 One is they identified in this particular case hard-

14 ware, a new way of doing the same thing, but in a little bit mo e 

15 sophisticated fashion. And over here they developed a complete 

16 new conceptualization of what' it was - that they were all about 

17 and what it was they were involved it. But it was a good six 

18 months that passed between these two. 

19 That, I guess, sort of sums it up. Again, one of th 

20 things that we were trying to do in this particular case was to 

21 look at the existing knowledge base that could be related 

22 useflly to the problem as it was defined and redefined, and at e 

23 same time hopefully in this particular case to push the state o 

24 knowledge a little bit forward further by identifying key issue 
Fede ral Reporters, Inc. 
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deserved the attention of the agency that had the responsibilit 

2 in this area. 

3 MR. WARE: Would you say again how the four sub-

4 conuni ttees were identified? 

5 MISS PARSONS: Their purviews were initially identi-

6 fied in a two-day meeting like this. The participants were 

7 identified primarily by members of th: committee. And I must 

8 say that out of this, we started out with a 15-mernber committee 

9 and in a total operation there were almost 50 people. If you 

10 look at the subcommittee list in the back of the book, you see 

11 about 50 additional names that were actively involved to the 

12 point of contributing to the writing of the report, but with th 

13 committee always being the court of last resort as to whether 

14 what was done was acceptable and whether it deserved attention, 

15 and so forth. 

16 MR. HAR'rIN : Thanks ' Carole. 

17 MISS KLEEMAN: To me one of the useful things 

18 this shows and one of the things Carole is saying throughout 

19 this, is that some of th~ concepts changed as they went along 

20 so you don't have to feel bound in by your initial definition, 

21 so some of the fears of getting bound in to this were fully 

22 capable of changing easily. 

( 23 MISS PARSONS: That is very true. 

24 MR. GENTILE: Hopefully we are going to learn as we 
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MR. BURGESS: There was a very well defined task for 

2 the committee. That is, to identify the social costs and make 

3 some short term recommendations for the '70 census. 

4 MISS PARSONS: If you read the report you will see 

5 that the committee said in effect it couldn't assess social 

6 costs and benefit and explains why and explained what you have 

7 to know to be able to do it and notice that that information 

8 didn't exist. That was the state of the art. 

9 MISS KLEEMAN: I had one thought at lunch time as I 

10 was talking to several people and asking them their ideas on ho 

11 to approach some of the questions we have and particularly in 

12 the area of gathering together what has already been done. I 

13 found myself asking several different people if it would be 

14 useful for them to prepare a brief description of the state of 

15 the art in their own little, not so little area. And I wondere 

16 if many thought that would be useful. For example, to ask 

17 Willis Ware to prepare something on what has been done in the 

18 field of security in intelligence systems, for example, how 

19 much we know about that kind of technology. 

20 MR. WARE: Intelligence systems? 

21 MISS KLEEMAN: Defense systems. 

22 MR. WARE: I'm sorry, I thought you meant the arti-

23 ficial intelligence bit. 

24 HISS KLEEMAN: No. Where there is a tremendous con-

cern about the security, computer security, and where I know 
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a lot has been done. 

2 !IR. WARE: No problem. 

3 MISS KLEE.MA...~: And to ask Bob Gallati to show us wha 

4 Project Search has come up with as standards for criminal sys-

5 terns, and also discuss a little bit how criminal systems today 

6 are actually ·working, where they are not yet meeting those 

7 standards . 

8 There are several other people who could in effect 

9 do the same kind of coalescing of present activity, and then we 

10 of course can do a lot, put together a list to send out for 

11 comments and get back and then redistribute. 

12 I think there may be some studies that everyone will 

13 want to read. The Waston study may fall into this category. 

14 There may be others that we will abstract and if you want to 

15 read them we will get them to you, that not everybody will want 

16 to look at, maybe. The educational guidelines only a small 

17 group will look at. 

18 If that would be useful, we could maybe among our-

19 selves decide who should be taking on some of those things, and 

20 come back either before the next meeting so that you can all ha e 

21 read them by then or at the next meeting. 

22 MISS PARSONS: I have the impression I should maybe 

23 not have said anything because I think I either upset people 

24 that they would ever like to be perceived that way or otherwise 
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MR. WEIZENBAUM: To the contrary. I found this 

2 enormously stimulating. My reaction to it, after apologies, 

3 and of course off the top of my head this is the first time 

4 I've seen this so I will offer a comment with that apology. 

5 As I looked at the development of what you presented 

6 it occurred to me clearly that if we are going to use this at 

7 all, we have to use it by analogy. Can we do so~ething analo-

8 gously? And what is, for example, an alternative to breaking 

9 it clown that way and breaking it down the way you inclicated 

10 there. And it happens I came up with four categories by acci-

11 dent. You have four. I happen to have four, too. I don't 

12 think there is anything necessary about that. I will just name 

13 then, again with the apologies I made in the beginning. 

14 First, these are not in order of importance, just 

1 5 four categories . 

16 Information as property. Someone looks at informa-

17 tion as property, the whole due process question that you raise . 

1 8 This is all in the context of HEW information systems. 

19 Another slice, information as a resource. And essen 

20 tially, then, to look at it as an economist looks at the dis-

21 tribution of scarce resources. That's what economics is all 

22 about. It's about the dis~ribution of scarce resources. 

23 The third one is the fragility of information system 

24 as a base for social action which it seems to me deserves a dee 
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consequences. 

2 MR. MARTIN: What is that again? 

3 MR. WEIZENBAUM: The fragility of information system 

4 as a base for social action. Again, this is all in the HEW 

5 context. 

6 And finally alternative means for delivery of HEW 

7 services, and the question is alternative to what? Alternative 

8 to the assumption that is made all along that the delivery of 

9 HEW services is ultimately based on very large possibly inter-

10 connected, rather highly centralized automated personal data 

11 systems. Are there alternatives to that? Some alternatives 

12 occurred to me. This is not the time to spell that out, but in 

13 any case that's another sl,tce. 

14 MR. DOBBS: You really mean alternative information 

15 support to delivery of services. 

16 MR. WEIZENBAUM: I say alternative means. Yes, 

17 alternative information means, if you like. 

18 MR. DOBBS: I think that is better. 

19 MR. WEIZENBAUM: This is all off the top of my head. 

20 For example, one could think of urban information systems that 

21 are to a very large extent autonomous and self-contained. I 

22 say to a very large extent, that have very little intercommuni-

23 cation with other sys tens but that integrate a nwnber of ser-

24 vices, and with the responsibility for the information process-
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who are running that thing, not in Washington, for example. 

2 And where Washington gets, perhaps by law, only summary informa 

3 tion, statistical information, and so on and so forth. Or 

4 similarly alternatives to the problem of universal identifiers 

5 and so on. Things of that kind. That's another kind of break-

6 down. 

7 As I say, this is just off the top of my head, and 

8 I'm sure other people can think of other ways of breaking it 

9 down. 

10 MR. BURGESS: Let me make a comment. I think that 

11 if there is a lesson to be learneG from what Carole has said 

12 it is that that kind of alternative, more functional, analytic a 

13 way of breaking the problam, might come out of another meeting. 

14 I guess I feel that if we could do some of the thing 

15 that Nancy suggested just a minute ago, that is if different 

16 people could try to make available to the committee staff which 

17 would then disseminate to the rest of us in some form, abstract d 

18 or in whole, that at the next meeting we could all come much 

19 batter prepared, having reflected on what transpired here on 

20 that framework and on the one that Joe just suggested, and 

21 than we would be well prepe.red in the first meeting next time 

22 to make some hard choices. This meeting has been just tremen-

23 dously stimulating and informative, I think, but I would hate 

24 to get locked in here on the kind of framework that we might 
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Frankly, I prefer the kind of analytical way of 

2 defining t~e task that Joe has outlined, but it seems to me 

3 to be pretty premature to make that kind of a commitment. 

4 And I would think if we could exchange some more information an 

5 take full advantage of the talent and experience that is 

6 gathered around this table, we would be in a good position to 

7 do that in two weeks or three weeks. 

8 MR. WEIZENBAUM: I agree it is premature in terms of 

9 adoption. As I say, I hope people will come up with other 

10 slicings. 

11 MR. BURGESS: Yours is very different in terms of 

12 the conception of the task. That is a more kind of topical con 

13 ception of the task, and yours is much more of an issue or 

14 analytical conception of the task. 

15 MR. WEIZENBAUM: I will take it upon myself -- I 

16 hope this is the last time I will volunteer for anything here -

17 to write a little document on this and send it to you and you c n 

18 then distribute it, very quickly, as quickly as I can. 

19 MR. SIEM.ILLER: That means a job description to the 

20 titles you give? 

21 MR. WEIZENBAUM: I will name individuals. You will 

22 be head of two of these. 

( 23 (Laughter.) 

24 MR. SIEMILLER: Like I told Helen Bentley the other 
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see a definition of the job description. Sometimes they just 

2 don't fit in the same package. 

3 MR. BURGESS: The pay rate is the same on all of thi . 

4 MR. SIEMILLER: I found out in later years there is 

5 more to life than pay. I found it out too late. 

6 MISS PARSONS: If I could add just one other thing, 

7 something I didn't mention, is between the time the initial 

8 request for help came from the three sponsoring agencies and 

9 the actual convening of the conunittee, we put together an ad 

10 hoc group which met for a day in January, I guess, which tried 

11 to lay out a bit of groundwork for the committee, and to develo 

12 categories of literature and other kinds of information which 

13 they thought the conunittee should have as a basis from which to 

14 work. And then, between the time that that group met and as 

15 the conunittee itself is being put together, the information 

16 base for the committee was developed but with the active parti-

17 cipation of the prospective conunittee members who took upon 

18 themselves the responsibility to sort through pieces of the 

19 literature that were provided to them by the staff and by 

20 agencies involved, so that it wasn't totally a staff burden 

21 that was horrendous ~n this particular case. 

22 MR. MILLER: I think there's a lesson there in terms 

23 of our meeting in mid-May, that if those two days are to be 

24 functional in any sense, at the very least there should be a 
:ederal Reporters, Inc. 
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c 14 minutes before I leave for the airport and that we can at 

2 least digest, and hopefully that some of the things we have 

3 been talking about in here in the last ten minutes for purposes 

4 of generation are distributed. 

5 I would like the general counsel's office of HEW to 

6 prepare, for myself and any other odd people here who are in-

7 terested in it, a data base on all of the statutes, regulations 

8 guidelines, internal understandings, forms, and representations 

9 made to the public with regard to data collection, data storage 

10 data use, data destruction and confidentiality. 

l l I trust that is on the record, because if this com-

c 12 mittee has any authority, I as a member of this committee would 

13 like that type of information. 

14 MISS KLEEMAN: We have something that approaches tha 

15 and that begins at that. You may have that already. 

16 MR. MILLER: No • 

17 MISS KLEEMAN: Which can be distributed very shortly 

18 on the authority of the Department to conduct personal informa-

19 tion activities which is long on the statutes and the regula-

20 tions, and short on pulling together all the guidelines. It 

21 gives examples of guidelines and forms. More will have to be 

22 done on that. But we will have that distributed. 

23 MR. MILLER: There is a great deal more that is 

24 below the surface of regs and statutes. McFee was suggesting 
=ederal Reporters, Inc. 
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representations to the public about confidentiality. And as I 

2 suggested yesterday, that sounds good, but can you back it up 

3 against a subpoena? 

4 MISS KLEEMAN: For example, all medical record col-

5 lection forms have a cross on top of them, notice; this is a 

6 medical record which has confidentiality of information, and 

7 this is protected under Section such and such of the Public 

8 Health Service. But what you are saying partially is how is 

9 that enforced. 

10 MR. WEIZENBAUM: This is in your area of experience 

11 so it may not occur to you to ask the question but it does to 

12 me. In what form does such a data base appear and how does one 

1 3 browse through it? 

14 MR. MILLER: After about three martinis it shows up 

15 as a goulash of statutes, regulations, memoranda, letters. 

16 MR. WEIZENBAUM: It's a pile of paper. 

17 MR. MILLER: It's a pile of papers, and my guess is 

18 it's probably pretty disorganized. 

19 MISS KLEEMAN: It shows up at this point as a 34-

20 page paper, and I think what we would do is distribute this as 

21 a first cut and then ask for advice on how to broaden it. 

22 MR. MARTIN: I hear your request, Arthur. What woul 

23 you do with it if you had it? 

24 MR. WARE: Use it as a reason for drinking three 

25 martinis. 
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(Laughter.) 

2 MR. MARTIN: To provide quite literally what you 

3 have asked for I suspect is not feasible by the next meeting. 

4 As you must appreciate, it is an enormous task. 

5 MR. MILLER: Of course, but I ask today. 

6 MR. MARTIN: What would you do if you had it. I'm 

7 thinking about the comments that have been made about informati n 

8 overload. 

9 MR. MILLER: To use an oft-recited cliche, I would 

10 look to see where the leaks are. I would look to see whether 

11 legal umbrella as it now exists is consonant with what is reall 

12 going on in the agency or, as I suspect, represents a confiden-

13 tiality and regulatory scheme built for quill and inkstand in-

14 formation environment. 

15 Then I would like to see how the umbrella, as r e-

16 fleeted in this pile of papers, stacks up against actual oper-

17 ating procedures at five data bases inside the agency. 

18 And I would like, as I tried to indicate to you 

19 after lunch, to get perhaps a bright law student, or two or me 

20 or three, somebody from the general counsel's o f fice, to start 

21 composing models of legal regulatory structure that might be 

22 used with regard to the problems as they are perceived by 

2 3 people working in the other are as • 

24 In other words, I can't myself create a legal model 
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do is sort of start setting up a pool of models from which I 

2 could later draw in reaction to the problems as they are per-

3 ceived by the over-all committee with regard to such things 

4 as collection, linkage, accountability, and so on and so forth. 

5 My feeling is that we have got tremendous expertise 

6 in this room or can draw from outside this room, but we have 

7 got to do a lot of different things at the same time. We have 

8 got to be jugglers. The technologies have to be working. The 

9 lawyers have to be working. The systems people have to be 

10 working. The operator has to be working. And slowly we've 

11 got to bring all of our sort of parochially-created models into 

12 synchronization as we gain wider and wider appreciation for the 

13 problems as they are perceived by the other groups. 

14 I mean, if we all sit around waiting for the other 

15 guy to tell us what the problems are, we will all be sitting 

16 around waiting for the other guy to tell us what the problems 

17 are. And this is the only way I as a parochial lawyer know how 

18 to start. 

19 MISS PARSONS: In order to make recommendations you 

20 have to knciw what exists. . ' 

21 MR. MILLER: That's right. In order ta know the 

22 state of the art, I have to know my range of possibilities 

23 and I haye to start cu~ting and snipping and pasting among the 

24 alternatives as the data comes to me about what the problems 
="edera I Reporters, Inc. 
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false issues are, et cetera. 

2 MR. DeWEESE: The only thing I could possibly say 

3 besides that is possibly it might be better to focus on the fiv 

4 or six or however many data banks we want to in the agency and 

5 then just draw on the regulation, statutes and unofficial 

6 understanding that affects those. That may bring the number 

7 down to a more reasonable number in size. 

8 MR. MILLER: If we could pick paradigms. 

9 HR. DeWEESE: I don't see how we could advise the 

10 Secretary on data banks unti 1 we know how many data banks the 

11 agency operates. 

12 MR. BURGESS: There are only two large-scale data 

13 banks, aren't there? The Social Security Administration and 

1 4 the Comrnuni ty Heal th. 

15 MISS KLEEMAN: How do you define "large?" 

16 MR. BURGESS: Multiple users and nationwide. That 

17 would be the criteria. They aren't special purpose data banks 

18 for one sector or from one class of people, but general purpose 

19 data banks in the sense they cover the nation, and they are not 

20 limited to certain kinds of people. 

21 MR. DeWEESE: I think I am also talking about data 

22 banks that are funded by HEW. I count those as HEW data banks 

23 funded in whole or part, really. 

24 MR. BURGESS: If that assumption is true -- and I 
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c good one with respect to getting down to the operating level. 

2 At least one of the committees, in fact, might be a committee 

3 to do a case study of, say, one general purpose data bank, say 

4 the community health data bank, and one special purpose data 

5 bank. I think if we went beyond that we would get into a bit 

6 of a problem. But I think that would help tie together the 

7 kinds of things that Arthur Miller is talking about and that 

8 Willis has brought up in a concrete kind of way. 

9 MR. WARE: David, don't let those guys get away 

10 without homework. 

1 1 MR. MARTIN: Tay, and all of you, I think we have no c 12 trouble on relatively short time scale giving you an overview 

13 with a fair amount of specificity on HEW's data banks. I think 

14 we can give you a big magnifying glass to look at some of those 

15 I'm sure you won't want to look at all of them -- including 

16 two hours or two days at the Social Security Administration in 

17 Baltimore, looking at that data system or any other data system 

1 8 you want to see. 

19 When it comes to data systems in the health, educa-

20 tion and welfare areas which are not maintained at HEW by HEW 

21 personnel, our notion had been that by creating a committee 

22 like this, and including on it people who work and live and 

23 relate to and are to a greater or lesser degree participants 

24 in and hopefully more or less experts about the world of health 
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' either people who within the committee could supply for the 

2 rest of the conunittee information about data practices in those 

3 worlds and/or would know what the most effective way to get 

4 information about those worlds is. 

5 Now, what I seem to be hearing, and maybe it's just 

6 because nobody is prepared to undertake it themselves or we 

7 haven't gotten down to the nitty-gritty of very specific kind o 

8 instruction to the staff, is saying, "Well, can HEW do that, II 

9 and the answer to that is, "I don't know. II I don't know 

10 whether HEW could do that. I know a little in response to 

11 Arthur because we have been working in that area, and I have 

12 some sense of what the limits and capabilities are and what 

13 time scale of providing very detailed information. about -- you 

14 are not really talking about the leaks, Arthur. You are talkin 

15 about the possibility of leaks, insofar as leaks are protected 

16 against by statutes, regulations, pieces of guidance, instruc-

17 tions. And none of that would tell you what the behavior of 

18 people may be. 

19 MR. MILLER: That is right. 

20 MR. MARTIN: Which isn't going to be reflected in 

21 any of that, and you won't know anything about leaks from look-

22 ing at all of this, which isn't to say you shouldn't look at 

23 this, and I think we can do something. 

24 I am not sure what we can commit ourselves to to 
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in the United States of America outside of HEW, although re-

2 lated to us because of these areas or financial relationships. 

3 I am sure we can get a good deal through our programs and 

4 program people. But many of you here know our program people. 

5 Indeed we have turned to our program people for insights. It's 

6 kind of scanty in these areas. So I would like to hear some-

7 thing corning out of this cornrni ttee more than just saying, "You 

8 find out for us. " You are more expert than Nancy and I are, 

9 many of you, as to what is going on in these areas. 

10 MISS KLEEMAN: Most of you. 

l l MR. MARTIN: Most of you. Well, you are all more 

12 expert from one standpoint or another, and it is the blind 

13 leading the blind if you are asking us to tell you things about 

14 your world. 

15 MR. MILLER: I think what you are saying is help us 

16 identify five, four, six -- the number is irrelevant --

17 automated systems, either completely internal to HEW or asso-

18 ciated with HEW in some manner or means that represents sort 

19 of the spectrum of types of data bank that abut on HEW. And 

20 in a sense give us the impramatur of the agency to go out and, 

21 as Joe says, rip them apart, just go out and talk to them. I 

22 just can't walk into a data bank and say, "Hi, I have arrived." 

23 MR. DeWEESE: That is what I meant exactly. 

24 MR. MARTIN: Five systems in all or five systems in 
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MR. MILLER: Five in all, I think. 

2 MR. BURGESS: They ought to be divided up in some 

3 systematic way. We ought to have a general purpose, general 

4 service data bank, general purpose local service data bank. Yo 

5 know there are basically four kinds of data banks and there 

6 ought to be four kinds of case studies. 

7 MR. WARE: There's another way to cut that that I 

8 think you better watch. There's a dedicated one, like Social 

9 Security, that runs on its machine, and I'm sure the case at 

10 UCLA is that the HEW shares the campus computer, and things are 

11 different. 

c 12 MISS KLEEMAN: Most systems, when we were doing this 

13 thing with Senator Ervin, they have identified approximately 75 

14 data bank systems which contain information about individuals. 

15 Now, all 75 of these are maintained in three pieces of hardware 

16 three computers. There are three computer facilities in the 

17 Washington-Baltimore area. One at Social Security, one at NIH, 

18 and one in the HEW North Building basement which contain all of 

19 these. 

20 When you look in the Office of Education data system , 

21 they are all contained in the same computer; they all use the 

22 same facility. So there are going to be many of the things tha 

23 we are concerned about cut. 

24 MR. MILLER: There are no systems supported by HEW -
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by HEW. The external ones we have not --

2 MR. MILLER: Well, just find us a couple of external 

3 ones to look at. 

4 MISS KLEEMAN: I think we do have to do some broader 

5 looking at the facilities themselves. 

6 MR. GALLATI: It is very important to make sure we 

7 get both the dedicated type and multi-shared, because they are 

8 two different problems entirely. 

9 MISS PARSONS: I would like to make one other sug-

10 gestion, and I am not going to say another word for the rest 

c 11 of the afternoon. Just as a principle, regardless of what 

12 you do, whether you look at data banks or whether you look at 

13 statutes and law, I think that a good principle to operate on 

14 is that at the next meeting of the conunittee what you should 

15 be prepared to do is not have in hand the beginnings of what 

16 you are going to inform the Secretary or advise the Secretary, 

17 but rather than one should take as one's audience for the next 

18 meeting the conunittee members themselves with individuals or 

19 groups on the committee taking upon themselves, volunteering to 

20 take a piece of the action, and make sure that every member of 

21 the committee, not putting a stack of papers this thick in 

22 front of everyone but through distillation in that particular 

23 area that everyone is at the same level of understanding of 

24 the major areas that are involved. 
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and this is without wanting to give undue prominence again to 

2 social security number as such, but I do think we need to know 

3 within the Department who is using, for what purpose, whether 

4 there are alternative common identifiers that could serve that 

5 purpose, and to the extent that the information could be gener-

6 ated outside the Department use as well, both public and 

7 private. 

8 We should know how extensive that use is and how 

9 conunitted and what the possibilities an? the implications are f 

10 a retrenchment in the neutralty policy and posture at present 

11 would be. 

12 MISS KLEEMAN: We have tried as a first cut to ask 

13 Social Security these questions. I think we, the staff and the 

14 conuni ttee, have to be very careful to identify the questions 

15 that we want answered in very precise terms so that we can push 

16 Social Security to give us a precise and well-defined answer. 

17 And I think we as staff ask your help in designing very quickly 

18 those questions so that they can start asking them. 

19 The intra-HEW use of the social security number I 

20 think we can ask them to start addressing immediately. I know 

21 that it is not used in a lot of the data systems we have been 

22 looking at. 

23 The external use, I think we have to be very careful 

24 how we define it. They are more than willing to undertake a 
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exactly what questions to ask them to ask, and the sooner we 

2 can do that, if there is a subgroup of you who could start work 

3 ing on those questions immediately, that would be very useful, 

4 I think. 

5 MR. ALLEN: I have taken a cut at some things that I 

6 want to ask. Maybe I should ask others who would be interested 

7 in that before we break this afternoon. 

8 MISS KLEEMAN: I am thinking of getting down to 

9 almost the precise question, how we should phrase the questions. 

10 MR. BURGESS: Let me try to get a decision made. 

11 If there is a consensus that we ought to do some case studies o 

12 some operating systems, I would be willing to write some though 

13 down about how one might sample those systems, and I would be 

14 interested in participating in doing that work. 

15 I think Tay has made some very compelling arguments 

16 for doing that. I think the kinds of things that other people 

17 have talked about doing would be usefully grounded in some very 

18 concrete information about how things will work operationally. 

19 But I do think there's a problem in sampling the kinds of data 

20 banks you look at because data banks aren't data banks. There 

21 are lots of different kinds, with respect to the clients they 

22 serve and the kinds of data they have. 

23 I think we need to have a broad view of that. 

24 MR. MILLER: Layman, when you get back to Ann Arbo 
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grant to study privacy technology, behavioral research, and my 

2 research associate has begun to put together a questionnaire 

3 or an interview scheme which might be appropriate for you, and 

4 perhaps Phil, since you are three hours apart, to get together 

5 with and perhaps model or change for purposes of this group. 

6 MISS KLEEMAN: In connection with this, I mentioned 

7 earlier, I think to Layman and Phil and Arthur, that we do have 

8 the resources of a law student at the University of Wisconsin 

9 who is very interested in perhaps doing a case study of all of 

10 the student and faculty record-keeping, personal information 

11 activities at the University of Wisconsin, where he has re-

12 sources available to him so that a design like this could be 

13 applicable there, too, as a case study of an outside environ-

14 ment. 

15 MR. MARTIN: I just got a note from the Social 

16 Security Administration to me. Subject: Feasibility of SSA 

17 study of extended use of social security numbers. 

18 (Laughter.) 

19 MISS KLEEMAN: See what I mean? You ask a question 

20 MR. ALLEN: David, I didn't expect it so quickly. 

21 MR. MARTIN: It illustrates the relevancy of Nancy. 

22 In my note to you, dated April 19, 1972, I indicated I had aske 

( 23 our research --

24 MR. WEIZENBAUH: That's tomorrow. Today is the 18th 
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transcribed twice. 

2 "Most recently over the phone asked our research to 

3 explore the possibility to do a study to obtain information 

4 about the extent of the social security number." 

5 I have now heard from So and So who looked into this 

6 question for us. He says he discussed the matter with So and s 

7 and that they have concluded that such a study would not be 

8 worthwhile for two reasons. The first and most important being 

9 that such a study would not be completed in time for it to be 

10 available for the advisory committee. The other is the results 

11 that would come out of the study would not be much different 

12 from the survey of identity commissions issued by the American 

13 Bankers Association in December of 1966. 

14 MR. BURGESS: That is another example of a study we 

15 ought to have brought to our attention. 

16 MR. -MILLER: 1966? 
. 

17 MR. WARE: He thinks it hasn't changed. 

18 MR. MILLER: No wonder they wouldn't be done in time 

19 HR. DOBBS: I'm not sure he said that. It sounds 

20 like he may have said he didn't know. 

21 MISS KLEEMAN: I think this points up the need for 

22 us to have specific questions. 

23 MR. MARTIN: It's a tough question. It's not a 

24 question to which SSA is likely to have the answer. There is 
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the social security number for whatever purposes of theirs 

2 to inform the Social Security Administration of · that. And I 

3 guess it's a straight survey research task. You think of all 

4 the possible users and you develop a questionnaire and you 

5 figure out what a relevant or significant sample is. I'm not 

6 a survey researcher, but I guess that is what has to be gone 

7 into. 

8 MR. ALLEN: If it's too big a task to be done corn-

9 prehensively, people then sample, and perhaps it means sampling 

10 an urban system. And I guess that that could be done before 

11 December • 

12 MR. MARTIN: I think Nancy's point is quite right. 

13 We do need a fairly sharp definition of what kind of a study of 

14 that sort you feel would be useful. I sense that you feel you 

15 need some kind of a factual basis on which to think about, 

16 and ul tirnately recommend about the social security number issue. 

17 And I think you're the best ones to specify what you would be 

18 comfortable with, what you feel you need. 

19 MR. ALLEN: We will be making a decision to endorse 

20 the present policy if we don't get factual information and don' 

21 make recommendations about that. 

22 MR. MARTIN: Right. 

23 MR. WEIZENBAUM: I would certainly like to know at 

24 the very least in what context -- and I mean all of them in 
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and so on and so forth. Having a list of that kind, I imagine 

2 that one could go to specific respondents who say that they 

3 require the social security number and they get it from whoever 

4 supplies data to them, and I say, "How do you actually use it?" 

5 The justification might be that we need to be able to identify 

6 individuals in order to get anciliary files from the So and So 

7 agencies. 

8 Then you might ask them, "Have you ever done that?" 

9 The answer might very well be no, but it may be required. Or i 

10 may be that the previous director who left when this Adminis-

11 tr a ti on was elected, or whatever, who has since been promoted, 

12 said we thought it was a good idea and said we should do it. 

13 We have routinely asked for it but we have never used it, and 

14 so on. 

15 MR. MARTIN: I think that's something I hope we can 

16 do relatively easily, is give you a good picture of the extent 
, 

17 and character of the use of the social security number within 

18 HEW. 

19 MR. WEIZENBAUM: That's a very good sample of a 

20 very large slice of our government. And it may be that our 

21 legislative friends from Ohio and California can make inquiries 

22 in their st~te~ a~ to the .use of that number in the context of 

23 either the welfare agencies in their state or in the state 

24 government generally, or whatever they can come up.with. 
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something to a certain degree has been done in California when 

2 Bill Bagley had this committee before. ThE¥ studied the data 

3 systems in the state and produced in the report that he is 

4 getting for us -- there is a listing in the back of that report 

5 of all the data systems and what the elements are. 

6 The further question then is to identify the ones 

7 that have the social security number and go back and ask a few 

8 more questions, and I think we can ask him to do that. 

9 MR. MARTIN: Would those of you who helped create 

10 that model up there care to indicate how you propose the corn-

11 mittee and with what support will execute whatever your first 

12 cut of that is going to be for the next meeting. 

13 I think it is important for all of us who are going 

14 to be involved to have a clear sense of what it is that is ex-

15 pected to be done in relation to that taxonomy. 

16 MR. MILLER: You are the last soldier. 

17 MISS COX: Well, you made some suggestions here on 

1 8 actually what would be done with it, and I think from the 

19 National Science Foundation experience somebody has got to take 

20 the initiative. I realize that you are in a position that you 

21 are not the permanent chairman, but I don't see that that makes 

22 one bit of difference. Either the members of the conunittee 

23 and many of them are already gone -- volunteer to work on a 

24 section, and there have been a few volunteers here, and if ther 
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assign them to do what they can on it. And they come up with 

2 the questions to the office of can you get this supplementary 

3 information. This is what has been discussed. 

4 And you made some comments as a starter to get some 

5 feedback so that next time you can develop, unless somebody 

6 comes up just saying this isn't ideal, doesn't help unless 

7 someone comes up with a better outline or another outline that 

8 we started this. And even if you start and say you will work 

9 on the societal aspects and you only want to work on who uses 

10 the social security number, certainly something can be done on 

11 getting some information on users outside of HEW. 

12 But divide your conunittee up into groups. Let peopl 

13 volunteer if they want to work on one group. But so that you 

14 aren't working individually, you've got somebody to fight it ou 

15 with. 

16 MR. MARTIN: Miss Cox, my sense of the situation is 

17 about as follows; It doesn't matter who is sitting here, wheth r 

18 I were the permanent chairman or executive director presiding. 

19 I don't think that it would be realistic for anyone to presume 

20 to assign tasks to members of this group. If members of this 

21 group want themselves to do something, I take it they should 

22 speak up and say they will do it and commit themselves to 

23 doing it. If the group or members of the group feel that there 

24 are tasks that need to be done to support the work of the group 
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can well understand why no one could because you are all extra-

2 ordinarily busy and wholly conunitted people, then I think the 

3 task is for the group to indicate, based on its expertise, how 

4 it wishes to get it done, by what process. Art Miller has 

5 suggested there are some tasks he would like to undertake to 

6 do with the use of some students. There are various organiza-

7 tions with whom we can contract. If the task is clearly enough 

8 specified, I think we are capable of indicating to what extent 

9 HEW resources are available, programs and HEW operating personn 1. 

10 MISS COX: But you are not at the stage of con-

11 tracting with various organizations until we get the problems 

12 formulated a little bit more. 

13 MR. MARTIN: All I am saying is I don't think anybod 

14 can assign you a task. You either grab them and say you will 

15 do it or you identify them and we mutually decide on how they 

16 will get done. 

17 MISS COX: There is some assigning. There is always 

18 some assigning on big committees. 

19 MR. WARE: David, I will write the thing Nancy asked 

20 for because I know that situation is in my head. It's just a 

21 question of doing it. 

22 MISS KLEEMAN: And so much of that material isn't 

23 publicly available. 

24 MR. WARE: I would like to repeat the question made 
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Pat that they just jot down on a piece of paper where they thin 

2 the weak spots are in their own systems. 

3 MR. GALLATI: I thought we already agreed to do that 

4 MISS HARDAWAY: I will tell you about mine. I will 

5 not write it down, and I would not want to put it here on the 

6 record. I would tell it off the record. I will tell it right 

7 now, what I am doing, and the potential dangers of it. 

8 MR. WARE: You already have suggested some. 

9 MISS HARDAWAY: I would be very glad to do that off 

10 the record simply because it is the information of my state. 

11 MR. MARTIN: Is it useful to get one witness talking 

12 off the record about a system whose relationship to the overall 

13 strategy is not yet clear? 

14 MR. WARE: Will you write it to me because I can tur 

15 it around to a different set of words and nobody will ever know 

16 about it. 

17 MISS HARDAWAY: Let's talk about it. I don't want t 

18 write it. It is interesting and it does have bearing on this 

19 committee only in relationship to your state and Federal govern 

20 ments, which I do think something has to be considered at some 

21 point, perhaps in a subconunittee. But it should definitely be 

22 talked about at some point. c 23 MR. WARE: Pat, do you feel the same kind of uneasi-

24 ness? 
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c 
MISS HARDAWAY: Her's is different. 

2 MR. WARE: I understand why you feel as you do. 

3 MISS KLEEMAN: If they agree to do that, and I have 

4 asked John to do a short paper on his perceptions of some of 

5 the controls on state information systems from an association 

6 that deals with all of them in some way. 

7 I have noticed that Florence was writing down that 

8 she would attempt to get something on New York systems. I have 

9 asked Jane to look at Tennessee system. Maybe Bob can help. 

10 MR. WARE: You're right. You raised the question an 

11 it should be not only where you see the weaknesses but the 

12 controls you have in them. The opportunity, of course, of 

13 getting samples from six systems is low. 

14 MISS KLEEMAN: Then the question is getting everyone 

15 else involved who don't have the specific little areas. 

16 MR. DOBBS: I will volunteer to try to deal with 

17 the city, the local. There are a couple of examples of local 

18 government, city kinds of systems, that I have been involved 

19 with and also some commercial enterprise. So I will try to 

20 deal with that. 

21 MISS KLEEMAN: And I think I also asked if you 

22 might agree to putting together what the computer, the industry 

23 organizations are attempting to do, at least to give us a way t 

24 get at that. 
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between Willis and I to certain people and certain literature. 

2 I don't think I can write down all the things. 

3 MISS KLEEMAN: Also suggest how we can best use 

4 Walter Carlton's resources. He has agreed to cooperate with 

5 us. 

6 MR. WARE: You mean as the President of ACM? 

7 MISS KLEEMAN: That and also as an individual. 

8 MISS GAYNOR: No one else ventures inthere. Every-

9 body says what a lousy system New York has, but nobody ventures 

10 in there to evaluate it. But I will get local and state on 

c 11 health issues and relationships to their systems. 

12 MR. GALLATI: We will be in touch with you. 

13 MR. WARE: Dave, somebody ought to write the politi-

14 cians and bug them for their respective state experience. 

15 MISS KLEEMAN: And Maybe Phil might be able to co-

16 ordinate with Stan some on Ohio. 

17 MR. WEIZENBAUM: David, do we have a telephone 

18 budget? Suppose I want to call him at Ann Arbor. Is there som 

19 magic number or some magic that can be used? 

20 MR. MARTIN: Yes. I have to have an honor system. 

21 MR. WEIZENBAUM: Of course. 

22 MR. MARTIN: I can give you a credit card number 

23 which you should feel free to use for calls that you want to 

24 make on work incident to the committee. 
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c 
MR. MARTIN: If it isn't too much trouble, it would 

2 be helpful. It is the only way I have of checking our bill. 

3 MR. WEIZENBAUM: You don't want a record of length 

4 of conversation, just date and who you called. 

5 MR. MARTIN: Yes, date and who you called. This 

6 would be for calls on the so-called private system, the com-

7 mercial telephone system among yourselves. 

8 MR. WEIZENBAUM: It is the only one I have access to 

9 MR. MARTIN: 150-4770-032-S, as in Samuel. 

10 If you want to call us at HEW, just call collect, 

0 
11 and typically what we will do is refuse the call but learn 

12 where you are at the time of your call, and we'll call you back 

13 on the FTS lines. 

14 MR. WARE: Naughty-naughty. 

15 MR. MARTIN: Well, the alternative is during the 

16 daytime, at least most of your cities, there will be in the 

17 telephone directory a listing for the Federal Telecommunication 

18 System, and if you call that phone number as it appears in 

19 your local telephone directory --

20 MR. WEIZENBAUM: What is the name of that outfit? 

21 MR. MARTIN: Federal Telecommunications System. 

22 That's a local call. If you call the Federal Telecommunication 

23 System operator, she will come onwith something like that, 

24 "Federal Telecommunications System operator," and then you say 
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MR. WARE: What does that do? 

2 MR. MARTIN: That is our code in HEW. 

3 MR. WARE: That is authorization code or routing cod ? 

4 MR. MARTIN: Authorization code. And give her the 

5 number in the Federal Government, our number at HEW or anybody 

6 else in the Federal Government you want to talk to, and she'll 

7 complete the call. The Federal Telecommunications System aroun 

8 the country exists for the use of government employees and con-

9 sultants in calling within the government. So if you want to 

10 call a person in government, you can pl ace the call, she' 11 

11 accept it, and all you will have paid is the local dial call. 

12 Prob ably it's covered by your charge. 

13 Our number is Area Code 202-963-3003. That's if you 

14 want to call us at the office. Sometimes that's a bit of a 

15 nuisance. You dial the Federal Telecommunications System 

16 op er at ion and it's busy, or if you want to call outside the wor 

17 ing day, they no nnal ly aren't av ail able to you. They only 

18 operate during whatever the working day is in your city, unlike 

19 Washington where it's on line 24 hours a day. I can call you 

20 all from Washington. The Federal Telecommunications System 

21 permits us to call both commercial and governmental numbers, but 

22 coming from places around the country you can only call govern-

23 ment numbers. And that's a quite proper thing to do. You just 

24 give your code, 6-ZW-7510, and they may ask you your name. Jus 

- Federal Reporters, Inc. 
25 give your last name. 



156 

MR. WEIZENBAUM: Social security number? 

2 MR. MARTIN: No, just give your last name and ask 

3 for the government call. 

4 MISS HARDAWAY: David, if we all leave our nane tags 

5 so they won't have to be redone, we will have more money for 

6 phone calls. 

7 MR. MARTIN: Now, in connection with these under-

8 takings that some of you have said you would carry out, if 

9 there's any way in which we can buttress your work and efforts, 

10 either from here or through our regional offices, that can be 

l l done. For example, on these external systems that you want to 

12 see, what we will be doing now, I think, is sitting down with 

13 people in the health area and the education area and social 

14 welfare area and try to single out a range of systems that are 

15 more or less typical of automated personal data systems in 

16 these various are ag and identify them and see how we can bring 

17 you into contact with them, learn about them, and they may not e 

18 in Washington, likely not, you know. After all, we have the 

19 District of Columbia and fringes of Maryland and Virginia are 

20 relatively accessible. And it may be a very good system to 

21 look at in education or health may be in New York or Illinois 

22 or California or wherever. 

23 MISS KLEEMAN: Pat's system is an HEW external syste • 

24 I think it would be defined that way if money for it comes from 
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MR. MARTIN: With respect to those systems -- Tay 

2 has gone -- would you like written information about them for 

3 the next meeting on the basis of which you might want to decide 

4 you want to go see them? Do you want to create a sub rommi ttee? 

5 Or do some of you want to, say between now and the next meeting 

6 hare it arr mged so that you can go and have a hands-on in-

7 spection? 

8 MISS HARDAWAY: I feel that way, David. 

9 MISS COX: Some of these inspections could go to som 

10 systems before the next meeting. 

11 MR. MILLER: No, I don't want to go anywhere until 

12 I have seen the existing legal structure of HEW, and I don't 

13 want to go anywhere until somebody has got a game pl an in terms 

14 of questions to ask • 

15 MISS HARDAWAY: I think that is a good point. 

16 MR. MILLER: Life is too short. I want Allen and 

17 Weizenbaum and Phil to come up with an inquisitorial game plan 

18 in which I can plug my feeling after studying the legal 

19 structure. 

20 MISS HARDAWAY: I agree with that. 

21 MR. DOBBS: From a matter of timing, I think A:t:thur' 

22 point is well taken, but I believe in my area there probably 

( 23 are some systems which are HEW sort of interfacing or support-

24 ing, and in fact it's worth going to look at them. 
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to get the door open, I'll go with ycu. 

2 MR. DOBBS: That's what I want to find out, to what 

3 extent can we represent ourselves? Do we need a letter or 

4 something that says we are functioning on this canrnittee and 

5 would like to come in? 

6 MR. SASSER: Would you like to open the door offi-

7 cially for once? 

8 MR. MARTIN: Yes, you certainly can represent yourse f 

9 for what you are, which is as a member of the Secretary 's 

10 Advisory Committee, sworn in as a consultant to the Department. 

c 11 You have official status. If he challenges, we would be glad 

12 to reinforce it. 

13 MR. SASSER: I think you should make the initial 

14 entrance with a letter or something and let them know. 

15 MR. OKAY: Okay. 

16 MISS COX: Where does your National Center for Healt 

17 Statistics do their work? 

18 MISS KLEEMAN: Right here. 

19 MR. MARTIN: Guy, do you want to undertake to identi 

20 the system? 

21 MR. DOBBS: Okay. Tell me what you need. 

22 MR. BURGESS: What about the President's Commission 

23 on Federal Statistics that was just completed a year or so ago? 

24 Were any inventories done there that would be relevant to these 
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MR. MARTIN: I would say not. There are two chapter 

2 in the report, if you haven't seen it. One in the report it-

3 self, and one in sort of a collection of papers that were 

4 written by various consultants, that address issues of privacy. 

5 And we could certainly make available to everyone copies of 

6 those two chapters and/or if you felt that it would be worth-

7 while, the entire report. I think the report as a whole is 

8 well beyond the scope of your immediate interest as you are be-

9 ginning to define it on this committee. But those two chapters 

10 would be well worth reading, I think, and those we could get 

11 to you. 

12 Would you like those? 

13 MR. BURGESS: Yes. 

14 MISS KLEEMAN: We are passing around self-addressed 

15 stamped envelopes, so if you are communicating with us you can 

16 put it in our envelopes. You don't have to pay for it yourself 

17 especially if you are sending thick documents. 

18 MR. WARE: I assume on these items we are going to 

19 write we should ship them into Nancy? 

20 MISS KLEEMAN: And we will spread them out. 

21 MR. MARTIN: Now, each of you, or many of you, I 

22 hope, know people in your fields of endeavor or expertise whom 

23 you feel m ~ be useful sources of information or consultation 

24 to the canmittee, whom you might like to have come and meet with 
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consultants in some way. One of the things that I said yester-

2 day at the outset was that I hoped we might make a beginning 

3 on the identification of such persons and/or organizations. 

4 If any of you has any suggestions of such a person or organiza-

5 tion, a few of you have given to me outside the context of 

6 our being in session here such suggestions. I would welcome 

7 more before you leave or as soon after you have left that you 

8 can tell me, and indicate what w~ you would like to involve 

9 them and we can set about doing that for you in order to enlarg 

10 your sort of pool of insights, advice and so on. 

c l l MR. WEIZENBAUM: By the way, if I may ask a personal 

12 question, is this a full-time job for you? 

13 MR. MARTIN: Yes, I am a full-time employee of HEW. 

14 MR. WEIZENBAUM: I didn't mean that. I mean is this 

15 committee a full-time assignment for you? 

16 MR. MARTIN: In theory, no. In practice, I'm sure 

17 it's going to be very close. I will be putting in full time 

18 in a narrow sense on this committee, and be doing other things, 

19 too. My day starts earlier than most and lasts longer than 

20 most, like all of yours. It is not the only thing I am doing. 

21 MR. WEIZENBAUM: That's syntactically wrong but --

22 MR. MARTIN: It's not the only thing I'm doing but 

23 you will be getting what constitutes full-time attention to it. 

24 MR. WEIZENBAUM: The point is tomorrow when we drift 
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( 
MR. MARTIN: Well, tomorrow is a bad example. The 

2 Secretary has convened a meeting of about twenty of us at Camp 

3 David for sort of a brainstorming day-and-a-half session on a 

4 whole range of things which this may play a small part. But I 

5 will be back on Thursday and Friday. 

6 MISS KLEEMAN: I will spend full time on it tomorrow. 

7 MR. ANGLERO: I probably have less knowledge than yo 

8 have, I'm sure, on national issues and on the coverage of this 

9 issue nationally. But I would like to have a better idea on 

10 one of the basic concerns of this committee in terms of the 

11 system that really required a unique identification number. I 

12 don't know. I have been looking at some of the literature you 

13 have provided to us, and I see there are some of A, B, C or 

14 C, B, A, that covers unfamiliar persons. 

15 Can we have some of these people to tell us why it i 

16 required for them to have a unique number. Explain how they 

17 work, and perhaps to have someone in the Social Security Ad.mini -

18 tration to see how this system of social security works and 

19 what they use, how it is used, and to explain to us. 

20 This really is being a kind of a threat. Are they 

21 directly looking at this problem, and are there ways out in the 

22 literature, that the actual Social Security system has in terms 

23 of this. 

24 I would like to havetwo sides of this problem, 
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c identification numbers. I don't think the social security 

2 system as such needs a unique. It has their own system and the 

3 use of that number is what is the problem. 

4 I hope you understood me. 

5 MR. WARE: I don't under st md why you don't under-

6 stand. 

7 MR. ANGLERO: What I don't understand? 

8 MR. WARE: No, not what, why. If I heard you cor-

9 rectly, you don't see that the Social Security Administration 

10 needs a unique number for each individual. 

11 MR. ANGLERO: No, I mean what the problem is between 

0 12 the two aspects of the problem, Social Security md the need of 

13 the number by the other people who are not Social Security. 

14 MR. WARE: Why do the other people want a unique 

15 number, the non-social security types? 

16 MR. ANGLERO: Yes. 

17 MR. WARE: For the same reason. If you wish to put 

18 together two pieces of data that pertain to the same person, 

19 you better know that they both pertain to him. 

20 MR. ANGLERO: But I would like to have persons that 

21 deal with this so we can ask questions of them, how they use it 

22 also, because they run the system. When they integrate it, 

( 23 what kind of information they are gathering, and to see the ris 

24 or dangers of this. Because as you know, we might assume that 
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up to some level is not the one that really worries us. Maybe 

2 it really worries us. In terms of social security, I would lik 

3 to know really the kind of information that is stored centrally 

4 that is subject to this. 

5 i"1R. WARE: The real answer to your question is in 

6 the state of the art in the data processing business, a large 

7 file, I think. It's convenient to put all this junk together i 

8 one place. If you are going to keep records on people and you 

9 hand this to a computer type to implement, from his point of 

10 view it is convenient to put all the data together in one place 

11 that pertains to you, and he will do it for his convenien oo 

12 unless somebody tells him to the contrary. And so far , nobody 

13 is telling anyone to the contrary. So we are finding this stuf 

14 gradually aggregating in files. It is cheaper that way, it is 

15 expedient, and so forth. 

16 MR. ANGLERO: I have to assume it is better. 

17 MR. WARE : No , no • 

18 MR. ANGLERO: I have to assume it is convenient. 

19 Okay, but the problem is if I assume that, I should not be 

20 here. So I'm here in some way, so let's assume that is correc , 

21 and let's see if we have another point of view on what I just 

22 mentioned again. Are we going to challenge them or to ask them 

23 or even to a:l.vise the Secretary on a policy? I don't know. I 

24 cannot assume that what is being done has to be done. 
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rem ark. Unless somebody says do it differently, it will be 

2 done. 

3 MR. WEIZENBAUM: And more of it. 

4 MR. rlURGESS: In a way that is the best statement of 

5 your problem what you just said, that computer people, we are 

6 going to have a universal identifier unless somebody says not 

7 to, and the question is should we. What criteria do we bring 

8 to bear to decide whether or not to say no, to advise the 

9 Secretary to say no. 

10 MR. WARE: Well, it's slightly more subtle than that. 

11 One could have universal identifiers and still erect barriers 

12 to make sure that in any one pl ace there was only a limited 

13 amount of information about any one individual. 

14 MR. ANGLERO: That's a way to do with the problem. 

15 MR. SIEMILLER: Diferent keys used even if it was 

16 all in one place, you would have to have different keys or 

17 different symbols to get it out of one place. 

18 MR. WARE: That's another way to say it. 

19 MR. SIEMILLER: Here's another thing I too. We t~ 

20 long lines. You can tap the input to a computer with a long 

21 line and steal anything out of it, anybody's computer. 

. 22 MR. WARE: That's true in principle. 

( 23 MR. wEIZENBAUM: That's not realistic. 

24 MR. SIEMILLER: It has been done. 
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MR. SIEMILLER: No. 

2 MR. WARE: Well, let me tell you about a system. 

3 MR. SIEMILLER: I know people who alleged it was 

4 done. 

5 MR. WARE: IBM runs a nationwide system with compute s 

6 and it's got terminals in every sales office. That computer 

7 system has in it everything about the corporation, order status 

8 inventory status, production status, you name it, financial 

9 status • The only thing th at' s not in there is their pricing 

l 0 policy, I hear. 

l l MR. GALLATI: And salaries. 

12 MR. WARE: No, no. That's in there. IBM elected 

13 not to protect the information on the canmunication lines on th 

14 grounds that any one communication line had too little of the 

15 total picture to be of value to anybody. 

16 MR. BURGESS: Only the Justice Department got into i . 

17 MR. WEIZENDAUM: Here we are in Washington, the home 

18 of "Mission Impossible," I assume. To say a "Mission Impos-

19 sible" leads people to believe that you could walk into a com-

20 puter roam, a strange computer room, end sit down at the consol , 

21 and just by typing something or other you ccn get out things. 

22 That's incredible fantasy. 

23 You take a system th at I've been using now for five 

24 years, the Mul tex system at MIT. I have a console in my off ice 
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c that there's some interesting information in that system, 

2 interesting to me and why don't you try and find it -- you know 

3 for t!1at matter if I've given a student an assignment and I 

4 know he has uone it -- perhaps he has told me he's done it 

5 and stored it in the computer, but he didn't tell me how to get 

6 at it -- it's an enormous job to try to find it. 

7 Now, if you were to tap a telephone line and all I 

8 got out was pulses 

9 MR. SIEMILLER: You have to have the keys to get it 

10 out. You've got to have the right inputs. 

l l MR. WEIZENBAUM: That's right. 

0 12 MR. SIEMILLER: We own a computer. We bought one 

13 about seven years ago, UNIVAC 3, and spent another half-million 

14 dollars to improve it to bring it up to date, and we have a 

15 fair knowledge of what a computer can do and what you c en 

16 steal out of it, what you can put into it, how we can find 

17 another union's membership if they've got a canputer and got it 

18 on it. 

19 MR. WARE: As I said to somebody at lunch, if I want 

20 to get into a computer system I'm not going to do it that way. 

21 I'm going to go in and buy the operator. 

22 MISS HARDAWAY: The only thing bad about this discus 

( 23 sion now, you look like the little boy in the first grade that 

24 told me there was no Santa Claus. Now you tell me 'Mission 

'ederal Reporters, Inc. 

25 Impossible" isn't true. 
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(Laughter.) 

2 You just ruined the whole thing, you know. 

3 MR. WEIZENBAUM: Let me undo the damage a little 

4 tiny bit anyway. I noticed, after not watching "Mission Impos-

5 sible" for some very long time, then I saw it again occasionall , 

6 that there is an omission. There used to be something there 

7 th at is no longer there. It used to be said that, of course, 

8 you understand the Secretary will dis avow any responsibility. 

9 That's gone. That statement isn't made any longer, and I know 

10 why. Because the public has very great difficulty distinguish-

11 ing that kind of fancy from reality. And with the existing 

0 12 credibility gap anyway, and the statements being made that some-

13 times the Secretary disavows something that is in fact true, I 

14 don't think the government enjoyed having that said week after 

15 week. 

16 MR. WARE: I understood CIA objected. 

17 MR. WEIZENBAUM: I'm sure they did. 

18 MR. SIEMILLER: I think all departments should have 

19 objected because that happens every month, not every day. And 

I 20 1 ater it oomes out. 

21 MR. WEIZENBAUM: So you see there is fact in "Mission 

22 Impossible." • 

( 23 MR. SIEMILLER: It's interesting. I have~'t 

24 it for a long time, but it is interesting. 

='ederal Reporters, Inc. 

25 . MR. MARTIN: I wonder whether we might adjourn. 
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MR. WEIZENBAUM: I think we have adjourned. 

2 (Whereupon, at 3 :55 p.rn., the conference was 

3 adjourned.) 
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