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SUMMARY:
... Throughout this time, courts, policymakers, and commentators have struggled to decide whether and how the Internet --
of which the web is the best--known component -- should be governed and regulated. ... A common -- and striking -- feature
of many of these Notes is the extent to which established law and institutions are being called upon to resolve disputes
based upon Internet activities. ... Second, the interconnected nature of network computing that is so central to the Internet
has led to some remarkable changes in the social environment. ... This year's Notes suggest that policy discussions
about the best path for Internet regulation might benefit from an understanding of these developments and the actors and
interests shaping them. ... INTEREST GROUP THEORY AND THE INTERNET ... Throughout the growth of the
Internet's popularity, commentators have debated whether digital technology alters the balance of interests that copyright
serves. ... In addition to the traditional copyright players (the content and technology industries), the copyright law
and policy field has attracted and inspired a wide range of new players focused on innovation, civil liberties, consumer
protection, and artists' rights. ... Lawmakers in most areas of Internet regulation have decided to apply traditional modes
of regulation and substantive law -- at least for the time being. ...

TEXT:
[*1]

Fourteen years have passed since a forerunner of the World Wide Web's core protocol was first implemented. n1
Throughout this time, courts, policymakers, and commentators have struggled to decide whether and how the Internet --
of which the web is the best--known component -- should be governed and regulated. The "adolescent" age of the Internet
n2 invites one to take a somewhat different tack. The record of Internet regulation is rapidly expanding, and introducing
this year's Annual Review of Law & Technology presents an opportunity to discuss how Internet regulation has actually
evolved. In particular, the cases that provide the subject matter for many of the Notes in this volume highlight some
features of Internet regulation that are mature and others that are still in their infancy.

A common -- and striking -- feature of many of these Notes is the extent to which established law and institutions
are being called upon to resolve disputes based upon Internet activities. That is, there is little evidence of ab initio
Internet governance, free from the influences and control [*2] of traditional governments. n3 The current ascendancy
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of traditional law and institutions in regulating Internet--based activities does not imply, however, that the Internet lacks
features that deserve special legal and policy consideration, or that traditional doctrines provide the best answers for
addressing Internet--based disputes. We do not wish to oversell the importance of the Internet in law and technology;
many of the Notes in the 2004 Annual Review discuss important developments in patent, trademark, trade secret, and
First Amendment law that are independent of the effects of the Internet. But many of the Notes in the Annual Review tell
a story of how the Internet is straining the law and the institutions and agencies that administer it. Moreover, these Notes
indicate that the Internet can rapidly change the social and political conditions that underlie the purposes of many laws,
as well as the definitions of groups that benefit from them and bear their costs. Recent developments in copyright law
provide particularly vivid illustrations of these pressures, though the Notes discussing privacy, antitrust, common law, and
constitutional law all highlight the influence of new interests. Other recent developments, from patent law to trademark
to telecommunications, although beyond the scope of this Foreword, would likely similarly reveal the participation of
new actors and interests. n4 We do not suggest that existing doctrines have become or [*3] should become inapplicable.
Rather, we suggest that approaching technology law developments with an explicit focus on the Internet's ability to create
and transform interest groups may help to draw out common features of the response of disparate doctrinal areas to the
Internet.

In Part I, we provide a brief overview of the legally salient features of the Internet and the range of scholarly views as
to how it should be governed. Part II surveys public choice theory and explains its utility as a descriptive framework for
law relating to the Internet. Finally, in Part III, we focus on developments in copyright law as covered in the 2004 Annual
Review to reveal rapidly changing interests at work.

I. BACKGROUND

A The Technology of the Internet

Although the Internet is still adolescent and capable of further evolution, it is stable enough to support an examination of
its most salient features. The Internet itself is as difficult to characterize as the content it contains. In a narrow sense, it is
simply a set of tools: the servers and other hardware that compose the physical medium of the World Wide Web, e--mail,
and other networked environments. n5 It has aspects of a forum or gathering place, of a market or commercial hub, of a
library or archive, and of a well--amplified megaphone. Although its many meanings are sometimes invoked haphazardly,
we use the term "Internet" largely as shorthand to describe the world of interconnected digital networks and the cluster of
technologies that constitute and regulate it.

[*4] Of the many Internet--related technological features driving the development of new interests and pressures, and
thus affecting legal institutions and the substance of law, a few are particularly salient. First, several features of digital
technology are worth noting. The vast memory storage, geometrically increasing processor speed, and compression
technologies now available make it possible to harness information in a way that seemed inconceivable even a decade
ago. n6 Digital computing also allows flawless, cheap, and instant copying and transmission. n7 Anyone with a laptop
computer and a home broadband connection can easily become a large--volume publisher.

Second, the interconnected nature of network computing that is so central to the Internet has led to some remarkable
changes in the social environment. In addition to making the distribution of content almost as cheap and instantaneous as
copying it, n8 the vast "population" of the Internet, and the remarkable search tools now available, bring together and
coalesce its denizens in a way not possible in a physical forum. Moreover, as a communications medium, the Internet
becomes more valuable as greater numbers of people connect to it -- a self--reinforcing growth pattern, or "network
externality." n9 Connections among Internet users have also created value in interoperability, which in turn encourages
uniformity in platforms, applications, and protocols. n10

Third, the interactive technologies of the Internet have created a strange paradox; activity on the Internet is
simultaneously more anonymous and more monitored than on any other communicative medium. The anonymity of the
Internet is part of its popular mythology, and it can allow interaction and communication free of any need to truthfully
identify oneself. n11 But in another sense, anonymity is easily shattered by technology -- [*5] the cookies, web bugs, and
other technologies that constantly monitor and record individual users' activities n12 -- and by firms that hold (and often
sell or release) the information necessary to connect a network address to a name. n13

Finally, the Internet's "end--to--end" method of sending content makes the networks themselves agnostic to the content
of the "bits" they carry. n14 The wires and hubs of the Internet are just as happy delivering an e--mail from Aunt Bessie as
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a crippling computer virus. This feature protects the reliability of Internet transmissions, but makes distinctions based on
content difficult to enforce at the transmission level. All of these features have profound implications for the application
of traditional legal institutions and substantive law to the Internet.

B. The Spectrum of Scholarly Perspectives on Internet Governance

Early in the Internet's history, legal scholars began to take notice of these technological features. Theories concerning
how to address the legal implications of the Internet varied widely, but it is helpful for our purposes to note two polar
perspectives. One response has been "cyberlibertarianism." n15 Cyberlibertarianism's proponents described the Internet
as a separate "place," and argued that the Internet should be left entirely to self--regulation. n16 The other end of the
spectrum might fairly be called the "clear rules" view. n17 Its adherents claim that the Internet presents few, if [*6] any,
new legal questions, and could be handled within existing institutions and viewpoints. It is best, they argued, to apply
existing legal rules to the Internet, because creating Internet--specific doctrines was unlikely to succeed and, according to
one of these commentators, "may cause harm." n18

Both groups of theorists have strong normative views about how the Internet should be regulated, and are part of a
continuing debate. We do not attempt to settle that debate here, but simply note that a significant amount of regulation is
occurring through the adaptation of pre--Internet laws and institutions to the Internet. n19 Nevertheless, the development
of Internet regulation appears far from its end. This year's Notes suggest that policy discussions about the best path for
Internet regulation might benefit from an understanding of these developments and the actors and interests shaping them.
We suggest below that public choice theory provides a useful framework for this description.

II. INTEREST GROUP THEORY AND THE INTERNET

All agree that the Internet facilitates the work of groups that provide information on specific topic. n20 This availability
of information, combined with Internet users' ability to "perfectly filter" disagreeable information and viewpoints, has
led some to worry that the Internet will lead to "polarization, cascades of false information, and a concomitant rise in
extremism." n21 Thus, the suggestion is that the Internet will cause fractures in public discourse about matters of political
concern. n22 We advance an orthogonal argument: that the Internet is both creating and facilitating interest [*7] groups
that are pursuing their interests in traditional regulatory forums. To understand why it is significant to find the Internet
acting in this way, a better understanding of the operation of interest groups is helpful.

Some of this understanding is provided by public choice theory. This theory has been described as "the application
of the economist's methods to the political scientist's subject." n23 That is, public choice theory examines government
by working from the fundamental postulate the individuals rationally seek to advance their own self--interests. n24 The
"interest group branch" of public choice theory uses this axiom of self--interest to explain and predict the behavior of
political actors. n25 An interest group is "a number of individuals with a common interest," n26 and interest group theory
seeks to explain why groups form around some interests but not others and to account for the variation in the size of
interest groups. n27 We focus primarily on the descriptive part of this theory -- identifying political actors and describing
how they act under the constraints of institutional rules. n28 Of particular concern to interest group theory is the problem
of identifying a group whose individuals share a common interest in obtaining some collective good, such as legislation
or favorable legal precedent. n29

[*8] This descriptive framework has generated a wide variety of normative applications, which range from a fully
economic theory of legislation, n30 to theories of statutory interpretation, n31 to a rejection of public choice theory on
the grounds that it cloaks descriptive inaccuracy in scientific certainty. n32 We view public choice theory as a "piece of
the elephant," n33 insufficient standing alone but a useful part of a bigger picture. n34 We do not attempt to present the
whole picture here. Instead, we use some of the cases discussed in the Annual Review to draw attention to how the rapidly
changing composition of interest groups is a central difficulty in applying several areas of substantive law to Internet--
related cases. n35 Thus, this [*9] Foreword provides an opportunity to relate these new actors to the laws that regulate
them, or to the institutions that administer those laws. Finally, while we accept that many institutions and legal doctrines
have been applied to Internet--related actions, we do not believe that a final equilibrium has been reached. Instead, in
this Foreword, we hope to demonstrate, most specifically through the lens of copyright law, that this would be a bold
prediction, one that we do not make ourselves. n36

[*10]
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III. THE EMERGENCE OF INTEREST GROUPS IN INTERNET REGULATION

Recent discussions of the Internet and copyright have focused largely on the unauthorized copying and distribution of
creative works over the Internet, and the entertainment industries' attempts to curb this infringement. But the entertainment
industries, as well as other groups traditionally interested in copyright -- broadcasters, cable television providers, and
consumer electronics manufacturers, for example -- are increasingly interacting with new groups whose interests in
copyright and whose abilities to organize are tied to the Internet. Throughout the growth of the Internet's popularity,
commentators have debated whether digital technology alters the balance of interests that copyright serves. n37 One of us
recently described in detail the emerging economic and social forces reshaping the copyright domain. n38 In addition to
the traditional copyright players (the content and technology industries), the copyright law and policy field has attracted
and inspired a wide range of new players focused on innovation, civil liberties, consumer protection, and artists' rights.
The past year has furnished cases that illustrate not only that the Internet has changed the distribution of costs and benefits
of copyright rules to formerly diffuse interest groups, but also that those interests groups are willing to invest in changing
the law.

A. Eldred v. Ashcroft and the Copyright Term Extension Act

The most obvious example of the Internet spurring the involvement of new groups and new interests in traditional areas
of law arose from the Congress's recent tinkering with the duration of copyrights. In 1998, Congress passed the Copyright
Term Extension Act ("CTEA"), which extended [*11] by twenty years U.S. copyright protection for creative works. n39
Term extension is nothing new -- it has occurred eleven times in the last forty years n40 -- but this recent law, a result of
heavy lobbying by major copyright owners, n41 happened to coincide with the rise of the Internet.

A justification for the CTEA -- that allowing copyrights on commercially valuable works to expire would remove most
incentives to keep these works available -- is weakened when one considers that the Internet allows existing works to be
published with little very little investment. That is, the Internet has lowered the costs of publishing public domain works
to such a degree that people have become willing to offer them for free. n42 Representatives of this group were largely
absent from discussions of the CTEA, n43 but in the year following the CTEA's enactment, a group with an interest in
publishing public--domain creative works challenged the law. Led by Eric Eldred, a computer administrator who publishes
public domain works online, a group of plaintiffs that included commercial [*12] presses and nonprofit performers and
archivists n44 filed a lawsuit to challenge the constitutionality of the CTEA. n45

The controversy around the Eldred v. Ashcroft case grew proportionally with the Internet and its constituencies.
As the Note on Eldred discusses, by the time the Court heard arguments in October 2002, a public domain interest
group had formed. Though Eldred and his supporters -- archivists, librarians, computer scientists, and Internet enthusiasts
everywhere -- lost the Court, n46 they may have won the public. Based on the rising popularity of causes such as Eldred's,
n47 and interest in Congress to sharpen the blunt instrument of blanket retroactive and prospective copyright term
extensions, n48 it seems unlikely that a future Congress contemplating another copyright term extension will be able to
ignore that interest groups have formed around the cause of exploiting works that have fallen out of copyright protection.
Nevertheless, as Notes in the Annual Review discuss, other avenues for protecting uncopyrightable information may be
open. One way is through the use of trademark law, though the Supreme Court in Dastar held that the doctrine of reverse
passing off does not prohibit a party from distributing works whose copyrights have expired. n49 A second and potentially
more expansive way of protecting information that a party finds valuable is through the use of contracts. As a Note on
Ticketmaster v. Tickets.com discusses, the rules for enforcing contracts that restrict gathering and reusing information
offered on the Internet remain in flux.

B. Anti--Circumvention and the Digital Millennium Copyright Act

In response to the spectre of digital copying and distribution, many copyright owners have resorted to technological
protection mechanisms to prevent copying. Because many of these mechanisms -- such as encryption [*13] and
watermarking n50 -- may be defeated by enterprising hackers, the content industries sought laws prohibiting the
"circumvention" of digital rights management ("DRM") technologies. n51 This pressure resulted in the Digital
Millennium Copyright Act of 1998 (DMCA), n52 which accommodated the competing interests of the content industries
and a few other well--organized groups, such as the information technology and consumer electronics industries. n53
The DMCA, among many other changes to copyright and commercial law, created civil and criminal penalties for
circumventing DRM technologies. n54
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As with the CTEA and the Eldred case, the now--evident interest of groups in the Internet--regulation aspects of the
DMCA had not fully formed in 1998. That has changed. Recent litigation over and regulation of the DMCA has involved
actors who represent groups with a new interest in copyright law. The Note on Lexmark International, Inc. v. Static
Control Components, Inc. n55 and Chamberlain Group, Inc. v. Skylink Technologies, Inc., n56 discusses the battle over
the permissibility of reverse--engineering under the DMCA. n57 Thus, business groups whose members depend upon
creating products -- such as printer cartridges and garage door openers -- that interoperate with those of their competitors are
interested in establishing limits to the scope of the anti--circumvention provisions. Computer enthusiasts and innovators
and free software developers share with these business groups an interest in the outcomes of these and other cases.
Moreover, they are participating with the more traditional [*14] copyright interest groups in shaping regulations to create
exemptions to the DMCA's anti--circumvention provisions. n58

The dynamic here is somewhat the opposite of the CTEA, which neglected the nascent interests of Internet publishers
in making public domain works freely available online. The DMCA, by contrast, was heavily motivated by the desire to
develop Internet commerce and to provide copyright owners with new rights to address copying over the Internet. n59 But
one of its early effects has been to subject businesses that sell physical goods to unexpected liability for circumvention. If
Congress revisits the DMCA, it will certainly face pressure from these mobilized groups to address these concerns.

C. Peer--to--Peer File Sharing

The issue of online file sharing provides a similarly dramatic instance of how Internet--based activities strain the
equilibrium achieved by copyright interest groups. As the Note on In re Aimster n60 and MGM v. Grokster n61 discusses
in detail, these lawsuits were brought by members of the recording and film industries against information technology
firms that produce peer--to--peer network software. The copyright doctrine at issue here has mediated much of their
interaction between these industry groups for twenty years: n62 the "substantial noninfringing use" defense to secondary
[*15] copyright infringement liability. n63 This doctrine, which was first announced in Sony Corp. v. Universal City
Studios, Inc. n64 and which relieved Sony of contributory infringement liability for manufacturing video cassette recorders
(VCRs), n65 was framed against an interest group picture that resembles that of peer--to--peer file trading. Members of the
film industry (and, in Grokster and Aimster, members of the recording industry) sued the manufacturers of products that
consumers used to make unauthorized copies of copyrighted works.

The Internet, however, has changed the attributes of some of these groups' interests in the litigation. Technology
companies might be said to have a sharpened interest in innovation -- that is, an interest in advancing the state of the
art in devices in applications, regardless of whether they bring some negative consequences with the positive. Most
importantly, the millions of users of peer--to--peer networks obviously place value on their ability to access content that
they might otherwise have purchased or accessed through some authorized delivery mechanism. n66 This distributive
ability did not exist (at least at this scale) with analog technologies like the VCR. The groups whose interests the Sony
Court reconciled -- copyright owners' interest in compensation for the use of their works, n67 equipment manufacturers'
interest in technological innovation, n68 and the public interest in the results of both n69 -- changed as a result of the
large--scale, loosely coordinated action possible on the Internet. n70

[*16] Whether these groups will accept courts' present interpretations of the Sony doctrine is unclear. As the
Note discussing these cases explains, the Grokster and Aimster courts reached different judgments of the software
manufacturers' liability, and the Supreme Court has stayed out of the fray. n71 To some, at least, the actions of peer--
to--peer users do not advance a legitimate political interest, but rather consist of participation in "arguably the largest
international networks of illegality in human history." n72

For the most part, Congress has sought to maintain the existing proprietary structure of copyright law. Two bills in
the current Congress, which propose additional criminal sanctions for peer--to--peer activities, reflect a commitment to
strongly enforcing copyright holders' exclusive rights. n73 Some have argued, however, that Congress should consider
a more fundamental change in its course, in light of a public accustomed to file sharing n74 and the potential benefits
of peer--to--peer networks in distributing information. For example, one commentator has proposed that proprietary
copyright on the Internet should be replaced with a levy on peer--to--peer enhanced goods and services in order to finance
a "fair return" to creators. n75 As the conflict between the Grokster and Aimster courts shows, the rules provided by the
pre--Internet copyright regime might not provide a technologically flexible standard for secondary infringement liability.
Moreover, technologists' interests in designing their products around legal rules in order to exploit Internet copying and
distribution, n76 combined with an uncertain understanding among the public as to whether file sharing is [*17] illegal,
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n77 present a picture of groups whose interests may be difficult to reconcile with those of copyright holders.

D. Beyond Copyright

Many other Notes in the Annual Review demonstrate how the Internet strains traditional areas of law. And while we
cannot examine in depth all of these, it is worth mentioning them to better appreciate the scale of the involvement of
new interests. Another aspect of the peer--to--peer controversy provides an example. As one Note reports, the Recording
Industry Association of America ("RIAA") brought lawsuits against hundreds of individuals whom it accused of uploading
files to peer--to--peer networks. n78 In order to obtain uploaders' names, the RIAA served ISPs with subpoenas issued by
a federal court under a provision of the DMCA. n79 Faced with statutory and constitutional challenges to applications of
this provision, the D.C. Circuit in RIAA v. Verizon n80 held that the subpoena provision is inapplicable to peer--to--peer
users. n81 Still, Verzion produced a result that surprised the well--organized groups whose compromise n82 was enacted
into law just five years earlier. It also drew attention to the fragility of anonymity on the Internet, where third parties
control a great deal of personally identifying information. However, another Note reviews two cases that indicate that
pre--Internet privacy conceptions might not provide a viable framework privacy protection. These cases, Theofel v. Farey--
Jones n83 and In re Pharmatrak, n84 involve attempts to use the Electronic Communications Privacy Act ("ECPA") n85
to sanction private parties' unauthorized disclosure of information. The ECPA, enacted at a time when electronic [*18]
communications were far less common than today, n86 provided little relief for the plaintiffs in either case. Although some
administrative agencies, such as the Federal Trade Commission (FTC), and some non--profit groups have become active
in seeking greater protection for privacy in online activities, n87 the distributed benefits (to the public) and concentrated
costs (which fall primarily on law enforcement agencies) of the ECPA cast doubt on whether Congress will update this
statute. n88

Developments in antitrust law also reveal that the Internet is producing conflicts between venerable, public--regarding
statutes and Internet connectivity. As we noted above, the Internet provides a driving force for standardized products.
This standardization, however, can offend the Sherman Act when one producer controls a standard, or competitors agree
to produce interoperable products. n89 Some of this conflict is evident in the differing approaches taken by government
regulators and private parties in the ongoing antitrust litigation against Microsoft. As the U.S. Department of Justice
continues to enforce the consent decree n90 it entered into with Microsoft after the company was found to have violated
section 2 of the Sherman Act, n91 both competitors n92 and groups of purchasers n93 are levering the facts and law from
the earlier case to seek more expansive remedies. These and other developments are surveyed in the Annual Review.

Finally, the past year's developments show that courts remain divided about how to translate fundamental concepts of
common law and constitutional [*19] law to the Internet. Perhaps the clearest example of this phenomenon is in the
California Supreme Court's decision in Intel Corp. v. Hamidi. n94 In Hamidi, the court rejected Intel's claim, based upon
the tort of trespass to chattels, that a former employee's mass e--mail to current Intel employees harmed Intel's servers.
n95 In so deciding, the court departed from the holdings of other courts that have faced similar facts. n96 More broadly,
the Hamidi decision indicates that courts are continuing to struggle with the decision of where private property interests
on the Internet end and the right of speakers to access e--mail addresses begins. n97 The court, however, did not decide
where this boundary lies. Other decisions reported in the Annual Review also show that federal Internet regulations do
not present a coherent picture of the Internet as a communications medium. In United States v. American Library Ass'n,
for example, the Court upheld a facial constitutional challenge to a statute that requires public libraries to install anti--
obscenity filters in order to qualify for federal Internet access subsidies. n98 But in Batzel v. Smith, the Ninth Circuit
decided that a defamation liability immunity provision of the Communications Decency Act n99 -- which the court noted
was more protective of speech than the First Amendment requires -- applied to a class of content provider that was not
explicitly named in the applicable statute. n100 In all of these cases, older legal principles, applied to the Internet, do not
seem perfectly to capture the interests of the new actors involved.

IV. CONCLUSION

This brief discussion of the new interest groups created by and participating in Internet regulation only skims the surface
of a complex and varied new frontier. Lawmakers in most areas of Internet regulation have decided to apply traditional
modes of regulation and substantive law -- at least for the time being. The particular interests and actors vary considerably
from area to area, and each deserves special attention in order to understand [*20] and predict the possible future
compromises and equilibria that will emerge. We see quite clearly, however, that the Internet has generally motivated
new actors to agitate for legal change and has given old actors new interests for which to push. For instance, Internet
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service providers may be similar in nature to telecommunications companies, yet have sharply different interests due
to their deeper connection to the information they store and provide to their customers. Traditional industries like the
makers of after--market parts for consumer products suddenly have an interest in the copyright laws. Regulation of the
Internet may be possible through our familiar administrative mechanisms, but it will require re--drawing of many of the
old compromises to account for the new interests spurred by Internet technology.

The final question, then, is in what direction will these new interests push the law? What substantive changes can we
expect as the Internet moves from adolescence to maturity? Obviously, the substantive legal outcomes will vary from
subject area to subject area, but we can discern one positive trend: The Internet has motivated many to push forcefully for
the "public interest" in related areas of law. In copyright, Eric Eldred and his supporters gave voice to the "public domain"
in a way not seen before. New grass--roots and lobbying organizations advocate for consumer and Internet user rights with
respect to privacy, intellectual property, and free speech. While actors have organized in the past to address the public's
interest in law, the Internet has coalesced and motivated individuals around these nebulous and distributed costs and
benefits. As public choice theory suggests, these organized actors will likely push the equilibria of the substantive laws
closer to outcomes that benefit Internet users, which -- due to the rapid diffusion of the Internet -- increasingly encompasses
the public in general.

FOOTNOTES:

n1. World Wide Web Consortium, A Little History of the World Wide Web, at http://www.w3.org/History.html
(last visited Mar. 12, 2004) [hereinafter Web History] (reviewing events leading to the writing of a "global
hypertext protocol" and a "line mode browser"); see also T. Berners--Lee et al., Hypertext Transfer Protocol --
HTTP/1.0 1.1 (May 1996), at http://www.ietf.org/rfc/rfc1945.txt ("HTTP has been in use by the World--
Wide Web global information initiative since 1990."). For a brief but general overview of the Internet's
history, see generally Barry M. Leiner et al., A Brief History of the Internet, Part I (May/June 1997), at
http://www.isoc.org/oti/articles/0597/leiner.html.

n2. See Web History, supra note 1 (noting that, in January 1994, several companies devised the ""Internet in
a box' product to bring the Web into homes"). Note that, while the web is helped to popularized the Internet, the
web is, technically speaking, a component of the Internet. Throughout this Foreword, we refer to the Internet in the
broad sense that is described infra.

n3. One commentator has argued that this situation represents an inversion of some predictions (see infra
notes 15--16 and accompanying text) of the path that law on the Internet would take. See generally Michael Geist,
Cyberlaw 2.0, B.C. L. Rev. 323 (2003). Geist associates three principles with "Cyberlaw 1.0": (1) that a "borderless"
Internet would pose "virtually insurmountable" hurdles to enforcing local laws on the Internet, id. at 325--27; (2)
that the primary regulator of the Internet woud be computer hardware and software ("code"), id. at 327--28; and (3)
that governments would leave policy decisions about the Internet to the private sector, id. at 328--32.

Geist argues that each of these principles is being inverted to form "Cyberlaw 2.0," in which "the borderless
Internet becomes bordered, bordered laws become borderless, the regulation of code becomes regulated code, and
self--regulation becomes industry consultation, as government shifts toward a more traditional regulatory approach."
Id. at 332.

n4. The Federal Trade Commission has recently proposed wide--ranging reforms of the patent system that
may reveal such pressures. FTC, To Promote Innovation: The Proper Balance of Competition and Patent Law
and Policy (Oct. 2003), available at http://www.ftc.gov/os/2003/10/innovationrpt.pdf. The World Wide Web
Consortium (W3C), an international organization of industry, academe, users' organizations, and public policy
experts responsible for setting the core technical standards for the web, recently requested reexamination of a patent
which covers basic Internet functionality. Press Release, W3C, World Wide Web Consortium Presents U.S. Patent
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Office with Evidence Invalidating Eolas Patent (Oct. 29, 2003), at http://www.w3.org/2003/10/28--906--briefing.

In the trademark area, the Internet Advertising Bureau ("IAB"), an organization supporting the development
of advertising models on the Internet, as well as several search engines and new companies delivering pop--up
advertisements, have become engaged in litigation over trademark issues. See Bob Tedeschi, Legal Battles Pit
Online Advertising Companies That Create Pop--up Ads Against the Owners of Web Sites, N.Y. Times, July 7,
2003, at C6; Leslie Walker, Publishers Sue Gator Over Web Ad Tactics, Wash. Post, June 27, 2002, at E06.

The ability to carry voice over the Internet Protocol (VoIP) has attracted the interest of the telecommunications
field and will undoubtedly reshape the telephony industry. See Voice--Over--Internet Protocol, Consumer &
Governmental Affairs Bureau, Federal Communications Commission, at http://www.fcc.gov/voip/ (last updated
Mar. 12, 2004) (discussing this technology and providing links to proposed rules and statements of the
Commissioners).

n5. See A. Michael Froomkin, Flood Control on the Information Ocean: Living with Anonymity, Digital Cash,
and Distributed Databases,15 J.L. & Com. 395, 398 n.1 (1996).

n6. See Peter S. Menell, Envisioning Copyright Law's Digital Future,46 N.Y.L. Sch. L. Rev. 63, 110--11 (2003).

n7. Seeid. at 114.

n8. Seeid. at 116.

n9. See Mark A. Lemley, Antitrust and the Internet Standardization Problem,28 Conn. L. Rev. 1041, 1045--47
(stating that "the Internet is a rare example of the "strong' form of network externality"); see also Mark A. Lemley
& David McGowan, Legal Implications of Network Economic Effects,86 Calif. L. Rev. 479, 483("[A] network
effect exists where purchasers find a good more valuable as additional purchasers buy the same good."); Michael L.
Katz & Carl Shapiro, Network Externalities, Competition, and Compatibility,75 Am. Econ. Rev. 424, 424 (1985)
(defining various kinds of network externalities).

n10. See Lemley, supra note 9, at 1047--50 (discussing network externalities in computer operating systems,
programming languages, and web browsers).

n11. See Froomkin, supra note 5, at 414.

n12. See Will Thomas DeVries, Note, Protecting Privacy in the Digital Age,18 Berkeley Tech. L.J. 283, 291--
92 (2003).

n13. SeeIn re DoubleClick, Inc. Privacy Litig., 154 F. Supp. 2d 497 (S.D.N.Y. 2001)(dismissing privacy claims
against Internet advertising company that released the personal information of web surfers).
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