User Choices and Regret: Understanding Users’ Decision
Process about Consensually acquired Spyware
can help provide security, it also hurts users by denying them the
opportunity to trade some privacy or attention for services or
information they actually value.
Indeed, imagine if your
computer "protected" you by preventing you from ever
transmitting your credit card information out over the internet; it
would perhaps reduce your vulnerability to fraud, but would at the
same time deny you the benefits of shopping online. In the case
of spyware, it isn't simply that the monitoring or notifications
themselves may be valuable, but anecdotal evidence suggests, and
our study confirms, that some users are willing to install spyware
when the desired application with which it is bundled is of
perceived high utility and a comparable product without spyware
is not available or known to the user [21]. In other words, at least
in situations where users are unaware of other options, they are
willing to give up some privacy, screenspace, or bandwidth as
"payment" for an unrelated service or product they value.

ABSTRACT
Spyware is software which monitors user actions, gathers personal
data, and/or displays advertisements to users. While some
spyware is installed surreptitiously, a surprising amount is
installed on users’ computers with their active participation. In
some cases, users agree to accept spyware as part of a software
bundle as a cost associated with gaining functionality they desire.
In many other cases, however, users were unaware that they
installed spyware, or of the consequences of that installation. This
lack of awareness occurs even when the functioning of the
spyware is explicitly declared in the end user license agreement
(EULA). We demonstrate and argue that interface design can be a
significant factor in eliciting informed consent and in supporting
users in actively managing their own computer environments.
This paper reviews the legal, technical, and design issues related
to spyware and its installation. It reports on results of an
experiment in which 28 users were asked to configure computers,
deciding which software to install from a set of software that
included disclosed spyware. The results suggest that current
EULA interfaces do little to encourage informed decision-making
and that simpler interfaces with key terms highlighted have
potential to improve informed decision-making.

Accordingly, managing spyware requires that we engage the user
in controlling their desktop instead of assuming we can simply do
it for them. Current EULA based attempts to engage users in this
process fail, although there is the distinct possibility that this
failure is intentional. There is substantial evidence that users
rarely read long legal documents—such as end-user license
agreements (EULAs)—particularly when displayed in small
windows and interrupt the goal-driven installation process.
Informed consent prior to installation appears to be the correct
model, but the current model of EULAs and terms of service
agreements driven largely by legal concerns is not serving the
needs of users or businesses who don’t install spyware but end up
handling consumer complaints. —For computer systems,
informed consent is a problem in human-computer interaction,
and specifically a problem in interface and interaction design, that
should not be left solely to the lawyers. This paper first provides
an overview of the legal, technical, and design issues involved in
helping users manage spyware. This overview leads to a
discussion of the possible "solution graphs" through which
inappropriate spyware can be avoided without preventing users
from installing similar software that they value. We then report
on the results of a set of experiments in which different
installation and consent interfaces were used in an attempt to
improve user decision-making and discuss the implications for
both design and future research.
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1.

INTRODUCTION

Over the past several years spyware has emerged as a significant
new threat to Internet-connected computers. We use the term
"spyware" to describe a class of software that resides on an
individual's computer, using the resources of that computer to
monitor the user's actions, display advertising to the users, and/or
engage in other activities commonly perceived by users as
invasive or undesirable. Amazingly, these types of programs may
reside on up to 90 percent of all Internet-connected computers [5].
Spyware and tools for managing it lie at an interesting junction of
legal, technical, and HCI approaches. While some spyware is
installed unknowingly by users when they install freeware or
shareware, or when they execute downloads transmitted through
email, the web, or through instant messages, a significant
challenge is that much spyware is installed with the user's active
participation (e.g. the program’s actions are disclosed during
installation. Indeed, the reason that spyware is difficult to
accurately define is that the same piece of software may be
considered spyware by one user, an acceptable trade for other
services, or a valuable personalization system or notifier by
another. Consider Google's Toolbar (toolbar.google.com) which
explicitly asks for permission to monitor user web browsing so
that it can provide more information to the user about the page
being viewed.

2.
2.1

BACKGROUND
Legal Issues

Legal issues with spyware can be divided into two categories:
legal efforts to ban or restrict spyware and the treatment of
spyware under existing laws.
Laws banning or restricting spyware generally are derived from
restrictions on collecting or transmitting certain personal
information without consent of the person from whom the
information is collected.
Europe's data privacy and data
protection laws while not spyware specific embody this principle.
In general, this principle requires that information be collected for
lawful and limited purpose, and that individuals consent to the
collection of their data, be informed of the use, have the right to
inspect and correct such data, and the right to revoke consent in
the future.

Because of this user-centered definition of what constitutes
spyware, for some portion of software that meets the definition of
spyware we simply cannot adopt a "just say no" approach.
Indeed, many early efforts to combat spyware—much like antivirus software efforts—measured their success based on how
infrequently the software was installed. While such a measure
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Spyware legislation is under consideration in 27 U.S. states and in
the U.S. Congress. The proposals vary in their coverage and
scope, ranging from restricting or prohibiting unsolicited displays
of advertisements, to protecting Internet users from unknowing
transmission of their personally identifiable information, to
requiring removal procedures for spyware, to directing consumer
protection agencies to collect complaints.

simply opening the package. Bowers v. Baystate, 320 F.3d 1317
(Fed. Cir. 2003).
Even clickwrap agreements, which require users to click the
ubiquitous “I Agree” button, pose problems. Often end users do
not understand the purpose or legal significance of EULAs. And,
of course, many simply have become conditioned to view them as
a meaningless but necessary hurdle for installing software. As a
result, many users fail to read them. Even those that do read
EULAs often find the documents indecipherable because of their
length, the format in which they are displayed, and the use of
specialized technical and legal language.

The diversity among state and federal proposals in proposed
legislation indicates a lack of a common baseline understanding of
the problem, as well as the diversity of interested parties lobbying
for and against stricter controls. For example, there is confusion
about the applicability of current law to different types of spyware
(a point to which we return below). Spyware is an interstate and
international problem that could benefit from a common
approach, based on thorough research and analysis. A goal of our
research is to contribute to a better understanding of this problem
and in turn to more appropriate solutions.

If users read and understood the terms of software EULAs, many
would be surprised by the number of legal obligations they create.
For example, after just a few clicks a user installing KaZaa agrees
to provisions that prohibit reverse engineering, altering registry
keys, disabling ads, and removing third party software. In addition
the user “assents” to no less than three "choice of law" provisions
and an arbitration clause. The user indemnifies the software
providers for any infringing transmissions and permits the sharing
of contact information and browsing history for the purposes of
receiving promotional emails and targeted advertisements. The
software companies disclaim any warranties and limit their
liability for the misuse of personal data or damage to the user’s
computer. These agreements claim to bind all subsequent users of
the software, regardless of their awareness of the EULA terms.
While it is certainly likely that some users would willingly agree
to those terms in order to use Kazaa, we strongly doubt that all
users who clicked through had a genuine "meeting of the minds."
Indeed, in our results below we show that some users experience
regret after discovering just part of what they have agreed to.

In the absence of specific spyware laws, such software is
governed by existing law, including laws concerning computer
hacking, fraud, and contract law. An examination of the few
cases in the U.S. courts shows that the courts place a strong
emphasis on the existence of an agreement with the user to install
the software. 1 For example, FTC v. Seismic Entertainment led to
a temporary restraining order against Seismic Entertainment in a
case where the FTC alleged that the company had a software
script that exploited web browser security vulnerabilities to allow
them to download and install programs without the computer
user's knowledge or authorization—in particular a spyware
program that served ads promoting Seismic's anti-spyware
software and other products. The court found the FTC likely to
succeed in a case based on unfair and deceptive acts and practices.

Despite the problems EULAs present, courts typically enforce
them. For many contracts, performance of some act serves as
acceptance. In the EULA context, courts typically find that
installing or using the software is sufficient to establish
acceptance of EULA terms even when users are not required to
click “I Agree.” Further, the user’s failure to read a EULA rarely
prevents contract formation. When a document is reasonably
understood to create legal obligations, courts impose a duty to
read. Heller Fin., Inc. v. Midwhey Powder Co., 883 F.2d 1286,
1292 (7th Cir. 1989). This obligation to read extends not just to
EULAs but to documents hyperlinked from EULAs as well.
Hubbert v. Dell Corp., 2005 Ill. App. LEXIS 808 (Aug. 12, 2005).
And while EULA language is far from clear, courts are reluctant
to excuse violations on the basis of confusing language.

For these reasons, many spyware programs, particularly those
distributed through channels with legitimate reputations, attempt
to establish an agreement with the user through an end-user
license agreement (EULA). Software EULAs are governed by
traditional contract law. The formation of a legally enforceable
agreement requires a concrete offer by one party and clear
acceptance of that offer by a second party. Contracts are binding
because they represent the parties’ mutual assent to bargained-for
terms. This meeting of the minds is central to the legal
justification for contract enforcement.
In the software EULA context, the traditional contract paradigm
faces difficulties. Most importantly, end users’ manifestations of
consent are often ambiguous. Some software is governed by terms
merely posted to the web page from which the software is
downloaded. Specht v. AOL, 306 F.3d 17 (2d Cir. 2002). These
browsewrap agreements require no overt act on the part of the end
user, during installation, to demonstrate assent to the EULA
terms. Similarly, shrinkwrap agreements that appear on software
packaging purport to bind users to EULA terms on the basis of
1

At the same time, some courts have called into question the
agreement to EULA terms. In Sotelo v. DirectRevenue, LLC,
2005 U.S. Dist. LEXIS 18877 (N.D. Ill. Aug 25, 2005), the court
refused to require arbitration, as specified in the EULA, by
finding that agreement to the EULA was itself a triable issue of
fact. Indeed, the court has great latitude in determining whether a
contract is in place and even in invalidating unconscionable terms
within a contract, but such cases are quite rare today. Part of the
motivation for our research is to provide objective data on
whether users indeed do understand the nature of their agreement
and the terms to which they agree when installing spyware.

See Sotelo v. DirectRevenue, LLC, 2005 U.S. Dist. LEXIS 18877
(N.D. Ill. Aug 25, 2005) (denying motions to require arbitration
and dismiss claims under the Illinois Computer Crime
Prevention Law because the plaintiff raised a triable issue as to
his agreement to the software EULA); FTC v. Seismic
Entertainment, 2004 U.S. Dist. LEXIS 22788 (D. N.H. Oct. 21,
2004). New York Attorney General Elliot Spitzer filed charges
against Intermix Media for trespass, false advertising, and
deceptive business practices. Intermix distributed screensavers
and games bundled with spyware. These charges, which were
settled before a court decision, stemmed in part from
misleading, inaccurate, or nonexistent EULAs.

2.2

Technical Issues

While a detailed discussion of technical approaches to addressing
spyware goes beyond the scope of this paper, it is important to
review the most common solutions in use and to discuss the
limitations and potential of these solutions. Dozens of spyware
defense software packages focus on scanning a computer to
identify and remove suspicious software, registry keys, and files.
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Others prevent software from making certain system changes
(e.g., modifying registry keys or the browser home page).

3.

A smaller number of products protect against leaks of personal
information. For example, Norton Internet Security blocks
transmission of personal data via web forms, e-mail, instant
messenger, etc., without user knowledge or consent. Narrower
protection tools such as eBay's toolbar protect against disclosure
of specific data (in this case one's eBay password).

Spyware is not a clean category, but rather a fuzzy one.
Nonetheless, for some set of spyware, it may be that an authority
determines that it should be simply prohibited. That authority
may be legal (e.g., banning the transmission of Social Security
numbers through such software), or more likely organizational
(e.g., a company determining that any software in certain
categories is banned). The first solution graph, therefore, is a
legal/technical one. If the authority is governmental, such
software may be prohibited by law. Whether governmental or
organization, such software may be prevented or removed by antispyware tools. This solution bypasses the entire question of
informed consent by declaring that the user is not even entitled to
consent to the particular spyware.

At present, there are two major weaknesses that prevent antispyware tools from forming a complete solution. First, the tools
themselves are incapable of catching or removing all known
spyware (let alone unknown spyware). Second, the tools are not
(and perhaps cannot be) sophisticated enough to understand user
trade-offs between privacy, system performance, security and the
functionality enabled by a product. Even if the tool can identify a
potential privacy or security threat, it is necessary in many cases
to present that threat to the user for an informed choice.

2.3

Solution Graphs

We refer to the ideas in this section as solution graphs because
they flow from the analysis illustrated in figure 1. The goal of this
section is to identify a set of partial solutions, and to identify a set
of research questions that can help inform us as we pursue these
questions.

HCI and Design Issues

Our research shows that the informed consent presumed by
contract law is often absent in the context of software EULAs.
Through interfaces that raise the awareness of significant issues
while others recede, we may create greater potential for informed
consent. However, HCI is only a partial solution.

If the software is not banned, then the decision of whether to
install it should be left to the user. One would hope for an honest
and accurate disclosure of the functioning of the software,
however the current state of deception law results in greater legal
exposure for business that disclose than for those who remain
silent. Users, who skeptically view company disclosures, may
choose to rely upon a trusted rating authority. Functioning like
Consumer Reports, a rating agency could assign a variety of
scores to software to summarize their assessment of the risks and
trade-offs involved in installing and using it.

The challenge of attracting attention to important events is not a
new one in HCI. From control room and cockpit indicators to
desktop notifiers, substantial research has been devoted to
identifying visual and auditory displays that attract attention and
to designing interaction sequences that prevent automatic
dismissal of information. As a trivial example, it is now
somewhat common to prohibit the use of an "Agree" button until
after the user has viewed the entire agreement. Of course, that
simple intervention is typically defeated by scrolling to the end.

Today there is a lack of incentive to provide complete and
accurate disclosures. There is growing pressure on spyware
companies, particularly adware companies, to use EULAs to
describe software behavior. While these incentives may drive
legitimate businesses they are unlikely to influence the behavior
of truly egregious actors.

If the particularly relevant terms or conditions of a EULA can be
identified, it is possible to summarize them in a short, easy-to-read
form. If standardized agreements are designed, it is possible to
highlight only unusual terms. For example, the European Union’s
approach to consumer protection in standard mass-market
consumer contracts, such as EULAs, pursues a mixture of
standard terms and construction presumptions against nonstandard terms. Below we experiment with interfaces that use
such a design to determine how effectively they can change user
actions and user satisfaction with their choices.

Assuming, for purposes of this section, a full and accurate
disclosure, the next question is whether there is a meeting of the
minds—informed consent. As we show below and others have
shown before, there is little attempt to gather meaningful consent.
There exist several challenges to informed consent: 1) the consent
process appears as an obstacle on the way to a task; 2) the length
and language of documents used to convey information to users;
and 3) the triviality of the consent mechanisms employed (“I
agree”). Consider spyware installed with pornography or filesharing software. The user eager to get images, music, or videos
of interest is unlikely to break concentration from the task to give
serious time and consideration to the consequences, particularly if
doing so requires reading a multi page document containing dense
legal and technical language. One solution to this dilemma would
be to delay gratification—if software installation did not take
effect for some period of time then users might have time to
reconsider their actions.
We address the issue of regret
experimentally below. The "cold shower" approach has been
incorporated in law to protect consumers in potentially highpressure, high-stakes contexts (such as in-home sales). Early
results in computer-based education show some promise: when
users were not allowed to respond immediately to questions their
answers improved.

Given individual differences in preferences, it may be necessary
to develop a profile of preferences (much like P3P for web-based
privacy) to alert users to cases where an agreement or a software
system may be traversing their usual preferences. The success of
any such notification system depends both upon the reliability
with which such determinations can be made and upon the
number of false positives—the number of alerts that the user
chooses to dismiss rather than honor. We have all become
accustomed to web browser alerts (e.g., for moving from a secure
to insecure site) that are not sufficiently valued and are therefore
turned off.
In sum, user interface design alone also cannot be the answer.
While the lessons of HCI can help inform the presentation of
information to users, the technical and legal underpinnings are
essential to avoid carefully presenting the user with little more
than noise, or worse, creating a “usable” environment in which
users can simply, efficiently, and more knowingly undermine their
interests.
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about trade-offs between their privacy, their security, their
attention, and the services or products they desire.
In the rest of this paper, we explore a set of questions to help us
along the way towards an environment in which meaningful,
informed consent is more likely to be achieved.
Table 2

Hyperlinks

Locations

OptOut

Opt-In

Edonkey

2

15

6

1

Google
Toolbar
KaZaA
WeatherScope

2
4
0

9
78
23

1
5
0

0
0
0

WebShots

0

6

1

0

4.
Questions & Ideas around more
informed installations of Software
4.1

In recent years the US legal community has obsessively focused
on privacy notices to consumers. Activity has centered around
privacy notices by online businesses, businesses directed toward
children, and financial entities [1]. In addition to regulatory and
legislative action, there have been numerous private sector efforts
focused on privacy notices, most recently “short” and “layered”
notices (TrustE, BBBonline, Privacy Leadership Council).
Recently, P2P providers have been pressured to develop notices to
disclose the risks of leaking private information and receiving
objectionable content.

Figure 1 Graph of possible solutions to spyware problem

Since most users are unlikely to agree to a waiting period before
software installation, the remaining choices are all about the user
interface. Here, there have been two directions. Persuasive
approaches have been used to elicit a predefined correct answer
more often. For example, warning people that untrusted software
can damage your computer attempts to elicit a "no" response.
Informative approaches can be measured on their effectiveness in
getting users to give the correct answer, whether that answer is
"yes" or "no." Such approaches may include summaries of terms,
matches between terms and profiles, and even a clear statement of
costs and benefits.

A significant amount of time has been spent by regulators,
industry, and non-profit organizations describing what makes a
good notice, in terms of format, content and presentation. The
FTC as well as the EU provide guidelines to industry for those
who want to create notices. While varying in the details of the
actual notice, they agree that the most important factors in
creating an informative notice are keeping it short, making it
readable (no small fonts, use bulleted lists, etc.), and using easy to
understand language (not technical jargon or legalize).

Table 1

Total
Screen
Count

Install
screens
Dedicated
to EULAs

Forced
Choice
Implicit

Forced
Choice
Strict

Scroll
Box
EULA

Edonkey

7

2

3

2

2

Google
Toolbar
KaZaA

3
4

2
2

3
3

1
2

1
2

4

1

1

1

1

4

1

2

0

1

WeatherScope
WebShot

Prior Work

In addition to work done on the creation and construction of
consumer notices, a great deal of survey research has been
conducted to determine how successful online notices are at
informing users, as well as what are the general thoughts and
concerns consumers have about privacy [26]. A survey by
Culnan-Milne [26] notes that over 40% of online users claim to
never or rarely read privacy notices. Harris Interactive noted that
33% spent little or no time looking at privacy policies, while an
additional 33% had only glanced at them. Only 3% reported
reading them carefully. An additional point made in some surveys
is that in many cases it is difficult for users to notice "notice". In a
May 2001 American Bankers association survey, 43% of the users
mentioned they didn't even know there were notices.

We argue that the nature of spyware today requires the union of
these techniques. Realistically, individual informed consent is an
attention- and effort-intensive process. Individuals need the
backup of legal infrastructure to prohibit the most egregious
offenses, to force the honest disclosure of terms and effects, and
to protect them against over-reaching and unconscionable terms.
Technology can help enforce preferences when they can be
accurately expressed and their violation detected. External
agencies can help by providing ratings of risk and quality. But in
the end, users must have the control to make certain decisions

Ignoring applications that deliberately mislead or conceal their
presence from users, many applications actually provide notice to
users in some form. Despite this fact, users still seem to install a
great deal of software that contains spyware or that they later
regret. Survey research has also been done to look at the extent
and amount of Spyware on consumers’ machines [8, 5].

4

Work has been done to categorize user privacy preferences and
privacy sensitivities [6]. Research has been performed looking at
privacy tradeoffs and users decisions regarding privacy [3, 4, 13].

prize offer in the EULA that was displayed during each software
installation, yet the prize was only claimed after 4 months and
3,000 downloads of the software [16]

In the HCI-Security community, work around privacy and notice
has looked at interfaces for allowing users to make choices about
what they would like others to have access to [16, 21] and in
assisting users to perform security related tasks correctly [22].
Additional work has been done in analyzing privacy policies and
offering suggestions for systems to help users manage their
preferences [2, 7, 10, 12, 16]. Researchers have also been looking
into design rules and suggestions that would have both
affordances for security as well as affordances for usability [19,
24].

4.2.1

In terms of notification design, HCI research has looked at
interfaces to interrupt people and inform people unobtrusively and
provide them notice of some event either pending or current
active[15, 24, 25]. The main emphasis of this type of notice
design is in providing a means for users to be aware of
information while they are working on other tasks.

We looked at the software EULAs used in our previous study, and
focused on features such as font size, readability, length and time
to read, considered important in the regulatory efforts examining
notices discussed above. We looked at additional factors such as
number of screens devoted to EULA during installation, method
of presentation of EULA (scroll box, drop down, outside link),
and options for controlling third party software or internal features
that displayed adds, transmitted user info or modified existing
settings (such as the homepage). We were also interested in how
users interacted with the EULAs, as well as how frequently they
noticed or used the various strategies for controlling their desktop
experience.

Others have looked at the effect of web design on trust, or trying
to design interfaces that persuade users to trust them or perform
certain actions. In one notable study, B.J. Fogg 2 analyzed web
sites credibility according based on users perceptions of the
design, and found that there were discrepancies between what
they said was important and what they actually did 3 .
The fact that so many users have spyware on their machines, and
are unhappy about this [20], suggests a disconnect between what
people agree to install, and what they perceive they are installing.
To our knowledge, there has been little experimental work done
on these guidelines and their effectiveness in providing users
information. [XanonX] performed a study that looked at three
treatments of notice design and their effect on users’ decision to
install an application or not. [XanonX] findings corroborated an
earlier finding of financial surveys, that users neither heed nor
read notices. However, contrary to belief, users do care about
privacy and performance effects of software installation: when
presented with programs with similar functionality, privacy and
performance issues became much more important, and more
closely scrutinized and mentioned. These results indicated that
there was something more complex happening during the users’
decision making process that wasn’t being captured in earlier
studies. By using HCI techniques to dig deeper into this data, we
hoped to uncover patterns and behaviors that we could use to
create design recommendations as well as provide a basis for
future exploration and research.

4.2

4.2.1.1 Current EULA design
In analyzing the five EULAs we documented common strategies
for gathering consent and informing users in the program during
installation. (We believe these are representative of strategies
broadly employed across the software industry.) In the table
above, we list the strategies as well as their frequency of
occurrence for each program [Tables 1 & 2]. These strategies are
described below:
•

•
•
•

The Problems with EULAs

EULAs serve a dual purpose of providing users with information
regarding their choices as well as providing software vendors
protection from legal liability. Given their perceived role in
contract formation, it is important for practitioners, policy-makers,
and courts to understand the limits of EULAs as a tool for
conveying information to consumers. Despite the fact that there
exist guidelines for financial EULAs, very few of these are
followed in creating software EULAs. As a result, there is a
general perception that EULAs are ineffective and consumers
don’t read them. Anecdotal evidence supports this impression as
well. For example, one software provider included a $1000 cash

2

[http://www.consumerwebwatch.org/dynamic/web-credibilityreports-evaluate-abstract.cfm]

3

[http://credibility.stanford.edu/pdf/PITheory.pdf].

Anatomy of a EULA

In previous work, [XanonX] found that existing EULAs had no
effect on users’ decisions to install or not install applications that
contained Spyware. Users also exhibited higher regret in the case
of EULAs, and were surprised by what they felt they were
installing. In combination with the survey and other research on
EULAs, this finding led us to believe that EULAs were
ineffective by design. To explore this hypothesis, we decided to
categorize and analyze the current methods software vendors
employ in EULAs to inform users. We research aspects of the
design that contribute to their ineffectiveness.

•

•
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Force a choice to move to the next screen – This choice can
be implied (users are connecting to a decision by clicking
next) or strict (Users cannot proceed to the next screen before
they make a choice about some feature or click some
confirmation screen).
Scroll Box containing EULA text – Users are provided the
text of the EULA agreement in a scroll box.
Hyperlinks to outside sites and policies – Users are provided
clickable links to additional EULAs and policies pertaining
to the program (i.e., privacy policies, terms of service, etc.)
Locations of third parties and policies – Users are provided
information about the location of additional information
pertaining to the program, such as laws, arbitration rules, but
are not able to access it by via a hyperlink.
Opt-out options- Users are provided checkboxes or radio
buttons as a means to opt-out of features that modify existing
settings (home page), transmit user information () or add-ons
from third part vendors that send information or provide
advertisements.
Opt-In option – Users are provided checkboxes or radio
buttons as a means to opt-in of features that modify existing
settings (home page), transmit user information or add-ons
from third part vendors that send information or provide
advertisements.

Table 3

pertain to them, was too generic, or standard “legal mumbo
jumbo”.

Program

Total
EULA
words in
program

Total
EULA
words in
first order
links

Total
EULA
words

Estimated
time to
read 4 in
minutes

Edonkey

2745

919

3664

30.53

Google ToolBar

1922

504

2426

20.21

We join others in concluding that EULAs are ill suited for the task
of conveying information to consumers and obtaining consent.
There is little in the design of EULAs that would suggest they are
useful for informing and educating users. While this is not
altogether surprising for HCI practitioners, EULAs are currently
considered the state of the art in notice and consent, and are
routinely enforced by courts. Fixing EULA design is an important
activity with broad implications.

KaZaA

17458

193

17651

147.1

WeatherScope

2856

N/A

2856

23.8

5.

WebShots

1374

N/A

1374

11.45

Our study expands on the preliminary results discussed in
[XanonX] on EULAs and additional types of notices. [XanonX]
demonstrated that there was no significant difference between
EULAs, Generic Notices and Short Notices in preventing users
from installing applications they may later regret. The study
leaves many unanswered questions about the actual details of
users’ decision making processes. For example, were their any
cases in which any notice was effective at all? If so, under what
conditions and what circumstances were certain types of notice
better than others? Although [XanonX] provides a categorization
of types of users and their behaviors, the question remains how
did users make their decisions about what to install and why? In
this paper we hope to further explore these questions, and provide
a basis for practitioners to begin designing and experimenting
with other forms of notice.

Because the text box EULA was a common means of providing
information, we examined them in more detail. We compiled a
word count of each EULA, calculated the average words per
screen, and estimated the time it required to read them [Table 3].
In our test, no user read an entire EULA, or even substantial
portions of it. At best, they would scan for keywords, or try to find
key sections that were interesting. Links to external sites were
only clicked five times, (5%). When available, users availed
themselves of the opt-out option over half of the time (52.7%).
The option was only available for 3/5 of the applications we
looked at.
We also used common readability statistics to estimate the overall
range of readability of the EULAs. We used the Flesh-Kindkaid
reading level test in Microsoft word. Flesch Reading ease is a
measure from 0-100, with a hgher score indicating easier reading.
We found that the EULAs analyzed had Reading Ease measures
under 40. All EULAs Flesch-Kincaid Grade Level were grade 12.

4.2.2

In our study, we wanted to closely look at the user’s actual
installation behavior, and correlate this to their stated reasons for
installing or not installing each program as well as their final
measure of regret. To do this, we observed user behavior while
they decided to install or not install five pre-selected applications.
We were particularly interested in whether or not users read or
skimmed a notice, whether they changed settings that affected
privacy, and if they decided to not install an application, at which
point in the install process did they make this decision, and were
the notices a part of this decision making process or not. In
addition, we were interested in whether the ability to change
settings made users trust a program more, and the effects of prior
knowledge and brand recognition on install decisions.

EULA Design Impressions

While we were not able to keep track of the exact time for users to
install each and every application during the course of this study,
we were able to get a general sense for how long users took to
complete each installation task. In some cases, users completed all
of the installation screens in less than 15-20 seconds, spending
less than a couple of seconds per screen.
In no case did a user take more than 2-3 minutes to install an
application. Users were typically able to complete all installations
in less than 15-20 minutes including the programs actual
installation time. This time span is obviously insufficient for users
to read, let alone comprehend, the documents. Indeed, the entire
time it took users to examine, install and configure all five
applications is less than the time it would take to read any single
EULA presented.

[XanonX] was primarily focused on whether an interface
prevented a user from installing an application that potentially had
Spyware. While we also considered this important, we were also
interested in whether notice conditions were effective at informing
users but nonetheless didn’t cause users to change their mind
about installation. This is important because our goal was to
consider whether various forms of EULAs were better at
informing users regardless of whether we thought they should or
should not install a piece of software.

In addition to reading times, users confirmed that the reading
levels and reading ease were beyond everyday use and
understanding. Compounding this problem, we documented a
profound disconnect between what users expected EULAs to
contain and what they contain in fact. While users recognized that
there was some form of agreement, they had widely different, and
generally inaccurate, impressions about the EULA contents. This
mirrors results in earlier surveys on web privacy. It is important to
note that users were not being lazy or careless, rather they simply
believed that the majority of the information in a EULA did not

4

EXPERIMENTAL DESIGN

Finally, we were particularly interested in looking further into the
case where users chose between competing applications with
similar functionality. [XanonX] mentioned that in these cases, the
presence of spyware or adware and the potential transfer of
personal information was a much greater source of concern. We
were interested in learning more about the factors used to compare
software, and the context in which they were most important.

5.1

Summary of Previous Work

Our study is based on data gathered during [XanonX] previous
study on Spyware and notice conditions. [XanonX] looked at
whether different types of notice treatments would effect a user’s
decision to install or not install an application. The study divided
28 users into three treatments based on three different notice

Based on 120 efficient words per minute (ewpm) for the average
reader
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conditions for 5 different software programs (KazaA, Google
ToolBar, Edonkey, Webshots and Weatherscope). Programs were
selected to reflect a variety of notice and install conditions, as well
as features that are common in software that contains bundled
applications or functionality. The study used a combination of pre
and post study surveys about preferences and capabilities,
observations of user behavior during the installation process and
qualitative interviews at the end of the process to determine users’
actions and motivations for the choices they made.

designing by using bulleted points, being short and readable clear
fonts and simple concise language about what users find
important. These were constructed from the existing EULAs for
each software application. It was designed to be closest to what
could be a FTC/EU or other short notice. In this notice condition,
the short Microsoft warnings shown in notice condition 2 were
disabled. Users were instead presented with a window that
provides specific information about each program (see Figure 3).
When users reached the portion of the installation program that
showed the EULA, this window appeared in the forefront of the
EULA automatically. We describe how we decided on the
content and presentation of these short notices in more detail
below.

They found that there was no significant difference on installation
for the notice treatments. There results indicated that their users
employed various strategies and characteristics for installing
programs, from rushing through an installation process to
complete it as soon as possible, to “computer phobics” who would
refuse to install anything at all if a warning appeared. The
majority of the users though were somewhere in the middle,
installing an average of 3 programs, one of which was a P2P
program.
Details of the additional results, as well as the demographics and
condition treatments are provided in the paper [XanonX]. For
clarity, we will go over the notice conditions briefly here.
Notice Condition 1 - EULA Only
The first notice condition is a control treatment consisting of only
the original EULAs and notices that are included in each program.
This notice condition represents what most users would see when
they install a program downloaded from the internet.
Notice Condition 2 - Microsoft SP2 Short Notice + EULA
In addition to the EULA included in each individual program, the
second notice condition includes a short warning from Microsoft
that is displayed when users begin the installation. This warning
is included with Windows XP Service Pack 2, and is provided for
all programs that are downloaded from the web. If available, the
notification includes a link to the publisher information as well as
links to privacy policy information. The purpose of this notice
condition is to test if a commonplace heightened-notice practice,
active by default, will affect installation behavior.

Figure 3 WeatherScope Customized Short Notice

5.2

Research Questions

We were interested in examining the relationship between users
reading or skimming a Short EULA, EULA or Generic EULA and
regret and installation decisions. We broke down possible types of
regret into these categories:
1)
2)
3)
4)

Users regretted their decision and would uninstall the
program
Users regretted their decisions and would install the
program
Users didn’t regret their decision and would keep the
program installed
Users didn’t regret their decisions and would keep the
program uninstalled

While it is helpful to look at regret in these terms, we were
interested in the effect of notice alone, and in coordination with
other factors, on regret. Therefore we decided to look at the
following additional factors:
Figure 2 Microsoft Windows XP SP2 Warning
1)
Notice Condition 3 - Customized Short Notice + EULA
The third notice condition consists of a layered notice: a
customized short notice in addition to the EULA included in each
individual program. This notice was constructed from the most
common guidelines shared between various descriptions of short
notices. It followed FTC, EU as well as P3P guidelines of notice

2)
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Previous Experience – Users were asked if they had
previously heard of an application, and if so, whether
this had influenced their choice to install the program.
Reading a notice – During the installation process, the
observer recorded whether users had looked at a notice
or not.

3)
4)
5)
6)

Influence of a notice – After the installation process,
users were asked if the notice influenced their decision
or not.
Stopping an installation – During the installation
process, the observer noted at what point a user would
stop installing a given application.
Configuring an application – During the installation
process, the observer noted what options a user selected,
checked or unchecked.
Reasons for installing/not installing – Users were asked
after completing the installation, their reasons for
installing or not installing a given program.

they had read it at all. Cases were labeled as N/A if they were not
relative to the installation. For example, if users quit before they
were able to see any notice, or decided that they didn’t want to
install a program, or the program did not contain that feature, they
were all marked as N/A and not included in the computation.
Table 4

(EULA
only)

EULA
+
Generic
Notice

EULA
+ Short
Notice

37.89%

38.10%

50.00%

25.58%

10.03%

7.14%

6.67%

16.28%

52.08%

54.76%

43.33%

58.14%

Totals

Control

Average

Skimmed
Carefully
Not At All

Program

Read EULA

Based on what information we were able to analyze and what we
had gathered, we came up with a list of questions to explore in our
data analysis. We decided on the following questions around
users’ stated influence, their actual actions and the incidence of
regret and the effects of notice.

Read Short
EULA

Research questions
Q1: Users, who read the short notices, will have less regret than
those who don’t.

Skimmed

17.07%

17.07%

Carefully

60.98%

60.98%

Q2: Users, who say they were influenced by the short notices, will
have less regret than those that weren’t.

Not At All

21.95%

21.95%

Read Generic
Notice

Q3: Users, who say they were influenced by the generic notice,
will have less regret than those who weren’t.
Q4: Users, who read the generic notices, will have less regret than
those who didn’t.
Q5: Users, who read the short notices, will have less regret than
those who read the generic notices, and those who looked at the
EULAs.

6.2.1

We were only able to obtain data on 28 of the 31
installation in regards to details about their actual installation
process. We recorded whether users looked at EULAs, whether
they looked at the additional notices if they were provided or not,
and what options they selected during the course of the
installation. Additionally, we looked at where users decided to
quite the installation if they decided to quite it at all. Using this
information, along with the reasons that users provided in the pre
and post study about installing programs, we hoped to learn more
details about what was occurring during the installation process.

6.1.1

Noticing Notice

Not At All

58.97%

58.97%

Reading Notice and Regret

In regards to questions Q1, and Q4, we found that participants,
who looked at short notices, generally had less regret than those
who did not, although not by a large margin. We found a similar
case for users who looked at the generic notices, although it was
also very similar.

RESULTS

Notice Treatments

41.03%

6.2
Prior Knowledge, Reading Notice and
Regret

Q7: Users who indicate they were influenced by prior knowledge
of a program and read the short notice, will have less regret than
other groups.

6.1

41.03%

Table 4 shows that the Short Notices were skimmed or carefully
looked at almost 80% of the time, whereas the standard EULA
and Generic notice were looked at on average of less than 50% of
the time.

Q6: Users who indicate that they were influenced by prior
knowledge of a program will have less incidents of regret than the
notice conditions.

6.

Read

6.2.2

Influence of Notices and Regret

For questions Q2, Q3, and Q5, we found there to be a stronger
relationship between users who indicated that they were
influenced by a short notice or generic notice, and less amount of
regret. We found this stronger in the case of the short notice, and
slightly weaker in the case of the generic notice and much weaker
in the case of the EULA notice (when we compare against all
cases in the EULA treatment).

6.2.3

Influence on Prior Knowledge and Regret

For questions Q6 we found that users who indicated that prior
knowledge of an application influenced their decision had the
strongest association with reduced regret. We found this to be
much stronger than what we found with notice alone. Indeed it
seems that if users have prior experience with a brand or
application, this seems to be one of the strongest predictors of
how likely they are to regret their decision.

We categorized whether users had read a notice as not at all,
skimmed and carefully. “Not at all” meant that they didn’t glance
at the notice and promptly continued to the next screen. Skimmed
means that they may have passed their mouse over the EULA
looking for keywords, or used the scrollbar to quickly browse
through the contents. Carefully means that they actually read
some sentences or a paragraph, before continuing on. We should
note that in no case did the users attempt to read through all of the
EULAs or even one EULA completely. In the case of the Generic
Notices, because there was no scrolling involved, we only noted if
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user noted, “I didn’t know what it was, I saw the unknown
program warning and decided that I wouldn’t install it.” 3 of the 8
users in the Generic warning treatment stopped their installation
after seeing the generic warning popup, as opposed to 0 in
KaZaA, a more familiar program. In the short notice case, equal
numbers of users stopped at the short notice (2). In post user
questions about installation decisions, we found that users were
trying to use the short notices to compare the features and tradeoffs of the two programs. One common feature was “popups” and
some users mentioned “spyware” in the post study interview.
Some users would choose the program that they felt was more
useful, and rely on tools like Google Toolbar to block popups that
the program would provide. “[Popups] are a necessary evil, but I
got [Google Toolbar] to block them so they won’t be annoying”.
We found that users also used the short notices during the post
study interview to compare programs when they were asked
whether they regretted installing the program or not. We found
that users would use short notices to again measure tradeoffs
between the two programs, and sometimes reverse their decisions
about which program to install.

6.2.4 Influence of Prior Knowledge and Short
Notice on Regret
For Q8, we found that users who indicated that they were
influenced by both prior knowledge and the short notice were
highly unlikely to experience regret. In addition, we found that
this was the case for programs that were both installed and not
installed. For example, in the case of KaZaA, six users in the short
notice condition claimed to have heard of KaZaA, and five of
them mentioned being influenced by their previous experience. In
addition, they mentioned that the short notice influenced their
decision as well. It is interesting to note that of the users who did
not change their mind in this case (5 out of 6), they were almost
evenly split between those who installed KaZaA and those who
didn’t (3 installed, 2 didn’t). This implies that in some cases, the
short notice is useful in affirming users’ belief on a given product
and keeping them informed. Looking back at these users
responses, we discovered that they found the short notices useful,
even though the sometimes mentioned things that they already
knew

6.3

Analyzing tradeoffs

6.3.1.2.1

In our study, users were asked to evaluate the P2P filesharing
programs KaZaA and Edonkey. P2P programs were largely
considered a “must have” application by our user population.
Generally every user installed at least one, but rarely did they
install both. This leads us to wonder what factors influenced their
choice between the two programs. Installations of these programs
across all treatments were roughly split in half (50% installed
KaZaA, 60% installed Edonkey). We found that users considered
their previous experience with a program(s) including referrals
from ‘experts’ they know, and/or used various other means to
compare them. We summarize these findings below.

Common disclosure problem

The KaZaAA EULA was more vague than the Edonkey EULA,
consequently the KaZaA short notice tended to be more vague
than the Edonkey short notice. We found that when users began
using them to make comparisons, they often tried to make the
decision that would limit their exposure to third party software
and adds, while providing the desired functionality. The
inconsistency between disclosures in the KaZaA and Edonkey
notices, became magnified by the short notices which were
constrained by the EULA disclosures. This led to a perverse
result, where users seeking to limit spyware like behavior ended
up choosing the more invasive program. Providing a common
means of describing the add-ons and attributes each program
installs would assist users in their comparisons, and help them
make choices more closely aligned with their values. This
suggests that in the absence of a common set of disclosures, short
notices could have the unfortunate effect of subverting users
efforts to limit their acquisition of spyware.

6.3.1.1 Previous experience
Our users were more familiar with KaZaA than Edonkey. 92%
had heard of KaZaA. 82% mentioned that they had prior
knowledge or experience with KaZaA that contributed to their
decision to install it or not. Only 18% mentioned that they had
heard of Edonkey, with only 11% saying this factor had an effect
on their decision to install. Users familiar with KaZaA, ranged
from people who found it “useful to get what I want” to those who
found it more negative “I had it and it crashed my computer. I
had to reinstall everything”, and also “I had too many popups”. In
the case of Edonkey, users who were familiar with it commented
more on functionality, stating “I can find what I want”. It was
interesting to note that if negative reactions alone accounted for
users’ decisions to install KaZaA, then the installation would be
less than the 50% we observed. In 8 cases, users decided to either
not even open KaZaA, or terminated the installation immediately
after opening the program, as opposed to 0 cases in Edonkey.
Users seemed to be employing some criteria, in addition to
previous experience, so we examined the nature of these
comparisons.

7.

CONCLUSIONS

We have conducted a user study in a controlled laboratory setup
that immersed users in the task of configuring a desktop computer
by making installation decisions about various software
applications. Each of the programs contained secondary features
that presented the user with various trade-offs. Users had to
balance their interest in potentially desirable features (e.g., screen
saver) with privacy, security and performance risks of different
magnitudes (e.g., transfer of personally identifying information)
that were disclosed in the relevant EULA notices. We also
included a highly popular program from a company that is
commonly trusted by the user community (Google Toolbar).
We found that users are often willing to install programs with
potentially harmful behaviors in exchange for access to software
programs with desirable features. Users were generally unaware
of the potentially negative secondary aspects of the programs they
installed and did not read the EULA or ToS notices. When
informed in a post-study interview dialogue of the information
contained in the EULAs participants often experienced regret
about their decisions and suggested that they would act differently
in retrospect and wished they could undo their actions.

6.3.1.2 Comparison
Users generally used several factors to compare programs,
including the short and generic notices. In the control group, 9 out
of 10 users chose Edonkey, while only 2 of 10 chose KaZaA. In
the additional notice cases (short and generic), installation of
Edonkey dropped to roughly the same as KaZaA (4 to 6 installs in
the Generic case, and 6 to 5 installs in the Short Notice case). In
the case of Edonkey, with which our user base was less familiar,
users exhibited more initial caution in installing this program, and
relied more heavily on other cues during the install process. One

In the next step we introduced two additional information
conditions (Microsoft SP2 warning and Short Notice) to improve
users’ knowledge and understanding of the EULA terms.
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10. Jensen, C. and Potts, C. (2004) “Privacy policies as decisionmaking tools: an evaluation of online privacy notices”, in:
Proceedings of ACM CHI 2004, Vienna, Austria, pages 471478.

Surprisingly, we did not find a behavioral change in the number of
programs installed. Even users that carefully read the Short Notice
statements were often willing to proceed with the installation of
potentially harmful programs.

11. PC Pitstop (2005) “It pays to read EULAs.” Available at
http://www.pcpitstop.com/spycheck/eula.asp (last accessed
May 24, 2005)

In the Short Notice condition users, however, felt better informed,
more often referred to potential risks of the software during the
post-study interview and had a better understanding of the EULA
contents and therefore program functionality.

12. Platform
for
Privacy
http://www.w3.org/P3P/

As a result users appeared to be less regretful; that is more often
users felt that given the available options they made sound
decisions.

Preferences

Project

(P3P).

13. Spiekermann, S., Grossklags, J. and Berendt, B. (2001) “Eprivacy in 2nd generation E-Commerce: privacy preferences
versus actual behavior”, in: Proceedings of the Third ACM
Conference on Electronic Commerce, Association for
Computing Machinery (ACM EC'01), Tampa, Florida, US, pp.
38-47.

We suggest that the improved awareness and reduced regret
indicate that Short Notices move toward a more meaningful notice
and consent experience. However, we strongly believe that
mutual assent, in the legal sense, is largely unachievable given the
current state of notices and law.

14. Trafton, J. G., Altmann, E. M., Brock, D. P., Mintz, F. E.
(2003). “Preparing to resume an interrupted task: effects of
prospective goal encoding and retrospective rehearsal”,
International Journal of Human-Computer Studies 58: 583-603.

Our data suggests that providing for comparison shopping among
programs with similar primary features prior to installation, leads
to increased focus and evaluation of secondary features that
negatively effect privacy, security and performance.

15. Van Dantzich, M., Robbins, D., Horvitz, E. and Czerwinski,
M. (2002) “Scope: Providing awareness of multiple
notifications at a glance”, in: Proceedings of Advanced Visual
Interfaces 2002, Trento, Italy.

HCI approaches that improve notice methods can assist users in
controlling their desktop experience, but alone they are
insufficient.

16. Lau, T., Etzioni, O. and Weld, D.S. (1999) “Privacy Interfaces
for Information Management”, Communications of the ACM,
Vol. 42, No. 10, October 1999, pp. 88-94.

From the perspective of an anti-spyware advisor aiming to reduce
installations of programs with potentially harmful behaviors this
result is startling and discomforting at the same time.

17. PC Pitstop (2005) “It pays to read EULAs.” Available at
http://www.pcpitstop.com/spycheck/eula.asp (last accessed
May 24, 2005)
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Contribution and Benefit Statements
Qualitative study and analysis of current and proposed interfaces
for obtaining consent from users when they install applications
contain bundled software, or possibly Spyware.
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