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Abstract

Sixteen years ago, the U.S. Congress passed the Semiconductor Chip Protection Act (“SCPA”) in
an attempt to provide national protection from chip piracy to U.S. chip manufacturers and
encourage international efforts to reduce chip piracy worldwide. In this Article, the author evaluates
the SCPA'’ s effectiveness. The author concludes that the Act has influenced foreign legislation and
international treaty provisions, but has provided virtually no real chip protection. Instead,
technological advances, market changes, and improvementsin industry practice have protected chip
manufacturers from chip piracy. Before reaching his conclusion, the author describes the origins of
the SCPA and gives an overview of the Act, including general provisions and a criticism of the
protected subject matter’ s scope. The author then compares foreign chip protection acts and
international chip provisions with the SCPA, arguing that worldwide chip piracy has declined
mostly for reasons unrelated to foreign chip legislation. While changes in technology and the
market have mostly rendered chip protection laws obsolete in technologically advanced nations, the
author concludes by hinting that such laws might be helpful in less technologically developed
nations.
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|. Introduction

If most Americans were asked to name a product that utilizes a semiconductor chip, responses
would probably include items such as a computer or a cellular phone. A few might mention
calculators, VCREs, or television sets. Most people, however, would limit their answer to various
high-tech devices with which they interact on adaily basis. While these answers are certainly
correct, Americans in general fail to appreciate the prevalence of semiconductor chips and their
increasing penetration into every aspect of our daily life.

Most people certainly recognize that electronic devices such as DVD players, laptops, and palm
pilots all contain semiconductor chips, which are packaged integrated circuits (“1Cs’). However,
most are unaware that integrated circuits can be found in awide variety of household products
besides high-tech electronic equipment. Alarm clocks, cameras, lamps, air conditioners, and even
common kitchen appliances, such as refrigerators and toaster ovens, may employ semiconductor



technology. Outside the home, cars, airplanes, traffic lights, and railroad crossings may contain
|Cs. In short, the importance of |Cs has grown recently to encompass products never before
imagined. The future will only see further expansion of thislist.

Americans would not be so reliant on 1Cs but for the astonishing advances in semiconductor
technology over the past thirty years. For example, when Intel first introduced its microprocessor
in 1971, it contained only 2,300 transistors. After thirty years of development, today’ s Pentium
processor contains over fifty-five million transistors, atwo million percent increase over the first
generation. 1Cs have also shrunk in size. For example, the gate length of certain ICs has gone
from 10 microns—roughly one-fifth the thickness of a hair strand—to 0.18 microns or less,
approximately one-thirty-fifth the size of ared blood cell. As scientists have been able to fit faster
|Cs onto smaller surface areas, more products have incorporated | Cs into their design, allowing
them to function more efficiently and perform enhanced operations. Scientific obstacles,
however, are not the only barriers the industry has had to overcome in the race to develop new
and improved semiconductor chips.

Ever since the early 1970s, chip pirates have quickly produced copies of semiconductor chips at
vastly reduced prices by copying chip designs and avoiding the expensive research and
development phase. This problem has been particularly notorious in the United States where,
until 1984, there was virtually no intellectual property protection for the IC layout,” which cost
millions of dollarsto design and develop. Due to the scant protection for |C layouts, by the late
1970s, chip piracy grew to become a serious problem for the chip industry. As aresult, the
manufacturers of |Cs sought some sui generis (of its own kind or class) form of intellectual
property protection for this backbone of modern technology.

In 1984, in response to complaints by the semiconductor industry, the U.S. Congress realized that
some form of protection was needed for the semiconductor industry and passed the
Semiconductor Chip Protection Act (“SCPA”). After the passage of the SCPA, many
industrialized countries quickly adopted their own laws protecting integrated circuit layouts.
International agreements also began to emerge as countries worked together to ensure IC
protection around the world. For the first time since the invention of the semiconductor chip, IC
manufacturers were granted protection for their design layouts in most of the developed world.

Ironically, by the time these provisions were in place, they were largely obsolete. Despite
substantial pirating around the world, companies in countries that passed such legislation did not
bring suit against alleged infringes. In the United States, there is only one appellate court decision
regarding the SCPA, and courts in other countries with similar legidation seldom invoke these
acts. This Article attempts to explain these developments.

Beginning with the original justifications for the SCPA, Part 11 of this Article discusses why a sui



generis form of protection was deemed necessary for semiconductor chip manufacturing and why
patents, copyrights and trade secrets were insufficient to protect the layout of integrated circuits
or mask works. Part |11 summarizes the SCPA, including its general provisions, the protected
subject matter, the infringement analysis, the reverse engineering defense, and international
reciprocal protection provisions. Part IV compares the SCPA to other significant foreign
integrated circuit topography protection acts.

Parts V and VI discuss the Washington Treaty on Intellectual Property in Respect of Integrated
Circuits (“IPIC”), the Agreement on Trade Related Aspects of Intellectual Property Rights
(“TRIPS”), and the North American Free Trade Agreement (“NAFTA”) provisions related to
integrated circuit topographies. Part VI analyzes the reasons—primarily technological and
economic—why chip piracy has declined recently despite lack of enforcement under the SCPA
and foreign chip protection acts. Finally, Part V111 argues that the international chip protection
laws still serve an important deterrent function in the developing world. First, however, itis
useful to examine the reasons why the SCPA was originally passed in the mid-1980s.

|. Sui Generis Protection of Semiconductor Chips: Why Congress Deemed
Chip Protection Necessary and Why Patent, Copyright, and Trade Secret
Laws Were Insufficient

The need for a sui generis form of protection developed primarily as aresult of chip piracy,
which threatened to undercut the vitality of the semiconductor industry. Chip pirates could sdll
identical chipsfor lower pricesthan could the companies that originally designed them. This
caused legitimate companies that engaged in chip research and development to cut pricesto
compete with pirated chips, which deprived legitimate companies of the funds needed to carry

out further research and development to build the next generation of chips.” Legitimate companies
could not get adequate chip protection under patent, copyright, or trade secret law, so Congress
provided a sui generis form of protection.

Before examining the nature of sui generis protection required for integrated circuits, it is
important to first understand integrated circuit manufacturing and patenting processes in the
semiconductor industry.’

First, a distinction must be made between semiconductor devices and integrated circuits. A
semiconductor device is an electronic device that contains a semiconductor material, whereas an
integrated circuit is made up of many semiconductor devices. While silicon is the most
commonly used semiconductor material, other semiconductor material's, such as germanium, may
be used to make semiconductor devices. Compounds from periodic table groups lllaand Va;' and
I1b and Vla elements are also semiconductor materials that are used in semiconductor devices.
All these materials are called semiconductors because their conductivities vary between those of



an insulator and those of a conductor, depending on the material’s purity level. They do not
conduct electricity if the applied voltage is below a certain threshold voltage, but they do conduct
electricity if the applied voltage exceeds the threshold voltage. As stated above, semiconductor
devices make up the building blocks of integrated circuits. The manufacturing processes are
described in detail in the Appendix.

Integrated circuits are comprised of numerous building blocks, each block being patentable. The
U.S. Patent & Trademark Office (*PTQ”) grants hundreds of utility patents on these individual
semiconductor devices each year.” On the other hand, utility patent protection for the entire
integrated circuit is often inadequate. Since an integrated circuit contains hundreds or thousands
of semiconductor devices, a claim to an integrated circuit would have to cover hundreds or
thousands of individual elements. Consequently, a patent claim that attempts to recite an entire
integrated circuit may be hundreds of pageslong. Clearly, such anarrow claim would provide
almost no protection. Even if one sought such narrow protection, writing a patent application
supporting a claim with thousands of elements would be extremely complex, cumbersome, and
expensive. Obviously, integrated circuits are not easily described in a patent specification or the
claims.

Beyond being impractical to file in the United States, it may take several years to obtain an
integrated circuit patent from most patent offices worldwide. This is unacceptable given that an
integrated circuit’s useful commercial life may be less than one year.” Some authors even suggest
that the PTO would not provide patent protection for integrated circuit layout because all layouts
may already be considered obvious variations of prior layouts under patent law.” The
cumbersome, time-consuming nature of filing combined with extremely narrow protection often
makes utility patent law an insufficient form of protection for integrated circuits.

Other forms of existing intellectual property protection are also inapplicable to integrated circuit
layouts. Design patents protect the ornamental, but not the functional, aspects of an article of
manufacture described in its drawings.” Since integrated circuit layout is more functional than
ornamental, design patent protection is generally inapplicable to integrated circuits.

Aswith design patents, a functionality doctrine in copyright law prohibits protection of integrated
circuits.” The Copyright Office has refused to register integrated circuit topographies because
they are considered utilitarian.” Besides, copyright law would provide exclusive rights for an
unreasonably long time for afunctional article of manufacture, and therefore would not be
appropriate to apply to integrated circuits.”

Finally, trade secret law cannot be used to protect most integrated circuits because an integrated
circuit layout may be reverse-engineered. Reverse engineering is a complete defense to a claim of
trade secret misappropriation.” As aresult, trade secret protection generally becomes unavailable



several months after an integrated circuit is sold on the market because its layout can be reverse-
engineered by the competitors.” An exact duplicate of the integrated circuit can be made without
incurring trade secret misappropriation liability.” Given that patent, copyright, and trade secret
law cannot adequately protect integrated circuit design, sui generis protection for integrated
circuit topographies and layouts became necessary to the semiconductor industry in the late
1970s and the early 1980s.”

|. The U.S. Semiconductor Chip Protection Act

Due to the need for sui generis protection of integrated circuits, Congress passed the
Semiconductor Chip Protection Act (SCPA) in 1984 after heavy |obbying by the semiconductor
industry.” Since the SCPA was the first sui generis integrated circuit protection law in the world,
Congress had no previous law to use as amodel or template. Unfortunately, as aresult Congress
drafted an ambiguous statute.

|. General Provisions

The SCPA authorizes the owner of a*“mask work” to reproduce the mask work, to import or
distribute a semiconductor chip product in which the mask work is embodied, and to induce
another to do the same for a period of ten years.” The SCPA also contains afirst sale provision,
permitting importation, distribution or disposition, but not reproduction of a chip, made by the
mask work owner.” In other words, one can resell chips purchased from the manufacturer without
further SCPA liability, but one cannot copy such chips.

Protection under the SCPA commences on the date that the mask work is either registered with
the U.S. copyright office or is commercially exploited anywhere in the world, whichever occurs
first.” The mask work fallsinto the public domainif it is not registered within two years from the
date of first commercial exploitation.” In other words, a mask work owner that does not initially
register the mask work has two years from the date of its first commercial exploitation to register
the mask work if the owner wishes to bring an infringement suit. It is important to register the
mask work because chip registration is the prerequisite for copyright protection of the mask
work. It follows that registration is also a prerequisite for an infringement suit under the SCPA,”
and is prima facie evidence of the facts stated in the certificate and that the applicant has met all
SCPA requirements.”

Registration requires filing an application with the Register of Copyrights that contains a
prescribed form,” and depositing four chips

embodying the mask work—a rather burdensome requirement.” But, the most onerous
registration requirement is that the mask work owner submit drawings or plots of each layer of
the mask work.” There is one exception to thisrule: If the mask work contains trade secret



information, layers of the mask work may be blocked out from submitted drawings. No more
than forty percent of al layers of acommercially exploited mask work (i.e., two out of five mask
layouts) may contain withheld or blocked-out information.”

|. Protected Subject Matter

The SCPA generally protects mask works fixed in the semiconductor chip product, but not the
integrated circuit layout or topography.” This view is not without controversy. A few authors
argue that integrated circuit layout or topography is also protected. However, as discussed below,
the SCPA most likely does not include layout or topography protection. A “mask work,”
according to the SCPA, is

a series of related images, however fixed or encoded -

(A) having or representing the predetermined, three dimensional pattern of metallic,
insulating, or semiconductor material present or removed from the layers of a semiconductor
chip product; and

(B) in which series the relation of the images to one another is that each image has the pattern
of the surface of one form of the semiconductor chip product.”

Given the mask work’ s statutory definition, the SCPA protects mask works that represent three-
dimensional patterns in a semiconductor chip. However, the SCPA does not always provide
protection to one- or two-dimensional patternsin achip or in two-dimensional quantum
semiconductor devices.” This means that an infringer could copy or pirate the layout or
topography of one layer of a protected three-dimensional integrated circuit or semiconductor
chip, without incurring SCPA liability, aslong as the infringer did not copy the layout of any
other layer of the protected product. A mask work may be created using a mask or a series of
photolithographic masks, as described in more detail in the appendix.

Another problem with protecting only mask works is that several integrated circuit manufacturing
steps do not require amask.” For example, process steps such as ion implantation, polishing,
spacer formation, lift-off, etch back and electron beam lithography are performed without a
mask.” The SCPA arguably provides no protection to three-dimensional integrated circuit
topographiesif: (1) the layers or regionsin later developed integrated circuits were created by
maskless processes, and (2) as aresult, the later developed integrated circuits are substantially
different from the protected integrated circuit topographies created using mask works.” Under
this interpretation, an alleged infringer could copy verbatim all layouts of a protected integrated
circuit by using both maskless steps and masks. The alleged infringer would avoid liability by
arguing that the inclusion of the unprotected topographies created without a mask renders the
copied integrated circuit substantially different from the protected integrated circuit. This



argument has not been raised to date.

In addition to the problems with the protected subject matter’ s scope, the subject matter the
SCPA protects, i.e., three-dimensional mask works, has been described as confusing.” This
confusion has ostensibly led other entities, such as the European Community, to adopt completely
different language to describe the protected subject matter.” Others have argued that, despite its
confusing language, the SCPA does protect actual chip design.”

Some authorsrely on legislative history to support the proposition that the SCPA protects actual
chip design.” In the hearings on the SCPA before the Subcommittee on Patents, Copyrights, and
Trademarks of the Senate conducted in 1983, F. Thomas Dunlap, Jr. remarked that the bill covers
the pattern of the chip, not just the mask work.” But, the matter is more complicated than it
appears from the legislative history. Sections 901(a)(1) and 902 explicitly state that the protected
subject matter is the chip product in which the mask work is fixed.” Despite legislative history,
the statutory language indicates that the SCPA protects chips in which mask works are
incorporated. The legidative history does not resolve whether a chip topography or layout that
does not incorporate a mask work is protected under the SCPA.

Other authors argue that the words “however fixed or encoded” in section 901, when viewed
together with the legidative history, indicate that the SCPA actually protects semiconductor chip
products or integrated circuit topographies made with or without using a mask.” However, the
legidative history relied upon for this argument merely states that the “mask work may be fixed
inaset of masks. .. or may be fixed or encoded in other tangible form such as digitized
representation of the mask work on magnetic tape.”” This means that the mask image may be
recorded on tape so it may later be converted to a mask. It does not mean that any digitally stored
integrated circuit layout is protected by the SCPA, even if the layout is made without using a
mask. As mentioned above, the plain language of the statute protects a “mask work”—it is hard
to envisage that a“mask work” would include an integrated circuit topography made without a
mask. The words “however fixed or encoded” do not lead to a different conclusion because they
refer to the fixing of a mask work, not to the fixing of an integrated circuit topography. The
statutory language, combined with amore literal reading of legidative intent, indicates that the
statute protects the mask work when it isfixed in the semiconductor chip product (sections 901(a)
(3) and 902), but does not protect the semiconductor chip product itself.

The Federa Circuit, inits single decision interpreting the SCPA, aso seemed to indicate that the
SCPA does not protect the chip itself. It held that the infringer must use mask works substantially
similar to the protected ones to be liable under the SCPA.” Specifically, the Federal Circuit in
Brooktree did not reverse the trial judge'sjury instruction that in order to establish infringement,
amask work owner must show that defendant’ s mask works are substantially similar to a material
portion of the mask works in the plaintiff’s chips.” The court thus suggested that infringement



analysis under the SCPA involved a determination of whether the protected mask work, and not
the integrated circuit topography, was misappropriated.

l. Infringement Analysis and the Reverse Engineering Defense

The SCPA contains aliberal reverse engineering affirmative defense. Section 906(a) of the SCPA
providesthat it is not infringement for:

(1) aperson to reproduce the mask work solely for the purpose of teaching, analyzing, or
evaluating the concepts or techniques embodied in the mask work or circuitry, logic flow, or
organization of components used in the mask work; or

(2) aperson who performs the analysis or evaluation described in paragraph (1) to
incorporate the results of such conduct in an original mask work which is made to be

distributed.

The reverse engineering defense was written into the SCPA due to the long-standing tradition of
“second sourcing” in the semiconductor industry.” Second sourcing is when a purchaser of a chip
requests two different suppliers to provide the supply of the requested chips. This processis
beneficial to the industry because sometimes the first source for some reason can no longer
produce, or refuses to produce, avitally needed chip;” it is especialy critical for national defense
applications.”

Second sourcing aside, reverse engineering is also beneficial because it promotes the
advancement of the state of the integrated circuit art by allowing competitors to improve on
existing integrated circuits.” But, where there is a benefit to reverse engineering, there is a cost
associated with the reverse engineering defense. The existence of areverse engineering defense
leads to the problem of distinguishing piracy from legitimate reverse engineering.” The problem
is evinced by the many different tests that have been proposed by commentators to distinguish
pirated mask works from original reverse-engineered mask works.” The variety of proposed tests
makes it difficult for areasonable competitor to ascertain the scope of its SCPA liability arising
from reverse engineering. The uncertainty may discourage competitors from advancing the state
of the art through reverse engineering to create new and improved integrated circuits because of a
fear of infringement liability. The uncertainty may also help account for alack of litigation under
the SCPA because companies are loathe to invest hundreds of thousands of dollarsin litigation
costs when the outcome is uncertain.

It seems from the plain language of section 906(a) that a pirate may hide behind the reverse
engineering defense. The section provides that a pirate who introduces minor changes or
improvements to a pirated mask work, or who copies less than all of the protected mask work,



would escape liability under the reverse engineering defense because the pirated chip would be
“original.”” The Federal Circuit diminished this possibility in the Brooktree decision. It held that
infringement under the SCPA does not require that all parts of the accused chip be copied.”
Specifically, mask works fixed in a chip were held to infringe a protected mask work even though
the infringing mask works were only eighty percent similar to the protected mask work.” It
follows from Brooktree that copying only portions of the chip or mask work may result in SCPA
liability, despite apparent legidative history to the contrary.” In making its decision, the Federal
Circuit turned to copyright law and the SCPA’s legidative history to determine if infringement
was present” since the SCPA lacks specific provisions about how similar the accused and
protected mask works must be. Under the principles of copyright law, the accused chip was
infringing because a material portion of the protected mask work had been appropriated, thus
rendering the infringing chip (and presumably the mask work) substantially similar to the
protected chip.”

Two problems remain with the Federal Circuit’s reliance on copyright law. First, the
appropriateness of applying copyright law, which protects aesthetic rather than functional
designs, remains in question since mask works are functional. Second, the interpretation of
infringement under the SCPA remains uncertain even after Brooktree because the courts have yet
to articulate a certain standard for finding infringement under the SCPA.”

The uncertainty with respect to the SCPA faced by semiconductor manufacturing companiesis
evident from the Brooktree decision. The defendant, in raising the reverse engineering defense,
relied on the SCPA'’ s legidlative history which noted that legitimate reverse engineering will
alwaysyield a paper trail.” Regardless, the Federal Circuit held that the presence of an extensive
paper trail did not establish a reverse engineering defense as a matter of law, despite the
defendant’ s assertions to the contrary.” While the paper trail may constitute evidence of
independent effort, it may also indicate the infringer’ s failure to create an original mask work
based on the reverse-engineered protected mask work.”

|. International Reciprocal Protection Provisions

Sections 902 and 914 of the SCPA spurred the development of aworldwide regime for protection
of semiconductor chips and integrated circuit topographies.” Section 902 is a reciprocity
provision, which grants protection to foreign-made integrated circuits and chips only if the
foreign country affords similar protection to chips made by U.S. semiconductor manufacturing
companies. Section 914 is atransitional provision that allows the Secretary of Commerce to
extend protection to countries making a good faith effort and reasonable progress toward
adopting laws that protect mask works or integrated circuit topographies.

Under section 902(a)(1), the mask work fixed in a semiconductor chip product is eligible for



protection under the SCPA if

(A) the owner of the mask work isanational or domiciliary of the United States, a stateless
person or a national, domiciliary or sovereign authority of a nation that is a party to atreaty
affording protection to mask works to which the United Statesis also a part; or

(B) the mask work is first commercially exploited in the United States; or

(C) the mask work comes within the scope of the presidential proclamation issued under 902

@@Q).

The President™ may issue a proclamation under 902(a)(2) to extend protection to imported mask
works if the President determines that the exporting country provides the same amount of
protection to U.S. mask work owners asit doesto that country’s mask work owners, or the same
amount of protection to U.S. mask work owners as provided by the SCPA.

Section 914 was intended to be a temporary stopgap measure which allowed the Secretary of
Commerce” to issue an order extending protection to foreign nationals or governments under the
SCPA. Section 914 states:

(a) Notwithstanding the conditions set forth in subparagraphs (A) and (C) of section 902(a)
(1) with respect to the availability of protection under this chapter to nationals, domiciliaries,
and sovereign authorities of aforeign nation, the Secretary of Commerce may, upon the
petition of any person, or upon the Secretary’ s own motion, issue an order extending
protection under this chapter to such foreign nationals, domiciliaries, and sovereign
authoritiesif the Secretary finds—

(1) that the foreign nation is making good faith efforts and reasonable progress toward—
(A) entering into atreaty described in section 902(a)(1)(A); or

(B) enacting or implementing legidation that would be in compliance with subparagraph (A)
or (B) of section 902(a)(2); and

(2) that the nationals, domiciliaries, and sovereign authorities of the foreign nation, and
persons controlled by them, are not engaged in the misappropriation, or unauthorized
distribution or commercial exploitation of mask works; and

(3) that issuing the order would promote the purposes of this chapter and international comity

66
with respect to the protection of mask works.

From this provision, it is clear that if the Secretary finds that a foreign country is making a good



faith effort to extend protection to U.S. mask work owners, is not engaged in chip piracy, and the
order would promote the purposes of the SCPA and international comity, then protection under
the SCPA may be provided to foreign nationals or governments. This provision has been
criticized for several reasons.

First, a petitioner seeking section 914 protection may be required to submit statements, bills and
correspondence from aforeign government to show that the government is making effortsto
adopt appropriate legislation and that its nationals are not chip pirates.” In effect, the U.S.
government is demanding access to foreign government documents and reserves the right to
criticize the foreign government legislation. This may be viewed by some foreign governments as
an usurpation of their sovereignty.”

Second, the lengthy public comment period delays the effect of protection and makes consensus
hard to reach.” Another section 914 criticism is its one-sidedness. In effect, section 914 grants
temporary protection to foreigners whose countries do not provide the same amount of protection
to U.S. mask work owners as their own mask work owners. Nor do foreigners need to provide U.
S. mask work owners protection on the same basis as does the SCPA, as required by section 902.
Foreigners merely need to be making progress toward such protection. As originally drafted,
section 914 was supposed to sunset out in 1987, but its effective date was extended to 1994." The
purpose of section 914 was to “encourage the rapid development of a new worldwide regime for
the protection of semiconductor chips.”” Apparently, this purpose has been largely accomplished.
Although protection has not been extended in some nations, many developing and industrialized
countries have followed the lead of the United Statesin granting similar protection viatheir own
domestic legislation. These developments are outlined in the following section.

|. Foreign Integrated Circuit Topography Protection Acts

Many developed countries with existing legislation protecting mask works or integrated circuits
now receive permanent protection in the United States under section 902 of the SCPA.” Some
industrialized countries began devel oping domestic legislation protecting mask works and
integrated circuit layouts directly following the SCPA’s passage in 1983. Once the United States
determined that these legidlative efforts protected mask works owned by U.S. citizens, these
countries received temporary protection under section 914 of the SCPA.” The following sections
present various examples of laws passed in foreign countries that were awarded section 914
protection.

|. The Japanese Act

Japan was the first country to file for section 914 protection in 1984, only one year after the
passage of the SCPA." Japan soon received section 914 protection on the basis of enacting its



own act entitled the Semiconductor Layout Act (“SLA”) in 1985.” The SCPA and the SLA have
many similarities. Both provide aten-year term of protection and both allow areverse
engineering defense.” Furthermore, each are sui generis acts that specifically protect
semiconductor chips or integrated circuits and require only registration of the chip rather than a
description of the layout for protection.”

The SLA differsin form rather than substance from the SCPA. First, the SLA grants protection to
all nonnationals,” unlike the SCPA which requires reciprocity.” This provision implies that the
SLA isnot designed to affect the laws of foreign countries, as is the SCPA, but merely to offer
protection to integrated circuit layouts.” Second, the SLA provides broader protection because it
protects semiconductor integrated circuits and integrated circuit layout™ while the SCPA only
protects mask works.” By not mentioning the manufacturing process in the scope of protection,
the SLA extends protection to layouts made without masks” and facilitates the detection of
infringing integrated circuits. The owner of an integrated circuit protected under the SLA need
only reverse-engineer an allegedly infringing chip to determine if infringement is present under
the SLA. By contrast, under the SCPA, the owner must extrapolate the mask work layout used to
make the allegedly infringing integrated circuit to prove infringement.”

Third, unlike the SCPA, the SLA provides criminal penaltiesin addition to civil remedies for
chip piracy.” This may lead to increased deterrence of chip piracy. Fourth, although the SLA only
grants the registrant an exclusive right to make the integrated circuits after the protected
integrated circuits are sold on the open market, it provides broader protection from contributory
infringement than the SCPA."

|. The European Community Directive

One year after the passage of the SLA, the European Community (“*EC”) issued a directive
requiring its member nations to adopt national legislation for the protection of semiconductor
topographies.” In response, the United States afforded EC members provisional section 914
protection under the SCPA.”

The minimum requirements of the directive are very similar to those of the SCPA. The directive
requires protection of a semiconductor product’ s topography comprising a series of related
images fixed in, and representing, the three-dimensional pattern of layers composing the
product.” The directive also protects each image representing the pattern of the semiconductor
product’ s surface at any stage in its manufacture.” The EC directive also requires the member
countries to permit a reverse engineering defense, as does the SCPA.”

The definition of the subject matter protected under the EC directive provides better protection to



integrated circuits than the definition used in the SCPA. As explained above, protection isdesired
for the patterns of individual layers making up athree-dimensional topography of an integrated
circuit, which can be made with or without masks. Unfortunately, the SCPA only protects mask
works representing three-dimensional patterns in a semiconductor chip, but fails to protect the
actual patterns themselves. Since some patterns can be formed without masks, the SCPA failsto
protect the actual integrated circuit layout that is the result of the production process. The
definition suggested by the EC directive of protected subject matter therefore represents a further
improvement over that of the SCPA.

Interestingly, the directive protects only athree-dimensional integrated circuit, and does not
prevent copying the layout of asingle layer.” This may be a distinction without a difference.
Integrated circuit layers are developed by closely registering overlying and underlying layers.
The topography of an underlying layer of an integrated circuit typically dictates the layout of the
level overlying it. Therefore, if a pirate copies one layer of an integrated circuit, the pirate would
probably have to copy at |east another layer overlying or underlying the copied layer, thereby
infringing protected three-dimensional subject matter.

|. Protection in the U.K. and Australia

The United States granted the United Kingdom and Australia provisional section 914 protection
in 1985 even though neither of these countries had made significant progress at that timein
passing sui generis laws for protection of computer chips.” Both countries claimed that their
respective copyright laws offered sufficient protection of integrated circuit layouts.” As discussed
below, the copyright protection provided to integrated circuits by the United Kingdom and
Australia differs substantially from the protection provided by the SCPA. Nonetheless, the United
States granted section 914 protection to these countries because section 914 does not require
similarity between the laws of foreign nations and the SCPA, as long as these laws provide mask
work protection.” The Commissioner of Patents and Trademarks determined that harmonization
of law could take place at alater date through bilateral discussions,” and indeed that is what
happened.

In 1989, the United Kingdom amended its Copyright, Designs and Patents Act.” First, it provides
sui generis protection for semiconductor topographies.” The U.K. Act, like its Japanese and
European counterparts, provides protection to two-dimensional or three-dimensional
topographies fixed in a semiconductor product.” However, unlike the SCPA, it also protects the
layer of material used in the manufacture of a semiconductor product.” The U.K. Act grants the
owner of a protected topography design the right to make semiconductor products incorporating
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the topography.™ Finally, the U.K. Act also contains a reverse engineering defense.

In Australia, although the copyright law protects the computer code in an integrated circuit, the
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actual layout design of an integrated circuit is not covered by Australian copyright law.™ Rather,
in 1989, Australia passed the Circuit Layouts Act of 1989 as a sui generis form of protection for
semiconductor topographies.” Australians adopted the act in anticipation of the finalization of the
terms of the IPIC Treaty.” It was therefore modeled after the SCPA as well as other foreign
circuit protection acts.” Much like the U.K. Act, the Australian Act grants protection to the
original creator of the design layout for ten years.” It also gives the creator the right to
exclusively manufacture and market semiconductor products using the protected topography

during this ten-year period.”
|. The Korean Act

The Republic of Korea passed its own sui generis legislation for protection of the layout of
semiconductor integrated circuits largely in response to domestic expansion of the semiconductor

industry.™ Korean semiconductor companies have recently captured a significant market share of
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theindustry.” The Korean Act protects two- and three-dimensional layout designs of final and
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intermediate stage (i.e., in-production) integrated circuits.” Although the act also allows areverse
engineering defense,” some commentators have argued that a strict interpretation of the act
prohibits commercial use of any integrated circuit that is a product of reverse engineering.” If this
istrue, then an original semiconductor chip or integrated circuit created by reverse engineering a
competitor’ s integrated circuit may be sold commercially in the United States and in many EC

countries but not in Korea or Japan.

Unlike the SCPA, the SLA, or the EC directive, the Korean Act provides for compulsory (i.e.,
nonvoluntary) licenses.™ This act allows the Korean Minister of Trade, Industry and Resources to
demand alicense to copy integrated circuits from the manufacturers of the integrated circuit if the
Minister finds that awarding the license is necessary to protect national security, to promote free

competition, or to prevent abuse of the layout-design rights.™

The legidative measures in these leading developed countries indicate that SCPA sections 902
and 914 have largely accomplished their purpose in enticing other countries to pass legislation
affording protection to integrated circuit layouts and mask works despite some objections to the
perceived U.S. pressure.” Although many countries have received SCPA protection, five years
after the passage of the SCPA, several developing countries continued to avoid drafting
legidlation to protect integrated circuit topographies or mask works. Thus, a multilateral solution

was required.
|. The Washington IPIC Treaty

In late 1980s, the World Intellectual Property Organization (“WIPQ”) attempted to take the lead
from the United States in harmonizing worldwide integrated circuit topography protection. In



1987, WIPO produced afirst draft of an international treaty for the protection of integrated
circuits based on severa negotiating sessions.” After further adversaria negotiating sessions, and
three more drafts, WIPO finally adopted the fifth draft of the treaty.™ The fifth draft of the treaty
was presented to the member nations at the WIPO diplomatic conference in Washington, D.C. in
1989. The treaty was dubbed the WIPO treaty on the protection of Intellectual Property in
Respect of Integrated Circuits (“the IPIC Treaty”).” The initial drafts of the IPIC Treaty were
based on the SCPA. These drafts were objected to by some devel oping countries that wanted the
treaty to include compulsory licenses and a dispute resolution forum that was not controlled by
the United States or other industrialized countries. In response, the IPIC Treaty was amended to
aleviate the concerns of the developing countries. These amendments, and various treaty
provisions, doomed the treaty because they proved to be unacceptable to the United States and

Japar].l20

One of the IPIC Treaty amendments that was unacceptable to the United States allowed for any
country to include compulsory (nonvoluntary) licensing provisionsin its legislation.” Developing
nations support compulsory licensing because of abelief that multinational companies would
abuse monopoly powers granted by intellectual property protection laws to exploit the citizens of
developing nations.” Some devel oping nations also lack a competent legal process and
enforcement abilities. In these countries, a one time statutory fee is easier to administer than

enforcing intellectual property rights.™

The compulsory licensing provision of the treaty does not directly conflict with the SCPA since
compulsory licensing under the IPIC Treaty enabling provision is not mandatory. Nonetheless, U.
S. intellectual property laws strongly favor granting exclusive rights to the owners of intellectual
property. It isthought that the free market shifts ownership of intellectual property to the highest
valued users and that strong exclusive rightsin intellectual property will not hinder the free
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market in goods subject to intellectual property protection.”™ The U.S. patent laws do not contain
acompulsory licensing provision.” The United States found the provision allowing compul sory
licensing in foreign countries objectionable because it decreases the amount of protection granted

to U.S. mask work owners abroad.

Another amendment unpal atable to the United States made the WIPO Assembly the forum for
international dispute settlement concerning the treaty.” Because the developing countries wield
disproportionate power compared to their economic strength under the WIPO Assembly’s “one
nation one vote” procedure, the WIPO dispute resolution forum was not acceptable to the United

States.”

Another |PIC Treaty shortcoming was that the treaty did not provide compensation to mask or
integrated circuit layout owners for “innocent infringement.” Under the IPIC Treaty, a good faith
buyer of an infringing chip without notice of infringement isinsulated from liability for future



128

importation or sale of the infringing chip.” The SCPA defines “an innocent purchaser” asa
purchaser of a semiconductor chip product in good faith and without notice of protection (either
actual notice or reasonable belief that a mask work is protected).” Unlike the IPIC Treaty, under
section 907 of the SCPA, an innocent purchaser isliable for a reasonable royalty for importation
or distribution of an infringing semiconductor chip product only after receiving notice of
protection of the mask work embodied in the chip. On this point, the IPIC Treaty conflicted with
the SCPA, which the United States found objectionable.

For all its differences with the SCPA, in other respects the IPIC Treaty has provisions that are
similar to the SCPA, the SLA, and the EC Directive. The IPIC Treaty protects “layout-design
(topography),”” which is defined as a three-dimensional disposition, however expressed,
containing an active element and some interconnections prepared for an integrated circuit. The
“integrated circuit” is defined as a product containing an active element and interconnections
integrally formed in and/or on a piece of material and which is intended to perform electronic
functions. There is no specific reference to semiconductor materials.” The IPIC Treaty thus
allows protection of layout-designs incorporated into integrated circuits based on non-
semiconductor materials™ as well as mask works.™ The rights granted under the treaty are the
rights of reproduction of original topographies and the right to import, sell, distribute, or perform
other acts deemed prosecutable by the member nations.™ The IPIC Treaty does not require that
national legislation contain sui generis protection; it implicitly allows for copyright protection
instead of sui generis protection if the copyright protection is adequate to comply with the
requirements articulated in the treaty’ s articles.”™ The |PIC Treaty also allows a broad reverse
engineering defense, which includes commercial exploitation of original topographies based on

information gained through reverse engineering.”™

Other aspects of the treaty include national treatment and optional registration requirements for
integrated circuits in order to be eligible for protection.” The IPIC Treaty iswell and clearly
drafted because it broadly defines an integrated circuit topography to include all kinds of
integrated circuits and protects integrated circuit topography instead of the mask works used in

making the integrated circuits.

Forty WIPO member nations voted for the IPIC Treaty. Despite the support, the treaty was
rendered meaningless because the United States and Japan, the countries with the lion’ s share of
world’ s integrated circuit production, refused to sign it. Only afew developing nations actually
ratified the treaty.™ As aresult, the treaty in and of itself had amost no impact on the worldwide
protection of integrated circuits.

|. TRIPS and NAFTA Provisions Relating to Integrated Circuit Topographies

The IPIC Treaty was revisited during the 1994 Uruguay Round of GATT. Although, the United



States had little to bargain with at the WIPO conference in Washington in 1989,” it had a big
bargaining chip at the Uruguay Round: improved access to the U.S. market through lower tariffs
and higher quotas for goods imported from devel oping countries. In return for improved access to
the U.S. market, the United States demanded that developing countries enact strong intellectual
property legislation to protect the rights of U.S. intellectual property ownersin developing
countries. This resulted in the Agreement on Trade-Related Aspects of Intellectual Property
Rights (“TRIPS")™ as part of the 1994 Uruguay Round of GATT.

Articles 35 to 38 of TRIPS concern integrated circuit topography protection. Integrated circuit
topography protection required by TRIPS is similar to that required by the IPIC Treaty, but with a
few important differences. Article 35 incorporates by reference Articles 2 to 7 of the IPIC Tresty,
except paragraph 3 of Article 6 which deals with compulsory licensing. All mention of
compulsory licensing was eliminated from TRIPS because U.S. negotiators used access to the U.
S. market as acarrot. They used this carrot to persuade the delegations from devel oping countries
to eliminate from TRIPS provisions objectionable to the United States. The IPIC Treaty provision
setting WIPO as the dispute resolution forum was aso omitted from TRIPS. Finally, unlike the
IPIC Treaty, TRIPS allows a party to recoup areasonable royalty for “innocent infringement.”

Article 36 of TRIPS qualifies Article 6, paragraph 1(a)(ii) of the IPIC Treaty, in that the right to
import, sell, and distribute products containing the protected topography exists only insofar it
continues to contain an unlawfully reproduced topography.™ This correction is intended to
emphasize that some topographies may only exist temporarily during production of the integrated
circuit (i.e., an in-process, temporary topography).™ These topographies may later be altered by
subsequent process steps. TRIPS prevents reproduction of protected intermediate form
topographies during manufacturing. But if the protected topography is obliterated or materialy
altered during subsequent processes, then the integrated circuit containing the altered topography

may be sold, imported, or distributed without liability.

Paragraph 1 of TRIPS Article 37 mirrors section 907 of the SCPA in allowing recovery of a
reasonable royalty for “innocent infringement.” ™ An owner may recover from an innocent
purchaser for disposition of an infringing integrated circuit after notice of infringement. This
article has no corresponding provision in the IPIC Treaty. Paragraph 2 of TRIPS Article 37
incorporates by reference Article 31 of TRIPS, which allows the owner of intellectual property to
recover areasonable royalty when a national government appropriates protected property.™ There
IS, however, one exception. According to Paragraph (c) of Article 31, agovernment may
appropriate an integrated circuit for public, noncommercial use or to remedy an anticompetitive
practice.” This provision does not have the broad scope of a compulsory license.” Article 1710
of NAFTA, binding Canada, the United States, and Mexico isidentical in scopeto TRIPS
Articles 35 to 38, except that compulsory licenses mentioned in TRIPS Article 37 are expressly
forbidden.™



Integrated circuit topography protection incorporated into TRIPS and NAFTA is superior to the
protection incorporated into the SCPA. The TRIPS and NAFTA provisions protect integrated
circuit topography and not mask works. The alleged pirated chip can be reverse-engineered and it
can be readily determined whether it is a pirated copy by comparing it to the protected
topography. In contrast, the SCPA only protects the mask work. Thus, the SCPA requiresa
second level of reverse engineering and extrapolation: the reverse-engineered chip topography
has to be extrapolated back to determine what mask was used to make that chip and then the
extrapolated mask work must be compared to the protected mask work. This might not prove
feasible due to some semiconductor manufacturing methods or steps which do not utilize masks.
Overdl, TRIPS and NAFTA contributed to the harmonization of chip protection laws in different
countries.

|. Chip Piracy Declines in the Developed World Despite Lack of Enforcement
Under Sui Generis Acts

Despite the lack of enforcement under the sui generis acts, worldwide chip piracy has declined in
the semiconductor industry since the 1970s.™ Although these acts might have convinced chip
pirates to abandon chip piracy in face of worldwide infringement liability, other unrelated factors
better serve to explain chip piracy’s decline. During the sixteen years subsequent to the passage
of the SCPA, a number of technical, economic, legal, and industrial conditions have changed,

rendering chip piracy practically moot in the industrialized world.
|. Technical Advancements

Given the rapid pace of progress in the industry, chip pirates are increasingly less competitivein
international markets. Simply put, a chip pirate does not have the time or the resources to copy
and market chips before improvements on the same chip are available on the market.
Furthermore, only particular manufacturing apparatuses can make a particular kind of chip. Chip
pirates often lack the equipment and the know-how required to make a certain kind of chip.

|. Chip Pirates Cannot Keep up with the Speed of Progress in the Industry

In the 1970s, the same simple chips were considered the industry standard for several years. This
allowed chip pirates enough time to copy these chips and flood the market at cut-rate prices,
taking away a portion of the market share from the original chip manufacturers.

However, the recent speed of progress in the semiconductor industry has decreased the ability of
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chip piratesto turn a profit.” A chip pirate cannot timely copy and market such complex chipsin
so short atime frame. By the time a pirate buys a chip made by a legitimate company, reverse-



engineers the chip, retools its plant, and works out any production problems, the legitimate chip
maker would have already developed and marketed an improvement on the pirated chip.
Therefore, the pirated chip would not be able to compete with the improved chip on the open
market.”

|. Incompatible Technologies Hinder Piracy

In the 1970s, most companies used similar semiconductor manufacturing apparatuses and

processes.” This standardized technology made piracy feasible by allowing a pirate to replicate a
legitimate company’ s integrated circuit topography with the pirate’ s own equipment.™

Over the past decade, however, companies have initiated customized production of integrated
circuits.” As aresult, much of the semiconductor manufacturing equipment is tailored to very
specific processes. The equipment is usually comprised of a set of unique vacuum chambers and
robot arms used to create individual integrated circuits.”™ The way the chambersare laid out in a
particular multi-chamber apparatus allows the chip manufacturer to mass-produce a highly
specialized chip. For othersto do the same, they would probably have to buy a new multi-million

dollar machine or significantly retool an existing machine for the pirated topography.

Furthermore, although it is now possible to determine what process was used to manufacture a
specific integrated circuit via reverse engineering, many of these processes are complex and
difficult to discover.” The development and optimization of these processes may be awell-
guarded trade secret of the original integrated circuit manufacturer. The pirates lack sufficient
skill and timeto reliably replicate these processes.” Therefore, even if a pirate misappropriates a
topography or a mask layout, the pirate may not be able to manufacture the integrated circuit
without access to expensive, custom-made manufacturing equipment and processing techniques

of leading research companies.”
|. Economic Considerations

One significant result of these technological advancements has been skyrocketing production
costs for semiconductor chips. Where pirates have been able to keep up with the technology, the
expenses associated with this cutting-edge technology have been steadily increasing. Most of
these costs are due to more complex and smaller chips. However, even the costs of reverse
engineering the chip have become prohibitively expensive.” Also, specialization and customized
chip development have forced pirates to either cater to these customized needs, foregoing profits
reaped from economies of scale, or continue to produce less specialized chips and risk losing
their entire market share. All of these factors have significantly contributed to reduce the

profitability and prevalence of chip piracy.



|. Chip Piracy Is an Unprofitable Enterprise

Chip manufacturing costs have increased dramatically over the past ten years. In the 1970s, the
cost of entry into the industry was fairly low.”™ For about $100,000, a chip pirating company
could photograph each level of an integrated circuit topography with a high-magnification camera

and then convert the photograph into a mask used to manufacture an integrated circuit.”

In order to be competitive in today’ s world market, however, semiconductor manufacturing
companies need multi-chamber, ultra-high vacuum manufacturing apparatuses and clean rooms,

161

both of which cost hundreds of millions of dollars.” Most semiconductor chip manufacturing
facilities now cost up to abillion dollars to build.” Any company that spends a billion dollars to
put up a plant is probably not going to engage in chip piracy by stealing a competitor’s mask
work or chip topography; it obviously has sufficient resources to develop its own integrated

circuit topographies.

Furthermore, while almost any chip can be reverse-engineered, it costs substantially more to
reverse-engineer complex chips. Topographies with individual component-widths of less than a
micron can no longer be directly photographed by a high-magnification camera and converted
into amask.” While it is possible to image individual components with widths as small as a
guarter-micron using optical photography, as feature sizes in modern integrated circuits continue
to shrink below a quarter micron, photography becomes increasingly difficult and expensive, and
requires the use of cumbersome inspection methods, such as scanning electron microscopy
(“SEM™).” Therefore, the reverse engineering costs weed out prospective pirates with low

operating budgets.

Onefinal cost that has recently developed to hinder piracy in the industry is an increased market
demand for manufacturer technical support and bundles of services.” The chip pirates usually
cannot—or do not want to—provide such a service. Thus, even if apirate can sell the pirated
chips at a profit, the pirated chips still cannot effectively compete on the market without the

technical support and the bundle of services required by the customers.™

Finally, while the costs of production, reverse engineering, and customer service have increased
substantially, the savings generated for pirates by stealing a mask work have decreased. In the
1970s, piracy yielded profits by allowing the pirates to avoid the expensive research and
development (“R&D”) phase and jump straight to production. However, R& D costs today have
been reduced drastically due to advancements in computer technology. For example, most mask
layouts are quickly and inexpensively generated by a computer given the desired integrated
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circuit parameters.” The computer generated layout can be developed faster than reverse
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engineering achip.” Furthermore, the majority of layout designs are based on complementary



MOSFETs” (“CMQOS"), and are similar to the previous generations of CMOS layouts, which are

easily replicated by computers.™ Therefore, by copying atopography, a chip pirate would only be
able to eliminate a small percentage of the total chip costs.™

These heightened production costs, coupled with decreased savings from bypassing the R& D
phase, have trandlated into lower profits for chip pirates. Lack of profit is probably the most
important reason that chip piracy has declined.

|. There Is No Market for Pirated Custom Made Chips

In the 1970s, most chips were not manufactured for a particular end use or for an individual
customer. All chips of aparticular type (e.g., DRAM, logic, etc.) were fungible and chip
customers were generally restricted to using fungible, general purpose chips.” This allowed the
chip pirates to compete on the open market by selling low-cost chips that could be used in place
of legitimately manufactured chips. Today, however, custom and semi-custom chips comprise

nearly fifty percent of the logic chip market, and their market share is growing.™

The majority of semi-custom logic chips are called Application Specific Integrated Circuits
(“ASIC”). An ASIC consists of hundreds or thousands of unconnected “gate arrays,” which are
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groups of MOSFETSs capable of performing a particular logic function.” These ASICs are
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“programmed” according to each customer’ sinstructions.™ The interconnected ASIC actsas a
custom made logic chip when inserted into the customer’s electronic device.” A close cousin of
the semi-custom ASIC logic chip isthe “mask ROM” (Read Only Memory) chip.” In a mask
ROM, the characteristics of the semi-finished individual transistors are altered by ion

implantation to make a memory device specifically suited to the customer’s needs.™

All of these custom-designed chips are not fungible because there is no market for them outside
of the specific user who has requested production. By the time the pirate could put a pirated
customized chip on the market, the one customer who would be interested in the chip would have
received its shipment of chipsfrom the legitimate producer. Therefore, there is no market or
profit in pirated custom or semi-custom chips.” A pirate would have to invest the same amount of
research and development to create a custom or a semi-custom chip as a legitimate manufacturer
in response to a customer’ s order. The increased market share of custom and semi-custom chips
erodes the market share of fungible chips that are subject to chip piracy and represents another
factor contributing to the decrease in chip piracy.

|. Improvements in Legal Protection and Industry Practice

Although legal protection and industry practice have not been as influential in deterring chip
piracy as technical and economic considerations, they are not unimportant. Since the 1970s, there



has been a demonstrable increase in patent protection,™ as well as significant changes in industry
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practice seeking to deter chip piracy.” Patent rights have been more vigorously enforced
worldwide.” Established companies have also altered their business activities and relationshipsin
ways which significantly reduce chip piracy. These efforts have resulted in a notable decrease in

chip piracy throughout the world.
|. Patent Enforcement Hinders Blatant Piracy

The simplest explanation for the decrease in chip piracy is the strengthening of worldwide patent
protection, particularly in the United States. In the 1970s, chip piracy was arelatively low-risk
venture due to lax patent enforcement by the Federal Courts and reluctance on the part of the U.S.
semiconductor industry to even bring suits for patent infringement or trade secret
misappropriation.” However, with the advent of the Court of Appealsfor the Federal Circuit,
patent rights are being enforced with greater regularity and certainty.™ This increased patent

enforcement has decreased chip piracy.

Today, alarge portion of integrated circuits contain individual semiconductor devices protected
by device or method patents.” The U.S. Congress further expanded patent protection for
integrated circuitsin 1988 when it passed section 271(g) of the Patent Act making it an act of
infringement to import a product made by a process patented in the United States.” Therefore, a
chip pirate cannot copy the integrated circuits without infringing the patents protecting individual

devices within the integrated circuit or the methods of manufacturing those individual devices.”

Although there has only been one case brought under the SCPA, it may not be because
manufacturers rely solely on patent protection. Some authors have argued that the lack of
litigation under the SCPA is due to the inherent uncertainties in the SCPA regarding the extent of
the reverse engineering exception, and the substantial similarity required for infringement.” To
the contrary, these uncertainties may have forced the industry to rely on the better-devel oped
patent law.”™ Even though most chips have a short shelf life, broad patent claims on abasic
invention result in atwenty-year “exclusive right” in future generations of chips which

incorporate the claimed device feature or process step.™

Furthermore, patent cross-licensing agreements may have also reduced piracy. Dueto the large
size of the patent portfolios of large semiconductor companies, it becomes prohibitively
expensive to investigate adequately all claims of infringement by competitors and litigate against
the aleged infringers. Therefore, most semiconductor manufacturing companies enter into broad
cross-licensing agreements with their competitors. These agreements allow unrestricted use of
their technology in return for similar rights and/or cash from their competitors.” Some cross-

192

licensing agreements include integrated circuit layouts.™ Thus, copying of layouts and
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topographies is authorized by these broad cross-licensing agreements™ and many former pirates
are now respectable licensees.™ This may also account for alack of published opinions under the
SCPA.”

|. Established Companies Strive to Eliminate Chip Piracy

Many of the established companies in the semiconductor industry abide by an informal anti-
piracy code based on corporate ethics, along-running practice in the industry. For example,
companies that focus their business on reverse engineering chips and then selling the obtained
information on the open market refuse to work with known computer chip pirates.” Thisisa
significant deterrent to piracy since these companies have the capability of reverse engineering
almost any chip to provide both the circuit layout specifications and possible processes and

material analysis used to make those chips.” However, they will not reverse-engineer a chip for a
client if they know that the client will be using the information to pirate chips.

|. Integrated Circuit Manufacturing Becomes the Province of Respected
Foundries and Close Manufacturer-Purchaser Relationships

A large number of smaller companies in the semiconductor chip industry no longer manufacture
their own chips due to the high cost of manufacturing.™ Instead, these smaller companies focus
on designing new chips, and then contract out the actual manufacturing process to
“semiconductor foundries.”™ The foundries are large corporations with billions of dollars
invested in modern chip manufacturing facilities. They retool these factories for each new
generation of chips.”

The pirates, however, cannot turn to the foundries to manufacture pirated chips. Most foundries
are respectable companies that will not deal with known chip pirates because the chip pirates
harm the business of the foundries as well.™ Association with pirates could negatively affect the
foundry’s reputation and client base. Furthermore, manufacturing pirated chips could also expose
the deep pocket foundries to SCPA and patent infringement liability. Without access to the

foundries for chip manufacturing, chip pirates are not able to market most modern, complex chips.
|. Companies Choose not to Register Their Mask Works

As discussed above, SCPA protection commences on the date of the first commercial exploitation
of the mask work or on the date of registration of the mask work, whichever comes first.™
However, failure to register the mask work within two years of commercial exploitation will
place the mask work in the public domain.” Therefore, unless the mask work owner wishes to
bring an infringement suit within the two-year period,™ it is preferable for the mask work owner

to wait two years from first commercial exploitation to register the mask work in order to retain a
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measure of secrecy for the topography.

However, some companies choose to forego SCPA protection by never registering their mask
work.™ This decision has a sound basis. The registration requirements allow chip pirates to pirate
an integrated circuit topography by merely requesting the mask layouts from the Register of
Copyrights. The chip pirates may then sell the pirated chips in countries with weak or nonexistent
intellectual property protection laws. They may even sell the pirated chipsin countries with
strong intellectual property laws without being detected since chip piracy is both difficult and
expensive to detect.” Without disclosure of the mask work layouts to comply with the
registration requirement, chip pirates would either have to pay hefty feesto companies that
gpecialize in reverse engineering or spend time and effort reverse engineering the target chips
themselves to obtain the desired topography and mask layouts. |nequities generated by the

registration requirement have led to calls for the abolition of this prerequisite.”™
|. The State of International Protection for Integrated Circuits

Many countries now provide some protection to integrated circuit layout or mask works. In the
industrialized world, most countries passed sui generis legislation in response to the SCPA and
their nationals were thus afforded protection under the SCPA.™ Other countries, such as Poland,
entered into bilateral accords with the United States to provide sui generis chip protection,™
thereby receiving protection under SCPA section 902(a)(1)(A)(ii). Still other countries receive
protection in the United States under provisional reciprocating legislation.”™ Although there
remain some countries, largely developing countries, that have not made any effort to pass
legislation reflecting the SCPA’ s goals,™ international agreements such as TRIPS may ensure

compliance in these countries over the next few years.

Asthe mgority of the world' s nations are signatories to the TRIPS agreement, they are required
to pass legislation protecting integrated circuit topographies.” Upon passage of the legidlation,
they will be in compliance with section 902(a)(1)(A)(ii) of the SCPA, which provides protection
to nationals of countries that are partiesto atreaty affording protection to mask works of which
the United Statesis also a party.™ Therefore, even though section 914 of the SCPA sunset out in
1994, reliance on this provisional section is no longer necessary, since most foreign nationals
from TRIPS signatory nations may now receive permanent protection in the United States under
section 902(a) of the SCPA. Furthermore, presidential proclamations under section 902(b) of the
SCPA that foreign nations provide adequate mask work protection should also no longer be
necessary following TRIPS.

In the past decade, several multinational semiconductor companies based in different countries
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have formed alliances to best utilize their particular expertise.™ This has lead to the global
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interdependence of the semiconductor industry.™ Therefore, a multinational treaty such as TRIPS,
mandating uniform integrated circuit topography protection across different nations, has become
more important as semiconductor manufacturing moves into the devel oping world.

|. Economic Incentive for Piracy Remains in Developing Countries

The long time that it took Congress to pass the SCPA made the act substantially moot from the
start.” However, semiconductor chip protection acts are not completely useless in the worldwide
market despite the decline of chip piracy, particularly in developing countries. These acts provide
important incentives to prevent companies and governments in developing countries from
engaging in chip piracy. The recent incorporation of integrated circuit topography protection into
TRIPS has only further enhanced the original goal of these acts.

The primary reason why chip manufacturers are concerned with the developing world isthat it
represents one area where chip piracy might still be profitable. For example, end usersin
developing countries probably would prefer outdated chipsif they can be obtained for a
significantly lower price. These users would probably be happy with a fifty MHz microprocessor
if they could purchase it for afew dollars. It is entirely feasible that governmentsin developing
countries may sponsor a pirate chip manufacturing factory that relies on reverse-engineered
layouts or even layouts obtained from the registrations kept by the U.S. Register of Copyrights.
Such afactory would contain the necessary manufacturing equipment bought or developed with
government money. The chips made by a pirate factory would be sold domestically at alow price
in order to start up a chip industry, supply the military, or supply domestic users of a developing
country who cannot afford to pay the going international rates for the latest chips.

|. Potential Trade Sanctions under TRIPS Discourage Developing Nations from
Supporting Integrated Circuit Piracy

Under TRIPS, developing countries that desire beneficial trade relationships with industrialized
countries (e.g., higher quotas and lower tariffs) have to abide by the TRIPS agreement.”™
Therefore, these countries must provide minimal levels of intellectual property protection, such as
integrated circuit topography protection provided in articles 35 through 38 of TRIPS. These
articles have forced many devel oping countries who have no semiconductor chip manufacturing
facilities to enact their own semiconductor chip protection acts.™

The TRIPS agreement also prevents the governments in these developing nations from blatantly
sponsoring chip piracy. Although governments may allow chip piracy to continue by simply
turning a blind eye, this provision will at least prevent the pirates from receiving funds directly
from the government. Since governments are generally the biggest source of financing in
developing countries, by effectively preventing these governments from sponsoring chip piracy,



the potential for future chip piracy in the developing countriesis greatly decreased.

Even though integrated circuit topography acts have been enacted in many devel oping countries
as mandated by TRIPS, they will probably never be used for litigation purposes. However, they
are significant in that they at least nominally prevent the governments of these countries from
engaging in, or sponsoring, chip piracy. Therefore, incorporation of Articles 35 through 38 into
TRIPS served a useful purpose for the future of the worldwide semiconductor industry.

|I. Conclusion

Ever since the mid-1970s, the semiconductor industry has been an essential ingredient in the
technological revolution. It was therefore appropriate for Congress to develop a sui generistype
of protection for the industry in the mid-1980s when chip piracy was widespread, particularly
considering the dearth of intellectual property law protecting 1C layouts from chip piracy. Taking
the lead, the SCPA induced other nations to promulgate their own integrated circuit topography
protection acts. Although the provisions of these acts and related international agreements are
somewhat different, at the very least, they al provide some type of protection to |C mask works.

Ironically, the SCPA and its counterpart foreign acts are rarely relied upon for relief in litigation
for the reasons noted above. At the same time, despite thislack of enforcement, chip piracy itself
has declined in response to significant economic and technological transformationsin the
industry itself. In fact, the only real piracy “threat” currently comes from the developing world,
where economic conditions still exist that make piracy of older technologies profitable and
attractive.

Sixteen years after the passage of the SCPA, it is difficult to say whether domestic and
international chip protection isworking. Piracy has been reduced since the mid-1980s, but it is
uncertain whether such reduction in chip piracy has actually resulted from the SCPA and related
foreign legislation. Nevertheless, regardless of the SCPA’s direct effect on chip piracy,
international protection provided by the SCPA and other related acts will help to ensure that
future creators of semiconductor chip products will be safe from chip piracy in the long run.
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|. Appendix: A Summary of an Integrated Circuit Manufacturing Process
Almost all integrated circuits consist of multiple semiconductor devices.” An integrated circuit is
usually a single substrate that contains thousands or millions of interconnected semiconductor
devices. The most common substrate is a disk-like silicon wafer having a diameter of six to
twelve inches. The plurality of semiconductor devices making up the integrated circuit are
simultaneously formed on the wafer by repeating three basic manufacturing steps. substrate
doping, layer coating (deposition) and layer etching (removal).

An example of these steps will be illustrated with respect to the manufacturing of a metal oxide
semiconductor field effect transistor (“MOSFET”), the most common semiconductor device that
makes up a building block of integrated circuits. The function of a MOSFET is that of a switch
which can be turned on or off by an input voltage. If this switch is connected on one end to a high
or low voltage (digital 1 or 0), it will output that voltage in > response to the inpui.

The function of aMOSFET is analogous to a faucet. In a faucet, water flows from an input pipe

toward avalve. If thevalveis“on” or “open,” water will flow out from the faucet. If the valveis
“off” or “closed,” water will not flow out from the faucet despite being present in the input pipe.
InaMOSFET, theinput pipeiscaled a“source,” the output is called the “drain,” the part of the
pipe below the valve is called a“channel,” and the valveis called a*“gate electrode” or smply a

“gate.” The source and the drain are “doped” regionsin the substrate. These regions are “doped”

because they contain a small additional quantity of dopant atoms that are different from the host

atoms of the substrate.

For example, for asilicon group |'Va element substrate (from the periodic table of elements), the
dopant atoms, such as boron, phosphorus and arsenic, come from groups ll1aor Va. Phosphorus
atoms contain one extra electron than the silicon atoms of the substrate. Thus, if two separate
regions of asilicon substrate are doped with phosphorus and a separate metal electrode is placed
in contact with each of the two regions and a potential difference (i.e., voltage) is applied
between the electrodes, then the extra electrons “donated” by the phosphorus “donor” atoms to
the silicon substrate will flow like water down a pipe from the negatively biased “source” region
to the positively biased “drain” region through the “channel” region between the source and drain
regions.

The channel region, however, is usually doped with boron, which has one |ess el ectron than the
silicon atoms of the substrate. Therefore, the electrons from the source do not reach the drain
because they are trapped in the channel to restore charge neutrality therein. In this state, thereis
no source to drain electron conduction, and the transistor is deemed to be in the “of f” state (an
input of “1” resultsin an output of “0”). However, the transistor also has a third electrode, the



gate, over the channel region in the substrate. When a voltage is applied to the gate, the resulting
electric field allows the electrons to flow from the source to the drain. Therefore, atypical
“depletion” MOSFET is*on” when avoltage is applied to the gate electrode (an input of “1” to
the source resultsin an output of “1” from the drain).

A typical MOSFET consists of a doped silicon substrate, a source and adrain region in the
substrate doped differently than the rest of the substrate, a source electrode and a drain electrode
connected to the source and drain regions, respectively, a substrate region called the channel
between the source and drain regions, and a gate electrode. A MOSFET also contains a “gate
insulating layer” which isathin insulating layer between the channel and the gate, insulating
isolation regions in the substrate that separate one MOSFET from another, and interlayer
insulating layers. The interlayer insulating layers prevent the source, drain, and gate el ectrodes
from contacting each other and short circuiting the MOSFET. Each MOSFET has a gate width of
less than amicron. For example, the latest Intel Pentium microprocessor has a gate electrode
whose width is 0.18 microns. A human hair is several microns thick. Therefore, special
manufacturing processes are needed to form such small devices which cannot be seen with the
naked eye.

One process used to manufacture semiconductor devices, such asMOSFETSs, iscalled
photolithography. This process works similar to the well-known lithographic printing process. In
photolithography, a photosensitive polymer called a photoresist is formed over the entire
semiconductor wafer. The photoresist is then exposed to light or UV radiation through a mask.
The mask isusually atransparent quartz plate with opaque regions. The opaque regions may be
less than amicron in width. The light or UV radiation passes through the transparent regions of
the mask but not through the opaque regions. The regions of a“positive” photoresist underlying
the transparent mask portions are irradiated with the light or UV radiation become cross-linked (i.
e., hardened), while the unirradiated regions of the photoresist, underlying the opaque regions of
the mask remain uncross-linked.™

The photoresist covered wafer is then dipped into an etching solution. The etching solution
preferentially dissolves only the uncross-linked portions of the photoresist layer. After the wafer
is removed from the etching solution, it is only partially covered by the remaining cross-linked
photoresist pattern. Such awafer isthen dipped into a different etching liquid that preferentially
dissolves or etches the semiconductor, metal, or insulating layers below the photoresist patterns,
but does not etch the photoresist patterns. Alternatively, the wafer may be inserted into agas
phase etching chamber and exposed to a halogen containing gas that dissolves the underlying
layers but not the photoresist pattern. Thus, etching removes portions of layers or the substrate
not covered by the photoresist pattern, but does not remove the material underlying the
photoresist pattern. The photoresist pattern is then removed by exposing it to an oxygen
containing plasma, which selectively etches the cross-linked photoresist pattern but does not etch



the underlying semiconductor, metal, or insulating layers.

A MOSFET may be manufactured by the following method. After isolation regions are formed in
the silicon substrate, a gate insulating layer, such as silicon oxide, is formed over the entire
surface of the silicon wafer. Thereafter, an aluminum or doped polycrystalline silicon gate layer
is formed over the gate oxide layer. A photoresist isformed over the gate layer. The photoresist
layer is exposed to light or UV radiation through a*“gate” mask. This mask has opague regions
whose shapes correspond to the gate electrodes of the hundreds or thousands of MOSFETs to be
formed on the wafer. The exposed photoresist is dipped into an etching liquid to remove the
irradiated areas leaving a photoresist pattern over areas of the gate layer that will form gate
electrodes. The wafer is exposed to aliquid or gas etchant which etches the gate layer but not the
photoresist pattern. The etchant removes portions of the gate layer that will not be used in the
gate electrodes of the MOSFET s to leave portions of the gate layer covered by the photoresist
pattern. After the photoresist pattern is removed, the gate electrodes formed by etching remain on
the surface of the wafer.

After the gate electrodes are formed, the source and drain regions of the plural MOSFETS are
formed in the silicon substrate. These regions are formed by ionizing a boron, phosphorus, or
arsenic gas and directing theions at the wafer.” Since the gate el ectrodes are aready formed and
mask the channel regions, the dopant ions are only implanted into the silicon substrate on either
side of the gate electrodes. This doping processis “self-aligned” because amask is not used. The

gate electrodes serve as the masking regions.

The interlayer insulating layers, such as silicon oxide and/or silicon nitride, are then formed over
the entire wafer, covering the gate electrodes and the exposed source and drain regionsin the
substrate. The insulating layers are then planarized to create aflat surface by chemical-
mechanical polishing. In this process, the wafer is placed on a polishing pad, and the top on the
insulating layer is removed by polishing. This process also does not use a mask.

Afterwards, the photolithography step is repeated. A second photoresist is formed on the
insulating layer. The photoresist layer is patterned to expose insulating layer regions overlying
the source and drain regions. Via holes are then formed through the insulating layer by exposing
the uncovered portions of the insulating layer to aliquid or gas etchant. A first layer of metal is
then formed over the insulating layer, filling the via holes and contacting the source and drain
regions of the MOSFETSs.

A third photolithography step is then performed to pattern the first metal layer into source and
drain electrodes. A second interlayer insulating layer is then formed over the electrodes, via holes
to the electrodes are patterned, and an interconnection metal layer is formed and patterned over
the second insulating layer. An integrated circuit may have up to six interlayer insulating and



metal interconnection layers to interconnect the MOSFET s and other devices formed on the
wafer to form an integrated
circuit.

An integrated circuit topography is the layout or arrangement of semiconductor device parts at
each particular level. For example, aMOSFET containing integrated circuit has a substrate level
topography, a gate level topography, and plural upper level metal interconnection level
topographies.

Anintegrated circuit is then “packaged” into a semiconductor chip. A packageisametal, plastic,
or ceramic housing which holds the integrated circuit. It isthe familiar “black box” that is
attached to circuit boards inside the computer. The package has metal pins that can be connected
to asocket in acircuit board, thus providing a path for electrical signalsto and from the
integrated circuit through the circuit board. The pins are connected to the integrated circuit by
thin metal lines called |eads inside the packages.
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